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Preface 

This volume contains accepted papers pre-sented at the 15th International Conference 
on Computational Intelligence in Security for Information Systems (CISIS 2022) and 
the 13th International Conference on EUropean Transnational Education (ICEUTE 
2022). These conferences were held in the beautiful city of Salamanca, Spain, in 
September 2022. 

The aim of the CISIS 2022 conference is to offer a meeting opportunity for academic 
and industry-related researchers belonging to the various, vast communities of Computa-
tional Intelligence, Information Security, and Data Mining. The need for intelligent, flex-
ible behaviour by large, complex systems, especially in mission-critical domains, is in-
tended to be the catalyst and the aggregation stimulus for the overall event. 

After a through peer-review process, the CISIS 2022 International Program Committee 
selected 20 papers, which are published in these conference proceedings. In this edition, 
three special session were organized: Cybersecurity in Future Connected Societies, Cy-
bersecurity and Trusted Supply Chains of ICT and Intelligent Solutions for Cybersecurity 
Systems. 

The aim of ICEUTE 2022 conference is to offer a meeting point for people working on 
transnational education within Europe. It provides a stimulating and fruitful forum for 
presenting and discussing the latest works and advances on transnational education within 
European countries. 

In the case of ICEUTE 2022, the International Program Committee selected 5 papers, 
which are also published in these conference proceedings. 

The selection of papers was extremely rigorous to maintain the high quality of the con-
ferences. We want to thank the members of the Pro-gram Committees for their hard work 
during the reviewing process. This is a crucial process for creating a high-standard con-
ference; the CISIS and ICEUTE conferences would not exist without their help. 

CISIS 2022 and ICEUTE 2022 enjoyed outstanding keynote speeches by distinguished 
guest speakers: Prof. Ajith Abraham, Director of Machine Intelligence 
Research Labs (MIR Labs), Prof. Guy De Tré head of the research group on Database, 
Document, and Content Management (DDCM) at Ghent University, Belgium, and 
Felix Barrio General Director at INCIBE (Spain). 

CISIS 2022 has teamed up with “Logic Journal of the IGPL” (Oxford University Press), 
and Expert Systems (Wiley) for a suite of special issues, including selected papers from 
CISIS 2022. 

Particular thanks go as well to the conference's main sponsors, Startup Olé, the CYL-
HUB project financed with NEXT-GENERATION funds from the European Union, the 
Ministry of Labor and Social Economy, the Recovery, Transformation and 
Resilience Plan and the State Public Employment Service, channelled through the Junta 
de Castilla y León, BISITE research group at the University of Salamanca, CTC 
research group at the University of A Coruña, and the University of Salamanca. They 
jointly contributed in an active and constructive manner to the success of this initiative. 



We would like to thank all the special session organizers, contributing authors, as well as 
the members of the Program Committees and the Local Organizing Committee for their 
hard and highly valuable work. Their work has helped to contribute to the success of the 
CISIS and ICEUTE 2022 events. 
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Analysis of long-range forecast strategies for IoT on 
urban water consumption prediction task 

Krzysztof Pałczyński, Tomasz Andrysiak, Marcin Głowacki, Michał Kierul, 
Tomasz Kierul 

Abstract: With the rapid development of technology, researchers worldwide have 
applied the Internet of Things to effectively transmit and monitor water levels and 
detect anomalies in real time. The data obtained enables numerical methods to 
predict water consumption as well. In the presented paper, an attempt has been 
made to predict water consumption for various problems forward using dedicated 
models and a system using an iterative approach. For this purpose, neural network 
algorithms such as Random Forest, XGBoost, Decision Tree, and Support Vector 
Regression were tested and used to train the prediction models. The results pre-
sented allowed to indicate the difference between the examined methods through 
the Mean Absolute Percentage Error of prediction. The used set of algorithms al-
lowed to show the problem of estimating water prediction from different points of 
view. Thus, determining the tested systems' seasonality and short-term and long-
term trends. This allowed to choose the two best algorithms, one that needs less 
computational power to work; this seems to be a better solution. 

Keywords: Prediction Systems, Machine Learning, Water Consumption Forecast 
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1 Introduction  

The issues involved in managing water distribution networks are based on a large 
number of processes. The demand for water for service or residential purposes af-
fects the amount of water withdrawn. In both cases, it is necessary to estimate 
consumption based on the services provided by the company or the inhabitants' 
behavior. The topic of demand analysis is essential due to the number of variables 
depending on the type of facility to which water is supplied, which provides the 
basis for the proper design of water management strategies. Forecasts are of great 
importance in the context of decisions related to introducing procedures to opti-
mize water treatment plants or pumping stations.  

In the presented work, an attempt was made to predict water consumption for-
ward by different numbers of probes. The water consumption signal under study 
was divided into 15-minute intervals, with one step covering the 15 minutes 
elapsed. For the long-range prediction calculations, systems were used that could 
attempt to estimate water consumption using two methods; using specially trained 
models for forecasting each step into the future and using only one model trained 
for next-value prediction and using it iteratively to find demanded forecasts. The 
first involved a dedicated model designed to look one, two, or several time steps 
ahead. The second worked based on performing predictions using earlier forecast-
ing results. This system used an iterative approach involving only one model, with 
each forward time step depending on the previous one. It goes forward when the 
prediction turns out to be true after predicting the following sample. The compari-
son between systems was established based on their mean errors and suitability for 
Internet of Things (IoT) purposes. 

The thesis in this article is that long-range prediction obtained from the chain of 
short-range predictions made using the results of previous forecasts is an accepta-
ble predictive strategy for specific time ranges. IoT applications would benefit 
from having only one trained model and using it for long-range predictions instead 
of keeping many models, each trained for forecasting on its specific time range. 

This paper aims to use selected algorithms to train forecasting models to pre-
dict the following sample and evaluate their performance using Mean Absolute 
Percentage Error (MAPE). Short and long-term forecast results of all tested algo-
rithms are presented, highlighting the performance of iterative systems in short-
term and dedicated models in long-term forecasts.  

The data came from the waterworks and was taken thanks to a telemetry over-
lay on the water meters using IoT. In simple terms, it is a system of electronic de-
vices that can automatically communicate and exchange data over a network 
without human intervention. IoT-based solutions in water level monitoring and 
storage are a novelty, as well as the analysis of long-range forecasting strategies 
suited for low-computational power devices commonly used for IoT purposes. 
The proper use of the received data can help to reduce the occurrence of anomalies 
and mitigate the possible effects of a water crisis [1].  
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This paper is organized as follows: an introduction, section 2, in which work on 
water use forecasting to detect anomalies and determine the causes of fluctuations 
in consumption is discussed. The third section includes a detailed presentation of 
the systems used and the rationale for choosing particular algorithms. Section 4 
discusses the experimental results. The paper concludes with a sub-summary.  

2 Related work 

Several approaches to the problem of water demand forecasting, or drought fore-
casting, can be found in the literature. Typically, statistical models have been used 
to estimate losses and detect undesirable anomalies. 

In paper [2], an algorithm was tested to detect and locate water leaks at an early 
stage of demand forecasting. The algorithm used was based on pattern similarity, 
and the demonstration area of the project was a medium-sized city in Spain. The 
algorithm was tested in three different scenarios over two years (2014-2016). The 
scenarios were selected based on other profiles, including industrial areas, city 
centers, and suburbs. The prediction analysis yielded good results. The predictions 
indicated the most accurate results for the downtown area due to the many people 
living there. The authors suggest that the method is suitable for predicting daily 
water flow. The signals proved highly unpredictable for the time range studied due 
to water flow spikes caused by anomalous days such as holidays. As the historical 
database of similar past situations increases, it is possible to increase the predic-
tion accuracy. The task and problems related to water flow spikes are identical to 
the subject of our work. However, our analyses focused on the approaches to long-
term prediction and divergence rate of forecast from the base signal. 

Another way of determining the unit water demand and consumption distribu-
tion was addressed in work [3], which focused on the hourly analysis of water 
consumption in selected residential buildings after declaring an epidemic emer-
gency in the country. The objective was to verify the application of clustering us-
ing mean class clustering. The research objects were three similar five-story resi-
dential buildings in the same housing estate in Bydgoszcz. The study time 
included 464 measurement days, of which 276 days covered the period before the 
COVID-19 pandemic and 188 during the pandemic, which was included in the 
calculations. The application of cluster analysis through clustering by the mean 
squared method allowed us to develop a pattern of hourly water demand by work-
ing and non-working days. The results clearly show the profound changes in daily 
water demand patterns exerted by the COVID-19 pandemic. Continuous monitor-
ing is needed to obtain up-to-date consumption patterns. The averaged histograms 
obtained can be used to determine nodal water consumption in the mathematical 
modeling of water supply networks. The data analyzed in this work is also from 
times of the COVID pandemic. However, in this work, the predictions were con-
ducted using machine learning algorithms and Deep Learning.  
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Another interesting paper [4] addressed clustering and Support Vector Regres-
sion for water demand forecasting and the possibility of anomaly detection. The 
data used for the analysis was obtained from a municipal water company in Milan, 
Italy, from a Supervisory Control And Data Acquisition (SCADA) system and 26 
sensors, i.e., meters used at the individual level. The proposed approach offers 
several innovations, from increasing the forecasting accuracy at the municipal and 
individual classes to using a time series clustering procedure on the raw data. The 
second innovation is to learn different Support Vector Machine (SVM) regression 
models separately for each cluster and each hour of water consumption. This re-
sults in the optimization of the pumping schedule and the ability to identify online 
anomalies resulting from wise meter faults, cyber-physical attacks, or changes in 
habits. The proposed approach has obtained favorable results both in the munici-
pal application and by individual consumers. The SVR model was also employed 
in our work. However, the preliminary results for our data set did not indicate any 
benefit in dividing water consumption signals into specific periods. 

In [5], the authors attempted to change the operating conditions of water supply 
systems using empirical exponents. The focus was mainly on modifying the flow 
rate and hydrostatic pressure. Many failures were observed in managing the water 
supply network's stress. The study area covered the Municipal Water Supply and 
Sewerage Company S.A. in Wrocław, and the recording time was between April 
2017 and January 2018. The conducted research enabled the determination of an 
exponent linking the flow rate-pressure relationship to the overall assessment of 
the water supply network. Changes in the form of a steady, cascading decrease in 
pressure through the night flow period and a cascading increase in the morning re-
sulted in the implementation of new analytical procedures for pressure and flow 
rate analysis. This work has a similar subject to this one. However, it is based on 
theoretical models and expert knowledge. This paper tackles the problem from a 
data science point of view and aims to define approaches that may be useful out-
side this particular problem involving water consumption forecasting. 

In work [6], an analysis of water consumption variability based on combined 
long-term and short-term data was performed. The aim of the work was based on 
the development of a new deterministic method that would allow the data from pe-
riodic measurements to be collected together. To then serially determine the de-
gree of variation in water consumption. The object of study was three blocks of 
flats located in Świdnica, and the observation time was five years. The experiment 
results show that it is impossible to analyze the cumulative fluctuations of water 
consumption for data without preprocessing. To categorize the measurements, it is 
necessary to supplement the data sets with water consumption records for several 
sufficiently long periods. Research conducted in our paper also deemed pre-
processing necessary as water consumption signal tends to have random spikes of 
activity, which disrupts mean squared error-based loss function driven neural net-
works. To perform the experiments, we had to draw the same conclusions. 

On the other hand, in the paper [7], seasonal forecasts were analyzed, and the 
main interest was developing a drought forecast. Drought in 1998-2002, which 
occurred in South Carolina areas, is considered the most severe problem for the 
state. The analysis performed was extended to include other drought indicators, 
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and the information to calculate these indicators is provided every month in terms 
of precipitation and temperature. Thus, different scenarios can be adapted to de-
termine the amount of rain needed to end drought conditions and the probability of 
receiving those amounts. The article bases its methodology on bootstrapping, 
which we also used in our Decision Tree-based algorithms and can confirm its ef-
ficiency in forecasting. 

3 Methodology 

3.1 Dataset 
 

The dataset used in this research was obtained from the measurements of the 
pump room, generating an average water supply of 8 m3 per hour. The data is the 
property of Softblue S.A company. Access to the data was provided to conduct 
this research. The signal was initially encoded as a timestamp between subsequent 
transfers of 10 liters of water through the pump house. For this research, the signal 
was resampled to contain the amount of water transferred every 15 minutes. Due 
to temporal anomalies in water supply provision, data cleaning was required. Each 
value of material water supply exceeded the 94 percentile of water flow distribu-
tion and was reduced to the value associated with the 94 percentile. 
 
3.2 Experiment design 
 
The cleaned data are formed into observation vectors. Each observation vector 
contains the last 20 values representing the previous 5 hours of the observed water 
consumption. Two forecasting systems use these data. The first system uses mod-
els explicitly trained to predict a fixed amount of future samples. For example, the 
system that can predict the next 1, 2, 3 … 6 samples in the future contains six 
models, each trained to forecast its respective amounts of samples in the future. 
The second system has only one model trained to predict the following sample. 
The system uses this model to predict an arbitrarily chosen number of samples in 
the future by iteratively predicting the following sample and uses the value of the 
prediction to update the observation vector for another sample prediction. The sys-
tems’ algorithms are presented in figure 1. 
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Fig 1. Presentation of the algorithms forming prediction systems evaluated in this work. On the 
left, the system using dedicated models is presented. On the right, the system employing an 
iterative approach is described. 
 
3.3 Machine Learning algorithms 
 
Each system employs machine learning models to forecast the following sample. 
The algorithms selected for training prediction models in this study are: neural 
networks with two fully connected layers (referend further in the text as FC2), re-
current neural networks [8] with two recurrent layers and one fully connected (re-
ferred further in the text as RNN), Random Forest [9], XGBoost [10], Decision 
Tree [11] and Support Vector Regression [12] (SVR).  

These algorithms were chosen due to their different approach to the forecasting 
problem. FC2 and SVR models perform the linear transformation of the input vec-
tor to obtain the forecast. RNN attempts to extract temporal patterns. The Decision 
Tree is the algorithm that divides solution space into subsets based on the partition 
purity. Random Forest and XGBoost perform an ensemble of decision trees in dif-
ferent ways. Such a collection of algorithms presents the forecasting problem from 
different angles and allows comparison of varying decision-making philosophies. 

The critical factor to be considered during model selection is its ability to be 
implemented into the hardware commonly used in IoT applications. The machine 
learning algorithms (Random Forest, XGBoost, Decision Tree, and SVR) are im-
plemented in the scikit-learn library widely used in Data Science. This library is 
lightweight enough to be used on the higher end of IoT devices like Raspberry mi-
crocomputers. Although frameworks for Deep Neural Networks may be too com-
putationally expensive for IoT devices, the Fully Connected Neural Networks are 
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algorithms simple enough to be implemented with reduced NumPy computational 
stack for micro-Python booted on the microcontrollers like ESP.  

4 Experimental results  

The algorithms and techniques were evaluated using the Mean Absolute Percent-
age Error (MAPE) metric given by equation 1. The purpose of this metric is to 
present relative differences between the observed values predicted by the systems. 

 𝑀𝐴𝑃𝐸 = ∑ |"!#$""|
""

|"|
%&'  (1) 

Where 𝑌 denotes the vector of observed values and 	is the vector of predicted val-
ues. 

The models were evaluated by averaging MAPE results from the 30 iterations 
of the experiment conducted for every triplet of the model algorithm, version of 
the system, and several samples to look into in the future. During each iteration, 
train, validation, and test datasets were randomly chosen from the available da-
taset.  

The results are presented in tables 1 and 2. The values were obtained from 
evaluations conducted on test datasets. In each table, rows contain values for test-
ed models, and columns present models' performance on the number of samples of 
the future forecast. Table 1 contains values from the models dedicated to predict-
ing a specific number of samples forward. Table 2 presents the evaluation results 
of the system using an iterative approach. 

Table 1. MAPE metric values of the system using models dedicated to forecasting the fixed 
number of samples ahead. The columns denote the number of samples the model looks 

ahead.  

Model 
Sample count between last observed value and forecasted 

1 2 3 4 5 6 
SVR 9.4% 11.1% 12.1% 13.2% 14.6% 15.9% 
RNN 9.4% 11.2% 12.2% 13.3% 14.4% 15.4% 
Random Forest 9.5% 11.0% 11.8% 12.8% 13.8% 15.0% 
FC 2 9.9% 12.1% 13.7% 15.4% 17.1% 19.5% 
XGBoost  10.0% 11.6% 12.4% 13.4% 14.5% 15.5% 
Decision Tree 13.7% 15.9% 16.9% 18.1% 19.3% 20.7% 
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Table 2. MAPE metric values of the system using one trained model iteratively. The col-
umns denote the number of samples the model looks ahead. 

Model 
Sample count between last observed value and forecasted  

1 2 3 4 5 6 
SVR 9.4% 10.4% 13.0% 16.3% 19.9% 23.7% 
RNN 9.4% 11.0% 13.7% 17.3% 21.6% 25.8% 
Random Forest 9.5% 10.6% 13.2% 16.1% 19.9% 23.6% 
FC 2 9.9% 11.5% 14.3% 17.9% 21.8% 26.0% 
XGBoost  10.0% 11.2% 13.7% 16.7% 20.2% 24.2% 
Decision Tree 13.7% 15.8% 18.4% 21.5% 24.8% 29.1% 
       

 
According to the data stored in tables 1 and 2, two algorithms with the best MAPE 
score on both the short and long-range forecasts are SVR and Random Forest. 
Figure 2 depicts the differences between the system using the dedicated model for 
forecasting and its iterative counterpart for both algorithms. 

 

 
Fig 2. Difference between MAPE error scores between systems using dedicated models for 
forecasting and their iterative counterparts.  

5 Conclusion 

Surprisingly, the iterative system proved slightly better than the system using ded-
icated models across all modeling algorithms. The improvement of the score rang-
es from 0.1% to 0.7%. Although the difference may not be considered significant, 
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the repeating tendency on all tested algorithms may indicate that the water con-
sumption signal measured in 15 minutes intervals may have a short-range trend in 
addition to its evident seasonality. In such a case, an iterative approach may stabi-
lize the prediction, improving its average performance, albeit not for much. 

Iterative systems’ performance quickly deteriorates from fourth sample forward 
forecasting compared to the model with dedicated models. Assessment of further 
prediction is pointless due to error difference reaching almost nine percentage 
points. However, the iterative approach may be helpful for a relatively reliable 
long-range forecast to the fourth sample forward, for example, as a basis for 
anomaly detection systems. For such cases, the reduced number of models is pref-
erable to better precision due to the limited memory of low-computational devices 
commonly used for IoT purposes. The thesis of this work has been proven suitable 
for forecasting up to four samples forward. 

Systems with dedicated models provide a stable increase in the error of about 
one percentage point per number of forecast samples. The two best algorithms for 
this particular task are Random Forest and SVR. Their performance was the best 
for both short and long-range forecasts. However, SVR is an algorithm of much 
less computational complexity and memory dependence than Random Forest, re-
sulting in a better solution for low-power devices like microcomputers. 

Despite its more straightforward structure, the SVR model proved to have signif-
icantly better results than Neural Network with two fully connected layers (FC2). 
Overfitting is unlikely because a Recurrent Neural Network with two RNN layers 
obtained better results than FC2 despite a more complex structure. The margin 
function employed in SVR may be responsible for the improvement of the model. 
The margin function reduces the impact of the outliers by associating the constant 
penalty for values outside specified prediction bounds instead of computing loss 
for each outlier proportional to the squared difference between prediction and ob-
served value. Further investigation of this phenomenon is required.  
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Genetic Algorithm based Aggregation for
Federated Learning in Industrial Cyber Physical
Systems

Souhila Badra GUENDOUZI and Samir OUCHANI and Mimoun MALKI

Abstract During the last decade, Industrial Cyber-Physical Systems (ICPS ) have
attracted a significant amount of interest from industries as well as academic in-
stitutions. These kinds of systems have proved to be very complicated, and it may
be a difficult task to get a handle on their architecture and make sure everything
works properly. By putting up a framework for federated learning that we’ve dubbed
FedGA-ICPS the purpose of this study is to address some of the difficulties that
are associated with the performance and decision-making aids provided by ICPSṪo
begin, we launch an ICPSmodeling formalism with the goal of specifying the struc-
ture and behaviour of such systems. FedGA-ICPS then conducts an analysis of the
performance of the industrial sensors based on the data supplied by the ICPS from
the industrial sensors by putting forth locally integrated learning models. Following
that, a genetic algorithm drives federated learning in order to quicken and enhance
the aggregation process. In the end, transfer learning is used so that the learned
parameters of the models may be distributed across a variety of limited entities.
FedGA-ICPS has been implemented on MNIST, and the results have been rather
significant.

1 Introduction

The Internet of Things (IoT) has emerged as one of the most essential technologies of
the 21st century during the years. There are many different fields, such as the Internet
of Industrial Things (IoIT) and the Internet of Medical Things (IoMT), which refer
to the improvement of industrial processes and medical applications through the
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utilization of smart sensors, actuators, quick communication protocols, and effective
cybersecurity mechanisms. In vast networks, intelligent devices create a significant
quantity of data; hence, IoT frameworks demand methods that are both clever and
resilient for analyzing massive volumes of data.
Precisely, deep learning (DL) approaches have achieved promising results in

networks application owing to their intelligent learning and processing skills. These
qualities have enabled these techniques to create positive outcomes. Historically, the
application of AI in CPS has been done in a centralized manner. This means that
there is a central server that trains the model by using all of the data from the end
devices that are linked to it. The transmission of such a massive volume of data from
these end devices to the cloud, however, leads to congestion on the bandwidth, delays
in the processing of data, and perhaps a breach of privacy. Recently, this method of
learning has been modified to be either distributed learning or federated learning,
which brings together a collection of clients (end devices) that each have their own
set of data that is kept private and is not shared with other clients. They coordinate
their efforts with one another so that they may achieve the same degree of learning
by exchanging information on the learning parameters.
Google first presented the concept of federated learning (FL), which is a decen-

tralized and collaborative method of machine learning, in the year 2016. The goal of
the FL process is to produce a model that is suitable for a certain application in its
entirety. Choose the appropriate machine learning model to use and select devices
candidates to participate in the learning process where each device initializes its em-
bedded model parameters and trains the model until it converges. This is an example
of a typical workflow for its Life cycle, which includes: choosing the appropriate
machine learning model to use. Following a training session on the local level, each
of the linked devices then uploads its model parameters to the centralized server via
a secure communication method that we will go over in more detail later. Then, after
the aggregator (for example, a central server) has received all of the local models,
it will aggregate the parameters in order to update the new global and optimum
model. Once again, the server will re-share the parameters of the global model, and
the devices will update their own parameters based on the new information. This
procedure is carried out in a loop until the whole of the training process has been
completed.
In the literature, McMahan et al. [1] introduced a new aggregated model called

FedAVG, which stands for federated average. In this model, the weights of the
several local models are averaged by the server, which then provides new weights
and, therefore, a new model.
Also, FedPer proposed by Arivazhagan et al. [2] similar to the FedAVG in the

way it computes new weights in the aggregated models [3]. However, the clients
communicate the neural model’s base layers to the server instead of the totality of
the model and retain the other layers. The underlying idea is that the base layers deal
with representation learning and can be advantageously shared by clients through
aggregation. The upper layers are more concerned with decision-making, which is
more specific to each client [3]. FedPer can be seen as an adaption of the transfer
learning methodology into a federated learning scheme.
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Fig. 1 The Interoperability and Integrity Validation and Evaluation.

Themain goal of this work is to overcome the limitations of FedAvg and FedPer by
introducing genetic algorithm to enhance the aggregation process of FL and deploy
it for ICPS. As shown in Figure 1, FedGA-ICPS develops the following five steps.

(1) FedGA-ICPS will create and put into effect a CPS in the form of a composition
of entities and components of varying forms and kinds. Each entity possesses the
correct behavior and structure for itself. The beings are capable of communication
and can move between different environments.

(2) Through simulation and run-time execution , FedGA-ICPS collects, formats,
cleans and normalizes streaming data ’D’ generated and communicated between
different CPS components. ’D’ will be used for the learning step that relies on
convolution neural network that is assigned to a given device.

(3) FedGA-ICPS provides a series of components in order to select the most qualified
candidate to federate the learning that occurs between embedded CNNs. During
the voting process, a variety of criteria, including processing and memory capac-
ity, latency, availability, and security, among others, are taken into consideration.

(4) FedGA-ICPS utilizes genetic algorithms in order to carry out the aggregation. This
latter method takes into consideration: the weights of the various local models.
Then, in the component that had been elected, the optimum weight vector for
broadcasting was constructed.

(5) The optimal weights that were determined by FedGA-ICPS after using trans-
fer parameter learning are communicated to the various customers, edges, and
components.

In a nutshell, we present our main contributions in the present paper.

• Surveying the main contributions related to the application of FL on CPS.
• Develop a framework called FedGA-ICPS to enhance the performance to ICPS.
• Model formally ICPS components and their compositions.
• Propose a federated solution to enhance the collaborative learning phases between
ICPS components through genetic algorithms.

• Compare FedGA-ICPS within the existing solutions and validates it on bench-
marks.

The remainder of this paper is organized as follows. Section 2 surveys con-
tributions related to federated learning and its applications. Section 3 develops our



4 Souhila Badra GUENDOUZI and Samir OUCHANI and Mimoun MALKI

proposed framework, FedGA-ICPS that is validated in 4. Finally, Section 5 concludes
the paper and give hints on our FedGA-ICPS related perspectives.

2 Related Work

This section reviews and discusses approaches that deal with performance analysis
and decision supports for ICPS. Połap et al. [4] proposed an agent-based system to
analyze medical data collected from IoMT stored in a blockchain. The solution im-
plements three agents: learning, indirect, and datamanagement (DM). Unfortunately,
this solution is not real-time since DMA takes time to get information from patients
and doctors. Also, despite the use of FL methods, selecting the best classification
method for this kind of noisy and heterogeneous data is challenging.
Tian et al. [5] used an asynchronous FL-based anomaly detection for resources

constrained IoT devices based on deep learning techniques. Their approach is es-
tablished through: pre-initialization of the parameters, and deploy an asynchronous
model training. Unfortunately, they did not study the reliability of the participating
nodes. Chen et al. [6] proposed FedHealth framework that applies federated transfer
learning approach on cloud computing architecture for wearable healthcare. Their
framework deals with the issues of data isolation and model personalising in FL. Ini-
tially, the cloud server develops the global model using public datasets, distributes it
to the clients using homomorphical encryption, then the clients retrain local models
and upload them to the cloud server. Monotonously, the aggregator builds the global
model using fedAVG algorithm, distributes it to the clients and perform transfer
learning. Hao et al. [7] They took the initiative of Privacy-enhanced FL (PEFL),
which aims to improve the accuracy of local models while simultaneously boosting
the safety of model gradients that are transmitted between the server and clients.
Their system architecture includes the following components: (1) a Key Generation
Center (KGC) that is responsible for distributing private keys to each participant;
(2) a Cloud Service that acts as an Aggregator; and (3) participants. In the first step
of the process, each member will acquire their own local model, estimate their own
local gradients, and then disrupt them by utilizing the Differential Privacy (DP) tech-
nique to introduce local disturbances. Homomorphic encryption is used to cipher the
disturbed gradients into the BGV ciphertext, and the ciphertext BGV encrption is
then integrated into enhanced learning. After that, the CS will carry out the opposite
procedure of encryption by carrying out a series of decryption steps in preparation
for aggregation. The results indicate that there is only a modest decline in accuracy
when just a few of the participants are impacted by the challenge.
Zhou et al. [8] developed a federated learning approach for fog computing that

would protect users’ privacy. Each fog node has the capability to act as a participant
and collect data from IoT devices in order to accomplish the learning objective. This
design effectively improves the low training effectiveness and model accuracy that
are generated by the unequal distribution of data and the large difference in computer
resources. They enabled the data from IoT devices to satisfy differential privacy in
order to thwart data attacks and leveraged the combination of blinding and Paillier
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homomorphic encryption in order to defend against model attacks, which resulted
in the realization of the security aggregation of model parameters.

3 FedGA-ICPS Framework

This section follows FedGA-ICPS steps represented in Fig. 1 by introducing the ICPS
formalism.

3.1 Industrial CPS

We think of a systemS as being composed of a collection of entitiesE that collaborate
and intertwine with one another through a network (N ) of physical and logical
channels in order to carry out a predetermined job (T ) inside a particular context
CT . A system S is a tuple ⟨E,N ,T , CT⟩.

3.1.1 Modeling the entities

An entity Y ∈ E may be an Internet of Things (IIoT), an edge node, a fog node, or
a cloud server. These are all examples of entities that are able to carry out certain
activities on their own or work together with other entities to build a system that
carries out a global job. To evaluate the guard related to an action, the entity Y run its
associated machine learning mlY that evaluates the variables of the specified guard.
In order to improve the quality of decisions made by an entity, the FedGA-ICPS
provides strategies to assist entities in regularly updating the related ml with which
they are associated. However, Y is the main entities describing ICPS, and it is defined
by the tuple ⟨𝑖𝑑, 𝑎𝑡𝑡𝑟, 𝐴𝑐𝑡𝑢𝑎𝑡𝑜𝑟, , Σ, 𝐵𝑒ℎ⟩ , where:

• 𝑖𝑑 is a finite set of tags,
• 𝑎𝑡𝑡𝑟 : 𝑖𝑑 → 2T returns the attributes of an entity,
• 𝐴𝑐𝑡𝑢𝑎𝑡𝑜𝑟 specifies the status of an entity by evaluating its attributes,
• is a function that associate to an entity Y its ml.
• Σ = {Send, Receive, Update, Predict, Train,
Aggregate} is a finite set of atomic actions that depend on the type of entity Y𝑖
and executed by the latter.

• 𝐵𝑒ℎ : 𝑖𝑑×Σ→ L returns the expression written in the language L that describes
the behavior of an entity. The syntax of L is given by: 𝐵 F 𝛼 | 𝐵 · 𝐵 | 𝐵 +𝑔 𝐵,
where 𝛼 ∈ Σ, “ · “ composes sequentially the actions and +𝑔 is a guarded choice
decision that depends on the evaluation of the guard, a propositional formula,
𝑔, by the functionality Predict. When 𝑔 Δ

= ⊤ the guarded decision become a
non-deterministic choice.
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3.1.2 Modeling the Network

TheN describes how the entities are linked to one another and how they interact with
one another. It is possible for one entity, denoted by Y𝑖 , to be linked to another entity
by means of a logical or physical communication channel, or even to a subsystem.
The term N refers to a graph in which the vertices represent the entities and the
edges refer to the ways in which the entities interact with one another and are linked
N = ⟨E, Chan, Prot, Rel⟩, where:

• Chan is a finite set of channels,
• Prot is a finite set of protocols where 𝜖Prot is the empty protocol.
• Rel : E × E → Chan × Prot relies two entities with a channel and a protocol.
When 𝜖Prot is assigned, it means both nodes are physically connected.

3.1.3 Modeling the Tasks

The system’s primary purpose is to complete the task T , which is denoted by tasks.
It details the order of activities that each entity ought to carry out in order to achieve
the desired results. A task is represented as a tree in our definition, with the root
standing for the overarching objective of the system S, the offspring standing for
subsidiary objectives of the entities, and the leaves standing for the completed output
for each entity. The task T is the tuple ⟨Goals, ⪯⟩, where:

• Goals is a finite set of goals where G ∈ Goals is the root (the main goal),
• (Goals, ⪯) is a preorder relation on Goals.

3.1.4 Context

It is possible to see it as a container for entities that are capable of undergoing dynamic
change via the incorporation or exclusion of entities, the modification of protocols,
and the updating of tasks; nonetheless, these entities should adhere to a set of prede-
termined rules and policies PL. A context CT is the tuple ⟨E ′ ⊆ E,T ′ ⊆ T ,PL⟩.

3.2 Learning

3.2.1 Classification

CNN, short for convolutional neural network, is a kind of deep neural network [9]
that is used in the learning phase of the FedGA-ICPSṪhe structure of CNN is made
up of three layers: the first is called convolution, which extracts features from the
data, the second is called pooling, which reduces the number of dimensions that
feature maps have, and the third is called fully connected, which classifies the data
into several categories according to the attributes that were gathered by the layers
that came before it [10]. In the convolutional and pooling layers of a neural network,
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ReLu functions are often employed to classify the inputs. On the other hand, in the
FC layers, a softmax activation function is typically utilized to give a probability
ranging from 0 to 1. Because it is reliant on the structure of its own dataset, each
edge client in our system has its own CNN model. This model does not have to be
similar to other local models in terms of the number of filters, layer design, function
activation, and so on.

3.2.2 Models Transfer

Transfer learning, also known as TL, is the practice of reusing a model that has
already been trained on another learning task that is related to the first. Since a deep
neural network requires a large amount of data and resources with computing power
to accelerate learning in order to make good decisions, transfer learning is known
as a solution that can help deal with these challenges. In this work, we concentrate
on the process of fine-tuning pre-trained models. When a new edge node is added
to the industrial network, the cloud server searches for pre-trained models that are
comparable to those already deployed on other nodes of the same kind. These models
must have been trained using a large dataset and must have reached a high level of
accuracy. As a consequence of this, only the base layers of the network need to be
retrained as opposed to the whole network, since the feature extractor layers are the
only ones that are sent to the target node.

3.3 Election

For federated learning, FedGA-ICPS seeks for the most powerful Fog or Edge node.
As default, we consider the cloud server as the aggregator. Depending on a compo-
nent’s free memory and processing capabilities, the cloud server may elect it as a
secondary aggregator. FedGA-ICPS reorders all system components into a prioritized
list.

3.4 Aggregation

Unlike FedAVG [11] and FedPer [2], FedGA simply uploads encrypted base layer
(classification layer) weights to the designated aggregator. The latter creates new
weights by invoking the genetic algorithm (line 9) and using a weight vector to
describe the system across chromosomes.

(1) Define an adequate chromosome which the weight vectors.
(2) Select a large set of chromosomes, population takes into account all weight vectors
collected from the different components.

(3) Apply the reproduction operators (selection, crossover, mutation). selection is
applied on on vectors with high ranking (fitness evaluation). In our case, the
fitness is the loss function. The crossover operation is based on the single point
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Algorithm 1 Federated Genetic Algorithm (FedGA), C is the fraction of clients
selected randomly to participate in each communication round. The K clients are
indexed by k; B is the local mini-batch size, D𝑘 is the dataset available to client k,
D𝑡 is the dataset used for the test which is available on the aggregator, 𝑊B is the
vector of base layers (classification layers), E is the number of local epochs, and [ is
the learning rate.
1: Procedure FedGA ⊲ Run on the server.
2: Initialize𝑊0

B;
3: for each round t = 1, 2, 3, ... do
4: 𝑚← 𝑚𝑎𝑥 (C.𝐾, 1);
5: 𝑆𝑡 ← (random set of m clients);
6: for each client k ∈ 𝑆𝑡 do
7: 𝑊 𝑡+1

B,k ← 𝐶𝑙𝑖𝑒𝑛𝑡𝑈𝑝𝑑𝑎𝑡𝑒 (k,W𝑡
;𝑏 𝑓 𝐵,𝑘

); ⊲ In Parallel.
8: end for
9: 𝑊 𝑡+1

B = 𝐺𝐴(D𝑡 , 𝑊
𝑡
B); ⊲ Only base layers are aggregated

10: end for
11: End procedure FedGA
12: Procedure ClientUpdate(𝑘, 𝑤𝑡

𝐵
) ⊲ Run on client k.

13: 𝛽 ← (Split D𝑘 into mini-batches of size B;)
14: for each local epoch i from 1 to E do
15: for batch b ∈ 𝛽 do
16: 𝑤B, 𝑤P ← 𝑤 − [ΔL(𝑤B, 𝑤P, 𝑏); ⊲ Only base layers are aggregated
17: end for
18: end for
19: return t to the Server
20: End procedure ClientUpdate(𝑘, 𝑤B)

paradigm. It means that a vector is divided into two parts to be exchanged with
another vector to form a new population. Finally, the mutation operation collects
randomly only 10% of weights to reproduce new vectors.

(4) FedGA-ICPS repeats this process until the accuracy of all edge nodes models is
more than 99%.

3.5 Broadcasting

After aggregation, FedGA-ICPS transmits model base layer weights to learning
phase components. In the training phase, a high-accuracy, low-loss model is created.
Homomorphic encryption is used for broadcasting.

4 Experimental results

We evaluated our FedGA-ICPS structure using MNIST [12]. We subdivide it. Each
customer has an unequal-sized and distribution (non-iid data). We used a 1000-
sample window. Our experiments were done using CNN to compare the federated
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learning combined with genetic algorithm results against FedAVG and FedPer. Our
CNNmodel contains two convolutional layers followed by amax-pooling layer.Mini-
batch SGD of size 1000, ReLU activation function, and dropout are utilized to train
the models. They are trained using a mini-batch SGD of size 1000, ReLU activation
function and to counter over-fitting, a dropout is used. For implementation, we used
Pytorch. We fixed FL round to 50. The results show that is a perturbation of the
accuracy for each customer due to data heterogeneity and dataset size variance using
FedAVG. The obtained results using FedPer present that there is an improvement
in accuracy compared to FedAVG by stabilizing the convergence of the models.
Finally, using FedGA-ICPS, we obtain a rapid convergence for all clients with an
average accuracy greater than 95% of all edge nodes, except of edge node Y4 that
has irrelevant dataset and weak model as shown in Figure 2 (left). The aggregation
results are obtained within rounds in 300 sec, the transfer step has been proceeded
after five training phases where each model of a given edge takes 23 sec. Figure 2
(right) shows the results when data are heterogeneous.

Fig. 2 FedGA Aggregation Algorithm Results.

5 Conclusion

In this work, we have provided a first step toward a comprehensive methodology for
strengthening performance testing in order to construct a more resilient ICPS. This
step was accomplished by giving an overview of the approach. A system is defined
as a set of items, each of which has its own structure and behavior for the goal of
fulfilling out a given function, according to the architecture that was developed by
FedGA-ICPS. In order to speed up the processes of analysis and learning, FedGA-
ICPS plans to leverage federated learning and genetic algorithms to assist restricted
devices in locally embedding their decision models. This will allow the procedures
to be completed more quickly. By utilizing a well-known standard, we were able to
provide evidence that the proposed framework is effective. In the future, we intend
to grow the functionality of the framework by (1) incorporating additional machine
learning techniques and automatically selecting the best agent, primarily through
reinforcement learning; (2) decentralizing the system through the implementation
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of a blockchain architecture; and (3) evaluating the framework on use cases and
benchmarks that are more complex.
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Hand SOS gesture detection by computer vision

Roberto Viejo-López, Virginia Riego del Castillo, and Lidia Sánchez-González

Abstract Computer vision has been applied widely in cybersecurity, specially for
authentication purposes like iris or fingerprint recognition. Image processing tech-
niques also allow to understand hand gestures of the sign language alphabet, among
others. Combining both approaches, in this paper, a system to detect the hand SOS
gesture is proposed. By training a model to understand hand gestures, the detection
of a certain sequence of hand gestures make possible to identify the SOS signal. The
proposed method can be deployed in surveillance systems and others devices with
a camera such as social robots. So, victims can ask for help silently and alarms can
inform the authorities automatically.

1 Introduction

Computer vision has been employed in many fields in order to automatize proce-
dures. In cybersecurity, there are many approaches that use image processing in
authentication systems by recognizing iris [10, 23], face [7] or fingerprints [22].
Additional biometric features have been also studied for authentication such as

the way of walking, signature, retina, ear or voice, among others [26, 3, 14, 9]. There
are more innovative solutions in which the element to be analysed is represented
as an image and by processing such image an anomaly can be detected. This can
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be used in traffic anomaly detection [1], malware detection [18] or for file analysis,
among others [27].
More applications of cybersecurity that employ computer vision methods are the

use of unsupervised learning for the detection of malware by analysing its visual
representation [5].Another example applies image descriptors as thewaveletHashing
or the Scale-Invariant Feature Transform (SIFT) to determine image similarity in
order to detect phishing websites [8].
Gesture or pose has been also considered for cybersecurity authentication [13].

Methods to detect hand gestures involve traditional techniques as morphological
operations [4] or by combining features extracted from the histogram of oriented
gradients (HOG) with local binary pattern (LBP) ones, as in [17]. More recently, the
use of Convolutional Neural Networks has also been applied with a high accuracy
over 90% [19, 2, 12]. A complete review of the existing methods for hand gesture
recognition is provided in [21], classifying themmainly in two groups, one to interact
with a system without using a device and another for sign language recognition.
Recently, a new dataset has been published (HAnd Gesture Recognition Image
Dataset, HAGRID) with more than 550,000 samples of hand gestures but it only has
18 classes [15]. Furthermore, different datasets are cited in [11] and they consider
two new hand gestures, but the dataset they proposed is focused on human-computer
interfaces (HCI) to control multimedia systems by a sequence of gestures. Regarding
applications that recognize sign gestures are mainly focused on hearing-impaired
people, using i.e. CNN [16], although it is a challenging task since sign language is
not universal and each region has its own set of signs.
A certain sequence of hand gestures is internationally known as a way to alert

that someone needs help. This gesture can be reproduced silently in order to make
it visible to anyone, including a video camera system like a surveillance camera.
However, the authors are not aware that a system exists that, using computer vision
techniques, can detect the SOS signal automatically.
In this paper, a method to detect the SOS hand gesture by analysing real time

video is proposed. This application can be run on a camera system including the
ones included in social robots in order to identify if anyone is asking for help.
The structure of the paper is as follows. In section 2, the problem is described.

Section 3 explains the architecture of the proposed model. In Section 4, the obtained
results are discussed. Finally, Section 5 presents the achieved conclusions.

2 Problem description

The Women’s Funding Network and the Canadian Women’s Foundation developed
a signal to ask for SOS that can be showed at any situation, for instance, answering
the door, walking on the street or during a video call. This signal has been adopted
internationally as it allows a victim to ask for help silently. This is formed by a
sequence of hand gestures as it is explained in [6]. So, first the hand is open and the
thumb is tucked into the palm (Fig. 1 (left)). Next, the fist is closed (Fig. 1 (right)).
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Unfortunately, it is not uncommon to read in the news that someone has made this
signal in order to ask for help due to a situation of kidnapping or abuse, among others.
Nowadays there are many cameras available on the streets or other IoT devices or
surveillance systems with cameras; social robots also collaborate with humans, i.e.,
in care or performing functions as hotel receptionist [24]. Any such device with a
camera could be a silent watchdog on which this method could be deployed.
For that reason, a system to identify this hand SOS gesture is presented. By using

existing approaches of hand gesture recognition, the signal sequence is detected and
alarms can automatically triggered.

3 Model architecture

The proposed method is based on the use of MediaPipe hand tracking [20] that is a
framework based on OpenCV and Tensorflow, among others. Basically, it recognizes
21 keypoints of the hand or hands by analysing every frame of a video in real time.
The keypoints or landmarks are showed in Fig. 2.
By following the approach implemented in [25], from the keypoints detected by

MediaPipe library [20], a MultiLayer Perceptron (MLP) is used to classify the data.
So, the model is formed by the layers Fig. 3 shows. The considered classes are 7,
in order to detect the SOS signal but also other similar signals to try to distinguish
between them: open hand, close hand, pointing with a finger, OK signal, Scissors
signal, first gesture of SOS signal (as it is shown in Fig. 1 left) and second gesture
of SOS signal (see Fig. 1 right). The last two classes have been added to the dataset
in order to adapt it to the hand SOS gesture detection. By analysing the output of
the model, if the sequence of SOS gestures is detected, the alarm is triggered. This

Fig. 1 Hand SOS gesture [6]
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model processes images with a frame rate of 30 images per second, so real-time
analysis can be carried out.
The output yielded by the model is analysed in order to detect the sequence of

hand gestures that represent the hand SOS gesture.

4 Model evaluation

In order to evaluate the method, the dataset used to train the model for hand gesture
detection available in [25] has been increased with the hand SOS gesture. Using the
hand gesture application, 433 images have been acquired (213 samples of the first
hand gesture and 220 sample of the second hand gesture of the SOS sign). For those
images, the keypoints are computed so as to form the feature vector of 21 elements.
These images are in different orientations and both hands -right and left- are sampled.

Fig. 2 Landmarks used for hand gesture recognition [20]

Fig. 3 Architecture of the model
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Dataset is split: for training is used the 70% and the remaining 30% for test. The
used optimizer is Adam, the function loss is sparse categorical cross-entropy and the
considered metric to evaluate the model is its accuracy. Training has been carried
with 1000 epochs and a batch size of 128.
Fig.4 shows the accuracy and the loss for training and test. As it can be observed,

hand gestures are quite well recognized with an accuracy around 0.90 in test images.
All these results have been obtained in real-time, processing 30 frames per second.
Experiments with real users and different backgrounds have been carried out. So,

they were presented in front of the camera and the application show in real time if
the signals have been detected, showing the keypoints in the image as well as the
name of the gesture as Fig. 5 shows.
To evaluate the recognition of the hand SOS gesture, 600 samples formed by the

sequence of the two gestures that compose the sign have been acquired considering
three different persons. Each person repeats 100 times the two signs that make up the
SOS gesture, 50 times with the right hand and 50 times with the left hand, varying the
orientation of the hand, since the developed application is capable of recognizing the
gesture sequence from both sides of the hand. Table 1 gathers the obtained results.
As can be seen, when the gesture is performed with the right hand the results are
worse than with the left hand because most of the images that compose the dataset
are recorded with the left hand. In general, the second sign is better identified than
the first one, which tends to be misclassified as ’open hand’. In overall, the SOS
gesture is correctly recognized in 75.67% of the cases, achieving a 92.67% if the
gesture is performed by the left hand.

5 Conclusions

This paper proposes a vision-based system in order to detect the hand SOS gesture.
First, 21 landmarks on a hand are detected with the MediaPipe library. This feature
vector is classified with a MLP that determines the corresponding hand gesture.

Fig. 4 Accuracy and loss of training and test
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Table 1 Results of the evaluation with 3 different persons and 50 hand SOS gestures with each
hand expressing the results as hit rates.

Hand User First gesture (%) Second gesture (%) SOS gesture (%) Mean (%)

Right
1 66% 80% 66%

58.67%2 74% 68% 68%
3 42% 54% 42%

Left
1 96% 98% 96%

92.67%2 88% 100% 88%
3 94% 94% 94%

Total 76,67% 82.33% 75.67%

By analysing the sequence of gestures, the hand SOS signal can be identified and

Fig. 5 Output of the proposed application. It recognizes the SOS hand gestures from both sides
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therefore the alarm procedure can be triggered. Experimental results show that the
hand gesture is recognized rightly 75.67% of the time, achieving a 92.67% when the
left hand is used. Therefore, this method can be deployed in a surveillance system or
a camera-based system in order to make possible to help victims of kidnapping or
abuse, among others.
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support for her doctoral studies.
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Prediction of Smart Energy Meter Network Traffic 

Features for Anomaly Detection 

Łukasz Saganowski and Tomasz Andrysiak 

Abstract. In this article, we present the solution of anomaly detection in the network traffic 

features for critical smart metering infrastructure, performed with the use of a radio sensory 

network. The structure of the examined measurement network is presented and described. The 

signals analysed in the article represent selected features of the smart metering network traffic. 

The initial step involves the use of Isolation Forest algorithm for detection and elimination of 

outlier observations. In the next step, the motion features are converted into one-dimensional 

time series that are used for prediction. The predictions are achieved by means of one dimen-

sional convolutional neural network model. For every traffic feature a multi-step prediction is 

calculated online in sliding time windows which consist of a few hundred samples from a sin-

gle smart meter. Anomalies are detected by means of parameter estimation of the analysed 

signal and its comparative analysis to network traffic features which are used by maintenance 

staff. Efficiency of our method is examined with the use of an extended set of test traces from 

real network traffic. The obtained experimental results confirm effectiveness of the presented 

method. 

Keywords: Time series analysis, outliers detection, neural networks, smart energy meter traffic 

prediction, anomaly/attack detection.  

1 Introduction 

The Smart Metering Communication Networks (SMCN) constitute one of most im-

portant parts of the smart grid system [1]. Typically, such networks consist of last-

mile networks, access networks and backbone network. The backbone and access 

networks are realised with the use of classic methods i.e. using the Internet Protocol 

(IP) network as backbone and most often the General Packet Radio Service (GPRS) 

technology to access it. It should be noted that the mentioned classic solutions are not 

the only ones. There can also be other rather original solutions e.g. ones described in 

[2]. Last-mile smart metering networks use Power Line Communications (PLC), Ra-

dio Frequency (RF) or hybrid of these technologies. In this article, like in [3], the RF 

technology is taken into consideration. Anomalies in communication are caused by 

various factors, e.g. human or non-human activity, unintentional or intentional actions 

mailto:luksag@pbs.edu.pl
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such as theft, for instance. There is a number of works dedicated to anomaly detection 

in communication networks, also in Smart Grid (SG) communications systems [4][6], 

including the last-mile area of their communication networks. However, in these 

works, the authors focus on anomaly detection in an IP network [7]. In our disserta-

tion, we used RF technology for last-mile network where IP technology implementa-

tion was impossible because it would lengthen the radio frames and make the radio 

transmission unreliable. In the present article we suggest a network anomaly detection 

system based on the technique of outliers detection and prediction model, using One 

Dimensional Convolutional Neural Network (1D CNN). The process of anomaly 

detection (a network attack) is realized by comparison of parameters of a normal be-

havior (predicted from neural network responses) and parameters of a real network 

traffic. 

This article is organized as follows: after the introduction, in Section 2, the security 

problems in smart metering network are presented. In Section 3, the proposed solution 

for anomaly detection using data traffic prediction is developed. Section 4 includes 

implementation details and experimental results. Conclusions are presented thereafter. 

2 Security risks in smart metering networks 

Assuring the security and protection of data collected by the smart metering systems 

is by no means as essential element of the smart metering communication solutions. 

Naturally, data gathered by smart meters can provide much information about the 

recipients’ private lives. Moreover, the audience themselves can perform destructive 

activities towards the Advanced Metering Infrastructure (AMI), for instance: disturb-

ing data saved in the meter, reconfiguration of settings and parameters of the counter, 

or interruption of data transmission [8]. Nevertheless, what appears to be a more seri-

ous problem is protection against cyberattacks. Application on a large scale of smart 

metering methods creates new entering possibilities for an unauthorized use by infor-

mational systems. Cyberattacks onto the SMCN security may be divided into two 

basic groups: passive and active. The former ones are all the attempts of an unauthor-

ized access to data or the SMCN infrastructure, in which the attacker does not use 

emission of signals which may disturb or even disable correct operation of the system. 

The latter attacks, on the other hand, are all the attempts of an unauthorized access by 

the attacker on data or the SMCN infrastructure with the use of emission of any sig-

nals or activities that can be detected [9].   
 By performing a passive attack on SMN, the access to the transmitted data is 

gained through passive network monitoring where the attacker hides his presence. 

Another passive form of an attack on SMN are activities aimed at collection of net-

work traffic analysis data in order to gain knowledge about its topology [10]. 

Active attacks can be divided into three subgroups [9]: (i) physical – destruction of 

a node, a node manipulation, Electromagnetic Pulse (EMP), (ii) attacks onto integrity, 

confidentiality or privacy of data (including unauthorized access to data), (iii) attacks 

on services (Denial-of-Service (DoS) or Distributed Denial of Service (DDoS)) – 

attacks directed at each SMCN network layer. 
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3 The methodology for the SMCN anomaly/attack detection 

The main aim of the proposed solution is to detect anomalies or attacks in smart 

energy meters network. The examined network consists of 70 smart meters spread 

into 8 university buildings. A block representation of the proposed anomaly detection 

algorithm is presented in Fig. 1. 

 

Fig. 1. Block representation of Smart Energy Meters Network with subsequent steps of the 

proposed algorithm for prediction of traffic features for anomaly detection purposes. 

As presented in Fig. 1, traffic from smart meters is gathered by an RF traffic con-

centrator which is responsible for collecting traffic from smart energy meters and 

transforming traffic into IP packets. In the next step, RF traffic from smart meters in 

the form of IP packets is analyzed by the proposed anomaly detection method. Firstly, 

traffic is cleaned from outlier values by the Isolation Forest (see Chapter 3.1) algo-

rithm in order to prepare traffic features for prediction in subsequent steps of the pro-

posed methodology. Next, traffic features are transformed into a form of univariate 

time series (it is a time series where subsequent values appear in a constant period of 

time) where each series represent one RF traffic feature (see Table 1).  

Part of the selected traffic features connected to physical quality of wireless signal 

such as SFW1 RSSIW: received signal strength indication [dBm] and SFW2 LQIW: 

link quality indicator parameter depends on the possibilities of hardware module em-

bedded in the RF smart meter. Other traffic features connected to data link or network 

layers (SFW3-SFW8) are generated based on proprietary routing protocol that has 

been designed for the proposed smart meter network. Subsequently, univariate time 

series are prepared for prediction process.  

Two modules are responsible for generation and transmission of traffic features in 

the proposed solution. The first module acting as a translation of traffic feature to IP 

packets is embedded in the RF traffic concentrator. The second module that calculates 

all traffic features SFW1-SFW8 based on IP packets from the RF concentrator in the 

first step of the proposed method removes outlier values from the RF traffic based on 

the Isolation Forest algorithm and eventually forms these features into univariate time 

series that are passed to prediction module. In order to achieve predictions, we pro-

posed to use 1D CNN model. For every traffic feature we calculate a multi-step pre-
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diction (3 steps ahead) calculated online in sliding time windows which consist of a 

few hundred samples. We can calculate subsequent prediction online in sliding time 

windows because traffic samples from a single smart meter are sent in 15 minutes’ 

intervals. Based on prediction samples, we estimated prediction intervals and com-

pared them with an actual traffic sample from the network (see Chapter 3.2 for de-

tails). In the end of algorithm we indicate detection logs for anomaly or attack detec-

tion which is used by maintenance staff. 

3.1 Detection and elimination of outliers, based on the Isolation Forest 

algorithm 

Due to the nature of the SMCN infrastructure, there is high risk of significant fluctua-

tions in the analyzed network traffic parameters, that is, high probability of outliers. 

The source of these fluctuations may be diverse, e.g. propagation of radio waves (en-

vironmental source), changes in the infrastructure (technical source), intentional user 

deception, hardware damage, network attack consequences, etc. Detection and elimi-

nation of outliers from the analyzed data set would constitute the basis for correct 

prediction processes. In the proposed solution, recognition of the outliers in the ana-

lyzed SMCN network traffic parameters is performed with the use of the Isolation 

Forest (IF) algorithm [11]. There are two stages of anomaly detection with the IF 

algorithm. The first, called the training stage, depends on building isolation trees by 

recursively partitioning the training set until the instances isolate or a certain tree 

height is obtained. Note that the tree height limit is automatically set based on the 

sub-sample size, which is approximately the average tree height. The reason for grow-

ing trees to an average height is that we are solely interested in data points that are 

shorter than average path length, as such points are more likely to be anomalous. The 

second, called the testing step, is based on running test instances through the isolation 

trees to obtain an anomaly result for each example. The detected anomalies depend on 

the expected path length for each test instance. In contrast, path lengths are deter-

mined by traversing each individual tree in the Isolated Forest example. Finding the 

highest anomalies is simply based on sorting the data in descending order. The first 

instances are the biggest anomalies.  

3.2 Calculation of multi-step prediction for anomaly detection with 1D CNN 

In the next step of the proposed solution, the traffic features are transformed into one-

dimensional time series (i.e. time series in which successive values appear at constant 

intervals), where each series represents one RF traffic feature described in Table 1. In 

this context, one-dimensional time series are a specific class in which an attempt has 

been made to model and predict variable network traffic parameters using only the 

information contained in its own past values and possibly the current and past values 

of the erroneous components. Another activity is the prediction process carried out on 

the transformed one-dimensional time series. In order to obtain reliable forecasts 

(prediction results), we proposed the use of the 1D Convolutional Neural Networks 

model [12]. These networks are specific types of Artificial Neural Networks (ANN) 
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that focus on many deep layers of neural networks which use convolutional and pool 

strategies [13]. 1D CNN typically uses two- or three-dimensional neural layers for 

prediction problems that take the input in the same dimension to undergo a feature 

learning process. Developing CNN starts with a configuration of the external parame-

ters known as hyper-parameters [14]. Adjusting the hyper-parameters is significant to 

get a better model with high predictive power. For each traffic feature, we calculate a 

multi-step prediction (i.e. 3 steps ahead) computed online in sliding time windows 

consisting of several hundred (300 – 500) samples [15]. We can calculate another 

prediction online in sliding time windows, as the traffic samples from one smart meter 

are sent in 15-minute intervals. It enables to eliminate possible prediction errors and 

improve its accuracy. Based on the predictive samples, we estimate the predictive 

intervals and compare them with the sample of real traffic from the network of meter-

ing meters. At the end of the algorithm, we indicate the anomaly detection and / or 

attack logs used by maintenance staff. They are the basis for monitoring and correc-

tive actions carried out in the SMCN network. 

4 Experimental results 

Experimental results were obtained with the use of real world smart meter network 

consisting of 70 smart meters located on four floors in eight buildings of Bydgoszcz 

University of Science and Technology in Poland. The RF Traffic concentrator was 

placed on the second floor. Localization of smart meters groups is presented in Fig. 2. 

 

 

Fig. 2. Localization of RF smart energy meters groups in university campus (2.1-2.7 and 3.1 

represents sub building numbers). 

Traffic from smart meter network is transformed by the RF concentrator into IP pack-

ets.  In subsequent step of the proposed solution, data from these packets is converted 

into univariate time series (it is a time series where subsequent values appear in con-
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stant period of time) where every traffic feature is represented by time series. We 

captured set of traffic features which are presented in Table 1.  

Table 1. Smart energy meters network RF traffic features’ specification. 

RF traffic 

Feature 
RF traffic feature specification  

SFW1 RSSIW: received signal strength indication for RF smart meter [dBm] 

SFW2 LQIW: link quality indicator parameter (changes from: 0–127) 

SFW3 PERPMW: packet error rate per time interval for smart meter RF node in [%] 

SFW4 NPPMW: number of packets per time interval 

SFW5 TTLW: packet time to live value for RF smart meter node 

SFW6 NCCW: number of Command copies received by RF concentrator 

SFW7 NRCW: number of RESPONSE copies received by RF concentrator 

SFW8 NACW: number of ACK/CANCEL copies received by RF concentrator 

 

Traffic features represent for example wireless signal quality like SFW1 – RSSIW 

received signal strength indication, SFW2 – LQIW link quality indicator or parame-

ters connected to transmission and routing protocols that are used in smart meter net-

work: SFW6 – NCCW number of Command copies, NRCW: number of RESPONSE 

copies or NACW: number of ACK/CANCEL copies received by the RF concentrator. 

Traffic features have to be prepared for passing them into 1D CNN neural network 

model without outlier values. For removing these values we used the Isolation Forest 

algorithm (see Chapter 3.1). Subsequently, traffic features are formed into univariate 

time series where for each one of them we calculate multi-step prediction by means of 

1D CNN neural network model. One dimensional CNN model in our case consists of 

a convolutional hidden layer for one-dimensional sequence of traffic. The next layer 

is a polling layer responsible for clearing of the convolutional layer outcome to 

achieve the most important values. The subsequent flattened layer, placed between a 

convolutional layer and a dense layer, is responsible for reducing feature maps into a 

vector of one-dimensional values. Dense and fully connected layer interprets features 

from the convolutional layer. In the proposed methodology we calculate multi-step 

forecasting separately for every univariate time series. We perform 3-step-ahead pre-

diction for every traffic feature from Table 1. We recalculate predictions online for 

every traffic in sliding time windows consisting of few hundreds (300 – 500 samples) 

traffic feature samples. We can constantly calculate new predictions because traffic 

samples arrive relatively rarely (every smart meter sends data in 15-minute periods). 

Basing on the achieved results, we can calculate prediction intervals (see Chapter 3.2) 

for every traffic feature in order to compare online the extracted real traffic sample 

values. If the real traffic values extracted online exceed the estimated prediction inter-

val, we indicate possible anomaly or attack. Examples of multi-step predictions are 

presented in Fig. 3 – Fig. 5. In these figures we can observe prediction values (pre-

sented as blue rectangular dots) calculated for SFW1 - RSSIW: received signal 

strength indication, SFW6 - NCCW: number of Command copies and SFW4 - 

NPPMW: number of packets per time interval. 
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Fig. 3. Multi-step (3 samples ahead) prediction example for RSSIW univariate time series RF 

traffic feature achieved by 1D CNN based on prediction model algorithm (presented as blue 

dots). 

 

Fig. 4. Multi-step (3 samples ahead) prediction example for NCCW univariate time series RF 

traffic feature achieved by 1D CNN based prediction model algorithm (presented as blue dots). 

 

Fig. 5. Multi-step (3 samples ahead) prediction example for NPPMW univariate time series RF 

traffic feature achieved by 1D CNN based prediction model algorithm (presented as blue dots). 

In order to evaluate prediction accuracy achieved by the proposed method we calcu-

lated RMSE [16] and Scatter Index (SI) [%] [16] values. Additionally, we compared 

them to the results obtained by Neural Network AutoRegressive (NNAR) model [17]. 

RMSE and SI were calculated for three different signals (RSSIW, NCCW and 
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NPPMW). We can see from Table 2 that more accurate predictions were achieved for 

1D CNN based model.  

Table 2. Comparisons of prediction accuracy for 1D CNN and NNAR neural network based 

models for RSSIW (Received signal strength indication wireless), NCCW (Number of Com-

mand copies wireless) and NPPMW (Number of Packets per Time Interval wireless) RF traffic 

features using RMSE (Root Mean Square Error) and SI [%] (Scatter Index). 

Prediction 

model 

RMSE-

RSSIW 

SI [%]-

RSSIW 

RMSE-

NCCW 

SI [%]-

NCCW 

RMSE-

NPPMW 

SI [%]-

NPPMW 

NNAR 4.77 5.82 3.85 25.46 23.56 28.62 

1D CNN 0.84 0.98 0.68 6.25 5.89 13.49 

 

Most of SI values for the predicted interval are approximately below 6% so we can 

state that the proposed model fits very well to the characteristics of the examined 

signal. SI values lower than 15% for signals with noise character (e.g. NPPMW) are 

also acceptable. Evaluation of the proposed anomaly detection methodology was per-

formed for real world network presented schematically in Fig. 2. Generation of anom-

alies in real world environment of our test bed was determined by technical possibili-

ties that could be applied to different physical locations of the RF smart meter clusters 

that were spread in our university buildings. As a disturbance generation factor we 

used existing natural or human-made obstacles. We installed clusters of the RF smart 

meters in places were different RF Internet of Things (IoT) networks or different RF 

devices from Industrial, Scientific and Medical (ISM) bands were active. Additional-

ly, in some of smart meter locations, we installed redundant RF smart meters that 

operate as disturbance devices by generating random packets that interfere with smart 

meter routing protocol in frequencies used by our network. In some locations we also 

added devices that indirectly interfere with the RF smart meters groups by injecting 

disturbances into AC power mains in close proximity of the smart meters. As a dis-

turbance device we used a generator that is used during EMC compatibility test ac-

cording to the IEC standard 61000-4-4[18]. The anomaly generation methods are 

summarized in points a) – f): 

a) Radio frequency interferences that come from sources existing in university 

buildings: existing RF Internet of Things (IoT) networks, different RF devices 

from Industrial, Scientific and Medical (ISM) bands. 

b) Different obstacles: natural and human-made. 

c) Intentional damages of smart power meter groups. 

d) Intentionally generated RF frequency disturbances by different RF devices that 

operate in frequencies used by smart energy meters network (impact on select-

ed smart meter groups). 

e) Attacks that have direct impact on routing protocol used in the smart meter 

network. 

f) Conducted disturbances injected by means of Active Power (AC) power mains 

(according to IEC standard 61000-4-4 [18]) that have indirect impact on 

smart power meter groups. 
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Taking into consideration all types of anomalies and attacks that come from envi-

ronment and deliberately generated attacks or anomalies, we achieved results 

summarized in Table 3. We compared results achieved for the proposed model 

based on 1D CNN neural network to the model utilizing NNA. 

Table 3. Detection Rate DR[%] and False Positive FP[%] results comparison for 1D CNN 

prediction based model and NNAR neural network model. 

Smart Meter Feature NNAR DR[%] 1D CNN DR[%] NNAR FP[%] 1D CNN FP[%] 

SFW1 89.21 98.57 4.77 2.84 

SFW2 85.34 97.84 4.86 3.68 

SFW3 84.65 98.45 6.11 3.58 

SFW4 88.24 95.63 5.25 4.22 

SFW5 86.26 94.26 4.82 3.62 

SFW6 90.72 98.75 5.22 3.21 

SFW7 86.47 94.42 6.12 4.24 

SFW8 84.78 96.15 6.74 5.52 

 

Due to the fact that 1D CNN model gives us better prediction accuracy than NNAR 

model, we obtained better DR [%] values and lower values of FP [%] parameter. 

Anomalies or attacks that have a direct impact on the RF signal quality can be ob-

served on traffic features directly connected to signal quality like SFW1 - RSSIW or 

SFW2 – LQIW but also have indirect influence on traffic features from data link or 

network layers like SFW5 – TTLW, SFW6 – NCCW, SFW7 – NRCW and SFW8 – 

NACW. Taking into consideration all results from Table 3. we achieved DR [%] that 

changes between 98.75 - 94.26 and FP [%] 2.84 - 5.52 for all source of anomalies and 

attacks generated in our smart energy meter testbed so we can state that the proposed 

methodology can be considered for maintenance purposes in this type of metering 

network. For anomaly detection purposes, false positive values less than 10% in smart 

metering or more generally in IoT network can be considered as an acceptable result 

for anomaly detection purposes [19][20]. 

5 Conclusions 

In the article we proposed an solution for anomaly and attack detection in smart ener-

gy meter network. The proposed explication was tested with real world smart meter 

network that consists of 70 meters placed in 8 university buildings. We captured and 

extracted RF traffic features from a RF concentrator. We proposed a model with the 

main steps consisting of: RF traffic capture, traffic features extraction, outlier values 

removal based on the Isolation Forest algorithm, preparation of univariate time series 

to the requirements of neural network, model calculation based on 1D CNN Convolu-

tional Neural Network, multi-step forward prediction, estimation of prediction inter-

vals based on prediction values and, finally, comparison of the actual extracted traffic 

feature values to the estimated prediction interval. 1D CNN prediction intervals are 
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calculated online in sliding time windows consisting of approximately few hundreds 

of samples.We achieved acceptable results where DR [%] changes between 98.75 - 

94.26 and FP [%] 2.84 - 5.52 for all source of anomalies and attacks generated in our 

smart energy meter testbed. The proposed solution provides promising results so it 

can be considered applicable for maintenance purposes in smart energy meter network 

or, more generally, for IoT network with similar types of devices. 
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Abstract The present research describes a novel adaptive anomaly detection method
to optimize the performance of nonlinear and time-varying systems. The proposal is
based on combining the real-time identification algorithm, Recursive Least Squares,
with a centroid-based methodology. For anomaly detection, the method compares
the current system dynamics with the average (centroid) of the dynamics identified
in previous states for a specific setpoint. If the dynamics difference exceeds a certain
threshold, the system classifies it as an anomaly. Otherwise, the centroid is updated
by introducing the newly identified data. Finally, the proposed method was tested on
a real system, in this case, on the level control plant, obtaining a good performance
in anomaly detection.

1 Introduction

Nowadays, industrial systems are becoming heavily instrumented, involving many
sensors and actuators. Therefore, all its components must work properly to ensure
a correct operation process and improve and optimize system performance. Also,
detecting abnormal behavior or any data that is different from the normal pattern is
becoming necessary to achieve robust and safe system operations.
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In any process or application, anomalies can be produced for many reasons, such
as measurement errors in the sensors, actuators failures, human mistakes and so
on. For this reason, anomaly detection is a key factor in many industrial processes
and applications, such as, fault detection in power cells [17, 23], in biocomponents
production [13, 18], fault detection in medical field [25, 22], in the computer science
field [10, 21, 27] and so on [11, 12, 32, 14, 29, 19, 2].
Recently, the complexity of today’s industrial systems and the improvement of

computational resources have led many researchers to focus on optimizing and
developing new anomaly detection techniques and their implementation in many
applications, processes, and systems. Depending on the application and process
characteristics, various techniques can be used to detect anomalous behavior [6, 33,
26, 31]. For example, in [16], the authors applied semi-supervised (also known as
one-class) techniques to detect anomalies in industrial control loops. In addition,
in [24], supervised machine learning techniques are used to detect anomalies in
industrial control systems. These two investigations require a labeled dataset to train
their proposals, which can sometimes be challenging.
The complexity of obtaining quality labeled datasets in many processes has led to

the increasing use of unsupervised techniques for anomaly detection. For example,
in [15] this kind of unsupervised techniques is used to detect anomalies in industrial
processes. Although a good system performance was obtained, the proposal was not
wholly automatic because it required expert analysis to define the boundaries of the
clusters obtained according to whether they correspond to anomalous behaviors.
In addition, all these investigations presented are not adaptive, causing temporary

changes in the systems’ dynamics to lead to losses in performance when detecting
anomalies. Therefore, developing adaptive techniques whose performance does not
depend on the temporal system variations is necessary.
For all these reasons and considering the relevance of anomaly detection systems,

this paper proposes a novel proposal to detect anomalies on industrial control loops.
The method is based on combining a real-time identification algorithm, Recursive
Least Squares, and centroid estimation to detect anomalies in nonlinear and time-
varying systems.
The present paper is structured as follows: after the Introduction, Section 2 de-

scribes the case of study. Then, Section 3 presents the proposed anomaly detection
method. Section 4 lists the experiments and results. Finally, the conclusions and
future works are exposed in Section 5.

2 Case of Study

This section describes the level control plant and the control loop used for its
correct operation. In addition, the dataset used to perform the functional tests is also
described.
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2.1 Level control plant

The level control plant is one of the educational plants of the Optimization and
Control Laboratory of the Faculty of Engineering of the University of A Coruña.
This system is used to control the tank filling level. Figure 1 shows the real system
and its scheme.

PCB 
conditioning BeagleBone

DAQ + Control loop

VFDM
230 V AC

Fig. 1 Level control plant.

This system has two tanks that are placed at different heights. The filling level is
controlled in the upper tank, while the lower tank is used to store the water discharged
from the upper tank through a pipe. A three-phase centrifugal pump controlled by a
variable frequency drive (VFD) is used to propel the water from the lower tank to
the upper tank. An ultrasonic sensor is used to measure the amount of water stored
in the upper tank. In addition, the system also includes a manual valve to control the
emptying flow rate of the upper tank.

2.2 System integration and its control implementation

A virtual Proportional Integrative and Derivative (PID) controller is implemented
to control the water level plant. This controller corresponds to a python algorithm
which is executed on a BeagleBone Black board. Since the input and output system
signals are 0/10V DC and the BeagleBone Black features, it is necessary to add a
conditioning circuit to ensure the correct functionality of the control loop.
The control loop follows the diagram shown in Figure 2. In this way, the vir-

tual controller reads the fill level measured through the input conditioning circuit.
Depending on the setpoint, which corresponds to the desired filling level, the PID
controller generates a control signal sent to the VFD control input through the con-
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ditioning circuit. Finally, the VFD generates a three-phase AC signal proportional to
the control value, thus controlling the water flow rate propelled to the upper tank.
To simplify the control loop, the filling level and centrifugal pump power corre-

spond to percentage values.

Fig. 2 Control loop diagram.

2.3 Dataset

The control signal, set point, and process value were recorded during 35 minutes
of normal plant operation to obtain the data set used. An adaptive PID controller
based on the Dahlin PID [3] was implemented for data collection. For this purpose,
the manually piloted valve was fully open. The sampling time was 0.5 seconds,
so 4200 samples were recorded for different operating points from 25% to 85% in
steps of 10%. The range limitation is necessary since the plant does not perform
well for below or above percentage values due to its design. The 10% increment is
implemented since the change in system dynamics is not very appreciable for smaller
increments.
The real data registered correspond to a correct operation, and this work aims

to detect anomalies. Therefore, a total of 30 anomalies have been generated by
modifying the process value signal by deviating a random percentage between 4 and
10% of the total filling. Due to the control loop used to control the plant, the system
output signal affects the control signal, so this signal is also modified in the same
samples in an inverse way to the output signal deviation. Since a variation of the
control signal affects the system output to a greater extent, this signal is modified the
half percentage varied in the process value signal. These anomalies simulate small
interferences in the signals or problems of valve obstruction, leaks, etc. Likewise, the
sensor output signal has also been modified for 0-100% values to emulate ultrasonic
sensor measurement failures.
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3 Methodological Approach

The main goal of this research is to develop a novel anomaly detection system by
means of on-line identification algorithms. Generally speaking, the system uses the
RLS on-line identification algorithm to detect the system dynamic in a specific time,
and this value is compared to the centroid of the other identification dynamics for that
setpoint. If the measured distance between the centroid and the new data is greater
than a given threshold, an anomaly is detected. Therefore, this method consist of
two main stages: the RLS identification algorithm to identify the system dynamics
and the fault detection process based on centroids. The proposal scheme is shown
in Figure 3 where SP correspond to setpoint value, CP is the control process signal,
PV is the process value and 𝑎0, 𝑎1 and 𝑏0 are the transfer function parameters.

Fig. 3 Proposal scheme

For a better understanding this section has been divided in two subsections.

3.1 On-line identification stage. Recursive Least Square.

The Recursive Least Square (RLS) method is one of the most used methods in the
field of on-line identification, due to its simplicity and promptness. The aim of this
method is obtaining the value of transfer function parameters, defined in \ vector,
that minimize the prediction error and that best correlate the system input and output
signals [1]. Also, this algorithm can be executed on a great variety of devices without
large computational capabilities such as low-cost board (Arduino, BeagleBone...).
Therefore, RLS method can be integrated into multiple applications and systems. In
this research, the tank fill level plant is identified as a second order transfer function
with time delay since it is the transfer function that best fits most systems, Equation
1. Therefore, the RLS algorithm obtains the parameters 𝑎0, 𝑎1 and 𝑏0 from the input
and output signal of the system.
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𝐺 𝑝

(
𝑧−1

)
=

𝑏0𝑧
−𝑘

1 − 𝑎0𝑧−1 − 𝑎1𝑧−2
(1)

It is important to highlight that RLS is a recursive method so an exponential
forgetting factor, defined as _, frequently _ ∈ [0.8, 1] [34], is added to the algorithm.
In order to achieve a good algorithm performance its tuningmust be an indispensable
key factor. To adjust this parameter, it is important to consider how its value affects the
identification process. In this case, if _ corresponds to a low value, the identification
algorithm have less memory, and its sensibility is higher, which may produce some
errors in the identified parameters since RLS becomes sensitive to system noise. On
contrast, higher values, close to 1, causes less sensitivity on RLS algorithm since its
memory is greater. In addition, lower values cause that identification algorithm is
more robust to system noise.

3.2 Fault detection stage

Once the RLS algorithm has identified the system, the transfer function parameters
and the setpoint value are sent to the anomaly detection stage. This stage is divided
into three blocks: the data cloud storage and centroid calculation block, the distance
measurement module, and the decision module (comparing the distance with the
threshold).

Data cloud storage and centroid calculation block

This stage stores the transfer parameters identified for normal operating points and
calculates the centroid (mean value). As already mentioned, the control level plant
is a non-linear system, so it is essential to separate the parameters of the transfer
functions according to the selected setpoint, thus forming small data subsets for a
correct anomaly detection system performance. Figure 4 shows an example of the
subsets created for different setpoints.
On the other hand, since the setpoint value is continuous and the system dynamics

do not present significant differences for close setpoints, seven subsets of data asso-
ciated with a range of setpoint values from 20% to 90%, filled with 10% increments,
will be differentiated. Each of these subsets has a centroid associated with it.
The number of samples in each data subset corresponds to the last n samples

identified for a given setpoint value, where n is a value to be determined by the user.
To conclude, this module selects the data subset that corresponds to the entered

setpoint value and calculates its centroid .
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Fig. 4 Identified parameter subsets in nonlinear systems.

Distance measurement module.

After obtaining the centroid value, the euclidean distance, 𝑑, between the centroid
and new data obtained by the RLS identification system, is measured by means of
Equation 2. Also, in Figure 5 a distance between two three-dimensional points is
shown.

∥𝑑 (𝑎, 𝑏))∥ =
√︃
(𝑎1 − 𝑏1)2 + (𝑎2 − 𝑏2)2 + · · · + (𝑎𝑛 − 𝑏𝑛)2 (2)

Fig. 5 Euclidean distance between two three-dimensional points.

Decision module.

Once the distance between the centroid and the identified datum is measured it is
compared to the threshold value selected by the user, Equation 3.

∥𝑑 (𝑐𝑒𝑛𝑡𝑟𝑜𝑖𝑑, 𝑛𝑒𝑤 𝑑𝑎𝑡𝑎))∥ > 𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑 → 𝐴𝑛𝑜𝑚𝑎𝑙𝑦 𝑑𝑒𝑡𝑒𝑐𝑡𝑒𝑑 (3)
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In this way, if the distancemeasured is greater than a certain threshold, an anomaly
is detected. On contrast, if a normal operating data is identified, its value is added to
the cluster subset associated with the selected operating point. Therefore the system
becomes adaptive by employing iterative centroids that adapt to the slow changes in
the dynamics of the time-varying systems. An example of how these centroids are
shifted is shown in Figure 6.
It is important to note that the threshold values selected, are not random but they

correspond to the maximum distances measured between the centroids obtained and
the furthest points of their corresponding normal operating dataset.

Fig. 6 Example of system dynamics changes over time.

4 Experiments and results

Several tests were performed to test and validate the proposed anomaly detection
method. First, it was necessary to obtain the best value for the centroid data window,
the forgetting factor and the distance threshold. To determine the threshold value,
the original dataset without the added anomalies was analyzed, and the system was
executed to obtain the maximum measured distance between an identified data and
its associated centroid. Through this process the maximum distance was found to be
1, 0.9 and 1.1 depends on the RLS forgetting factor.
The value of the forgetting factor and the distance threshold were then adjusted

empirically. For this purpose, the system was run with the dataset generated with
the anomalies for different values of the parameters mentioned above. Since it is a
anomaly detection problem, the metric that was used to compare the results obtained
was f1-score, which is the harmonic mean between the precision and the recall. If
f1-score is 1, it means that all anomalies were detected and any normal data points
were classified as an anomalies. In Table 1 the results obtained for different values
are shown.
As shown in Table 1 the best value of distance threshold is 1.1, and the best

forgetting factor value is 0.94. However, for these settings, with any value of the
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Table 1 Results obtained for different parameter values.
Threshold Centroid data window (n) Forgetting factor Precision Recall F1-score

0.9

15
0.92 0.8108 1.0 0.8955
0.94 0.9375 1.0 0.9677
0.96 0.1971 0.8667 0.1032

20
0.92 0.7692 1.0 0.8696
0.94 0.9375 1.0 0.9677
0.96 0.1971 0.8667 0.0998

25
0.92 0.7317 1.0 0.8451
0.94 0.9375 1.0 0.9677
0.96 0.0545 0.8667 0.1032

1

15
0.92 0.9091 1.0 0.9524
0.94 0.9677 1.0 0.9836
0.96 0.0448 0.9667 0.1905

20
0.92 0.8824 1.0 0.9375
0.94 0.9677 1.0 0.9836
0.96 0.0448 0.8667 0.1905

25
0.92 0.8333 1.0 0.9091
0.94 0.9677 1.0 0.9836
0.96 0.0620 0.8333 0.1905

1.1

15
0.92 0.9677 1.0 0.9836
0.94 1.0 1.0 1.0
0.96 0.0287 0.8333 0.3273

20
0.92 0.9375 1.0 0.9677
0.94 1.0 1.0 1.0
0.96 0.0362 0.8333 0.1905

25
0.92 0.9375 1.0 0.9677
0.94 1.0 1.0 1.0
0.96 0.0512 0.8667 0.1962

centroid data window the same results are obtained and all anomalies are detected.
Also any normal operation sample is classified as an anomaly.
Once the parameters were adjusted, the system was run in the real plant and it

was verified that the system worked correctly, although in cases where the signals
are affected by high noise, anomalies are detected in some cases when in fact they
correspond to normal operating points.

5 Conclusions and Future work

This research presents a novel method based on on-line identification RLS algorithm
to detect anomalies and abnormal behaviors in nonlinear and time varying systems.
In contrast to other anomaly detection systems, this method presents an adaptive
solution for time varying systems that can be updated in real time. The proposal has
been tested on a real system, in this case, the laboratory filling level control plant.
The results obtained indicate that the system is capable of detecting many anoma-

lies. However, tuning some parameters such as the RLS forgetting factor or distance
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threshold is mandatory to achieve a good method performance and high accuracy.
Previous knowledge of the system dynamics is necessary to tune these values. How-
ever, in high noise situations, the systems identified some standard data as an anomaly
since its signal variations can be modified by the system dynamics.
On the other hand, in future works, the proposed method will be implemented in

other laboratory plants, such as temperature control plants. Moreover, it would be
essential to compare the proposed method with other fault detection techniques such
as one-class methods or hybrid techniques [5, 7, 8, 20, 28, 30, 9, 4], among others.

Acknowledgements

CITIC, as a Research Center of the University System of Galicia, is funded by Con-
sellería de Educación, Universidade e Formación Profesional of the Xunta de Galicia
through the European Regional Development Fund (ERDF) and the Secretaría Xeral
de Universidades (Ref. ED431G 2019/01).

References

1. Åström, K.J., Wittenmark, B.: Adaptive control. Courier Corporation (2013)
2. Basurto, N., Arroyo, Á., Cambra, C., Herrero, Á.: A hybrid machine learning system to impute
and classify a component-based robot. Logic Journal of the IGPL (2022)

3. Bobál, V., Böhm, J., Fessl, J., Macháček, J.: Self-tuning PID Controllers. Springer (2005)
4. Casado-Vara, R., Sittón-Candanedo, I., la Prieta, F.D., Rodríguez, S., Calvo-Rolle, J.L., Ve-
nayagamoorthy, G.K., Vega, P., Prieto, J.: Edge computing and adaptive fault-tolerant tracking
control algorithm for smart buildings: A case study. Cybernetics and Systems 51(7), 685–697
(2020)

5. Crespo-Turrado, C., Casteleiro-Roca, J.L., Sánchez-Lasheras, F., López-Vázquez, J.A.,
De Cos Juez, F.J., Pérez Castelo, F.J., Calvo-Rolle, J.L., Corchado, E.: Comparative study
of imputation algorithms applied to the prediction of student performance. Logic Journal of
the IGPL 28(1), 58–70 (2020)

6. Dutta, V., Pawlicki, M., Kozik, R., Choraś, M.: Unsupervised network traffic anomaly detection
with deep autoencoders. Logic Journal of the IGPL (2022)

7. Fernandez-Serantes, L.A., Casteleiro-Roca, J.L., Calvo-Rolle, J.L.: Hybrid intelligent system
for a half-bridge converter control and soft switching ensurement. Revista Iberoamericana de
Automática e Informática Industrial 00, 1–5 (3 2022)

8. Fernández-Serantes, L.A., Estrada Vázquez, R., Casteleiro-Roca, J.L., Calvo-Rolle, J.L., Cor-
chado, E.: Hybrid intelligent model to predict the soc of a lfp power cell type. In: International
conference on hybrid artificial intelligence systems. pp. 561–572. Springer (2014)

9. García-Ordás, M.T., Alaiz-Moretón, H., Casteleiro-Roca, J.L., Jove, E., Benítez-Andrades,
J.A., García-Rodríguez, I., Quintián, H., Calvo-Rolle, J.L.: Clustering techniques selection for
a hybrid regression model: A case study based on a solar thermal system. Cybernetics and
Systems 0(0), 1–20 (2022)

10. Go, G.M., Bu, S.J., Cho, S.B.: Insider attack detection in database with deep metric neural
network with monte carlo sampling. Logic Journal of the IGPL (2022)

11. Gonzalez-Cava, J.M., Arnay, R., Mendez-Perez, J.A., León, A., Martín, M., Reboso, J.A.,
Jove-Perez, E., Calvo-Rolle, J.L.: Machine learning techniques for computer-based decision



An anomaly detection approach for realtime identification systems based on centroids 11

systems in the operating theatre: application to analgesia delivery. Logic Journal of the IGPL
29(2), 236–250 (2021)

12. Guevara, C., Santos, M.: Intelligent models for movement detection and physical evolution of
patients with hip surgery. Logic Journal of the IGPL 29(6), 874–888 (2021)

13. Jove, E., Casteleiro-Roca, J., Quintián, H., Méndez-Pérez, J., Calvo-Rolle, J.: Anomaly de-
tection based on intelligent techniques over a bicomponent production plant used on wind
generator blades manufacturing. Revista Iberoamericana de Automática e Informática indus-
trial 17(1), 84–93 (2020)

14. Jove, E., Blanco-Rodríguez, P., Casteleiro-Roca, J.L., Quintián, H., Moreno Arboleda, F.J.,
LóPez-Vázquez, J.A., Rodríguez-Gómez, B.A., Meizoso-López, M.D.C., Piñón-Pazos, A.,
De Cos Juez, F.J., et al.: Missing data imputation over academic records of electrical engineer-
ing students. Logic Journal of the IGPL 28(4), 487–501 (2020)

15. Jove, E., Casteleiro-Roca, J.L., Quintián, H., Méndez-Pérez, J.A., Calvo-Rolle, J.L.: A fault
detection system based on unsupervised techniques for industrial control loops. Expert Systems
36(4), e12395 (2019)

16. Jove, E., Casteleiro-Roca, J.L., Quintián, H., Simić, D., Méndez-Pérez, J.A., Luis Calvo-Rolle,
J.: Anomaly detection based on one-class intelligent techniques over a control level plant.
Logic Journal of the IGPL 28(4), 502–518 (2020)

17. Jove, E., Casteleiro-Roca, J.L., Quintián, H., Zayas-Gato, F., Vercelli, G., Calvo-Rolle, J.L.: A
one-class classifier based on a hybrid topology to detect faults in power cells. Logic Journal of
the IGPL (2021)

18. Jove, E., Casteleiro-Roca, J.L., Casado-Vara, R., Quintián, H., Pérez, J.A.M., Mohamad, M.S.,
Calvo-Rolle, J.L.: Comparative study of one-class based anomaly detection techniques for a
bicomponent mixing machine monitoring. Cybernetics and Systems 51(7), 649–667 (2020)

19. Jove, E., Casteleiro-Roca, J.L., Quintián, H., Méndez-Pérez, J.A., Calvo-Rolle, J.L.: A new
method for anomaly detection based on non-convex boundaries with random two-dimensional
projections. Information Fusion 65, 50–57 (2021)

20. Jove, E., Gonzalez-Cava, J.M., Casteleiro-Roca, J.L., Quintián, H., Méndez Pérez, J.A.,
Vega Vega, R., Zayas-Gato, F., de Cos Juez, F.J., León, A., MartÍn, M., et al.: Hybrid in-
telligent model to predict the remifentanil infusion rate in patients under general anesthesia.
Logic Journal of the IGPL 29(2), 193–206 (2021)

21. Kozik, R., Pawlicki, M., Kula, S., Choraś, M.: Fake news detection platform—conceptual
architecture and prototype. Logic Journal of the IGPL (2022)

22. Leira, A., Jove, E., Gonzalez-Cava, J.M., Casteleiro-Roca, J.L., Quintián, H., Zayas-Gato, F.,
Álvarez, S.T., Simic, S., Méndez-Pérez, J.A., Luis Calvo-Rolle, J.: One-Class-Based Intelligent
Classifier for Detecting Anomalous Situations During the Anesthetic Process. Logic Journal
of the IGPL (11 2020)

23. Luis Casteleiro-Roca, J., Quintián, H., Luis Calvo-Rolle, J., Méndez-Pérez, J.A., Javier Perez-
Castelo, F., Corchado, E.: Lithium iron phosphate power cell fault detection system based on
hybrid intelligent system. Logic Journal of the IGPL 28(1), 71–82 (2020)

24. Mokhtari, S., Abbaspour, A., Yen, K.K., Sargolzaei, A.: A machine learning approach for
anomaly detection in industrial control systems based on measurement data. Electronics 10(4),
407 (2021)

25. Pachauri, G., Sharma, S.: Anomaly detection in medical wireless sensor networks using ma-
chine learning algorithms. Procedia Computer Science 70, 325–333 (2015)

26. Pawlowski, P., Urbaniak, R.: Logic of informal provability with truthvalues. Logic Journal of
the IGPL (2022)

27. Quintián, H., Jove, E., Casteleiro-Roca, J.L., Urda Muñoz, D., Arroyo Puente, Á., Calvo-Rolle,
J.L., Herrero Cosío, Á., Corchado, E., et al.: Advanced visualization of intrusions in flows by
means of beta-hebbian learning. Logic Journal of the IGPL (2022)

28. Simić, S., Banković, Z., Villar, J.R., Simić, D., Simić, S.D.: A hybrid fuzzy clustering approach
for diagnosing primary headache disorder. Logic Journal of the IGPL 29(2), 220–235 (2021)

29. Simić, S., Corchado, E., Simić, D., Ðorđević, J., Simić, S.D.: A novel fuzzy metaheuristic
approach in nurse rerostering problem. Logic Journal of the IGPL 28(4), 583–595 (2020)



12 Á. Michelena et al.

30. Simić, S., Milutinović, D., Sekulić, S., Simić, D., Simić, S.D., Ðorđević, J.: A hybrid case-
based reasoning approach to detecting the optimal solution in nurse scheduling problem. Logic
Journal of the IGPL 28(2), 226–238 (2020)

31. Simić, S., Sakač, S., Banković, Z., Villar, J.R., Calvo-Rolle, J.L., Simić, S.D., Simić, D.: A
three-stage hybrid clustering system for diagnosing children with primary headache disorder.
Logic Journal of the IGPL (2022)

32. Zayas-Gato, F., Jove, E., Casteleiro-Roca, J.L., Quintián, H., Pérez-Castelo, F.J., Piñón-Pazos,
A., Arce, E., Calvo-Rolle, J.L.: Intelligent model for active power prediction of a small wind
turbine. Logic Journal of the IGPL (2022)

33. Zayas-Gato, F., Michelena, Á., Quintián, H., Jove, E., Casteleiro-Roca, J.L., Leitão, P., Luis
Calvo-Rolle, J.:A novelmethod for anomaly detection using beta hebbian learning and principal
component analysis. Logic Journal of the IGPL (2022)

34. Zhang, H., Gong, S.j., Dong, Z.z.: On-line parameter identification of inductionmotor based on
rls algorithm. In: 2013 International Conference on ElectricalMachines and Systems (ICEMS).
pp. 2132–2137. IEEE (2013)



Powerful Biogeography-Based Optimization
algorithm with local search mechanism for Job
Shop Scheduling Problem with additional
constraints

Madiha Harrabi, Olfa Belkahla Driss and Khaled Ghedira

Abstract This paper proposes a Hybrid Biogeography-Based Optimization algo-
rithm for solving the Job shop Scheduling Problem with additional constraints of
Time Lags and transportation time using a Single Transport Robot to minimize the
makespan (Completion time of the last operation executed). Biogeography-Based
Optimization (BBO) algorithm is an evolutionary algorithm inspired by the mi-
gration of species between habitats. It has successfully solved optimization prob-lems
in many different domains and has demonstrated excellent performance. In order to
improve the optimization efficiency of BBO algorithm, the Greedy con-structive
heuristic is used for population initialization to guarantee the diversity of solutions
and the local search metaheuristic is used for the mutation step. The ef-ficiency of
the proposed algorithm is demonstrated by using new set of bench-marks for the
problem. Numerical results show that the proposed Hybrid BBO algorithm not only
significantly improves the performance of the standard BBO algorithm, but also finds
competitive results compared with recently developed optimization methods.

1 Introduction

The Job shop Problemwith Time Lags and Single Transport Robot (JSPTL-STR) is a
special case of the classical job shop problem, it arises as a new sub-problem in a job

Madiha Harrabi
LARIA Laboratory, Ecole Nationale des Sciences de l’Informatique, Manouba Tunisia e-mail:
madiha.harrabi@gmail.com

Olfa Belkahla Driss
LARIA Laboratory, Ecole Nationale des Sciences de l’Informatique, Manouba Tunisia e-mail:
olfa.belkahla@isg.rnu.tn

Khaled Ghedira
LARIA Laboratory, Ecole Nationale des Sciences de l’Informatique, Manouba Tunisia e-mail:
Khaled.Ghedir@isg.rnu.tn

1



2 Madiha Harrabi, Olfa Belkahla Driss and Khaled Ghedira

shop environment where additional minimum and maximum Time Lags constraints
between operations are considered and jobs have to be transported between ma-
chines by a single transport robot. The addition of time lag constraints between
operations and transportation time of operations between machines makes difficult
even the usually simple task of finding a feasible schedule. We study the Job Shop
Scheduling Problem with Time Lags and Single Transport Robot which is a new
extension of Job Shop Scheduling problem and consists of two sub-problems; the
Job Shop Scheduling Problemwith Time Lags and the Job Shop Scheduling Problem
with Single Transport Robot.
Time lag means the waiting-time constraints between two consecutive operations in
the same job or between two operations of different jobs. Minimum and maximum
time lag constraints arise in many real-life scheduling applications. For example,
in the steel industry, the time lag between the heating of a piece of steel and its
molding should be small [31]. Similarly, when scheduling chemical reactions, the
reactive usually cannot be stored for a long time between two stages of a process to
avoid inter-actions with external elements. Many other industrial applications such
as fabrication of printed circuits [20]. hoist-scheduling problems [27], perishable
product production [20] and in biotechnology and chemistry [28]. Different methods
were proposed for solving the Job Shop Scheduling Problem with Time Lags in the
literature. Caumond et al. [4], [5], and [6] introduced different metaheuritcs such
as tabu search algorithm, genetic algorithm and memetic algorithm. Deppner [8]
pro-posed heuristics for a general scheduling problem which includes the job shop
problem with minimal and maximal time lags between every pair of operations.
Karoui et al. [21] investigated a Climbing Discrepancy Search method. Artigues
et al. [2] pro-posed a job insertion heuristic and generalized resource constraint
propagation mechanisms, González et al. [9] proposed a scatter search procedure
combining the path relinking and the tabu search metaheuristic. Harrabi et al. [10]
[11] [12] [13] [14] [15 [16] proposed a variety of metaheuristics, hybrid approaches,
and distributed models using multi-agent system. Lacomme et al. [24] [25] proposed
some dedicated constraint propagation and greedy randomized priority rules.
Different methods were proposed for solving the Job Shop Scheduling Problem
with Single Transport Robot. Hurink and Knust [18] proposed a tabu search me-
taheuristic. Lacomme et al. [23] proposed a branch and bound procedure combined
with a discrete events simulation model, Caumond et al. [7] proposed amixed integer
linear program then a heuristic branch and bound approach coupled with a discrete
events simulation model. Nouri et al. [33] [34] proposed hybrid metaheuristics for
solving Flexible Job shop Scheduling problem with transportation constraints. Afsar
et al. [1] proposed a disjunctive graph modeling and a Greedy Randomized Adaptive
Search Procedure with an Evolutionary Local Search procedure (GRASP × ELSE)
Harrabi et al. [17] proposed a metaheuristic hybridization for Job shop scheduling
problem with time lags and transportation times. In this paper, we propose the
resolution of the Job Shop Scheduling Problemwith Time Lags and Single Transport
Robot using a Hybrid Biogeography-Based Optimi-zation algorithm (HBBO).
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2 Job shop Scheduling Problem with Time Lags and Single
Transport Robot: JSPTL-STR

The problem linear formulation of Job Shop Scheduling problem with Time Lags
and Single Transport Robot is an extension of the Lacomme’s formulation [23] ex-
tended by adding the transportation time constraints. The Job Shop Problem with
minimum and maximum Time Lags and Single Transport Robot is a generalization
of job shop problem, in which there are time constraints restricting the minimum
and/or the maximum distance between two operations additionally jobs have to be
transported between machines by a single transport robot. The JSPTL-STR involves
a set of jobs that should be processed on a set of machines. Each job i consists of a
sequence of operations; (i,j) denotes the jth operation of job i. Every operation must
be assigned to a unique machine without interruption. For some pairs of operations
(i,j) and (i’,j’) there are minimum and maximum time lag constraints respectively
denoted by 𝑇𝐿𝑚𝑖𝑛

(𝑖, 𝑗) , (𝑖′, 𝑗′) and 𝑇𝐿
𝑚𝑎𝑥
(𝑖, 𝑗) , (𝑖′, 𝑗′) restricting the distance between the end of

(i,j) and the start of (i’,j’) to the interval [𝑇𝐿𝑚𝑖𝑛
(𝑖, 𝑗) , (𝑖′, 𝑗′) , 𝑇𝐿

𝑚𝑎𝑥
(𝑖, 𝑗) , (𝑖′, 𝑗′) ]. Additionally,

each job 𝐽𝑖 (𝐽1, ... , 𝐽𝑛) is composed of 𝑛𝑖−1 transport operations {𝑇𝑖,1, 𝑇𝑖,2, ...
,𝑡𝑖,𝑛𝑖−1} to be made by a robot R from one machine to another. They occur if a job
changes from one machine to another, i.e. if job 𝐽 𝑗 is processed on machine 𝑀𝑘

and afterwards on machine 𝑀𝑙 , a transportation time 𝑡 𝑗𝑘𝑙 arises. We assume that all
transportations have to be done by a single transport robot R which can handle at
most one job at a time. Solving the JSPTL-STR consists in sequencing all operations
on the machines, such that the following constraints are satisfied: (i) Precedence
constraints for operations of the same job;
(ii) Minimum and Maximum Time Lag constraints;
(iii) Each machine processes at most one operation at a time.
(iiii) The robot transport at most one operation at a time.
The objective is to find a schedule that minimizes the makespan which is the total
completion time 𝐶𝑚𝑎𝑥 = Max 𝐶𝑖 where 𝐶𝑖 IS the finish time of job i.

3 Powerful Biogeography-Based Optimization with local search
mechanism for Job shop Scheduling Problem with Time Lags
and Single Transport Robot

BBO algorithm, proposed by Simon in 2008 [30], is inspired by the mathematics
of biogeography and mainly the work from MacArthur and Wilson [26]. Later, a
large amount of theoretical, methodological, and practical studies on BBO have
come into being. The two main concepts of BBO are habitat suitability index (HSI)
and suitability index variables (SIVs). Considering the optimization algorithm, a
population of candidate solutions can be represented as vectors. Each integer in
the solution vector is considered to be a SIV. After assessing performance of the
solutions, good solutions are considered to be habitats with a high HSI, and poor
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ones are considered to be habitats with a low HSI. Therefore, HSI is analogous to
fitness in other population-based optimization algorithms [32].

3.1 Habitat representation

The Job shop Scheduling Problem with Time Lags and Single Transport Robot is
composed of two types of operations: the machine operations and the transport op-
erations, that’s why the representation is encoded in two vectors:
firstly, a vector V1 contain the machine operations sequence with length L1 equal to
the total number of machine operations and where each index represents the selected
operation to be processed on machine indicated at position p, see figure 1.

Fig. 1 Habitat representation

For example, p = 4, V1(4) is the selected operation O31 to be executed on machine
m2. Secondly, a vector V2 contain the machine operations and transport operations
sequence with length L2 equal to the total number of machine operations and trans-
port operations and where each index represents the selected machine operation or
transport operation indicated at position p. For example, p= 2 and p= 6, V2(2) is
the selected operation O21 to be executed on machine m3 and V2 (6) is the selected
transport operation T11 to be transported by the robot R.

3.2 Initialization of population

The BBO algorithm starts with population habitats containing PS individuals, gener-
ated using Greedy constructive heuristic. This choice is based on high performance
of the greedy algorithm which can produce solutions with good quality and its use
often leads to better quality local optima. The greedy algorithm starts building the
solution from one operation to another. After insertion the operation to a defined po-
sition of the current solution, the different constraints were checked. If all constraints
are satisfied, we proceed to the next operation. Else, this operation was deleted in the
current position and added to another position that respects the different constraints.
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3.3 Migration operator

Migration is a probabilistic operator that is used for modifying each solution 𝐻𝑖 by
sharing features among different solutions. The idea of a migration operator is based
on the migration in biogeography which shows the movement of species among
different habitats. Solution 𝐻𝑖 is selected as immigrating habitat with respect to its
immigration rate _𝑖 , and solution 𝐻 𝑗 is selected as emigrating habitat with respect
to its emigration rate ` 𝑗 . It means that a solution is selected for immigrating or
emigrating depends on its immigration rate _𝑖 , or emigration rate ` 𝑗 ; the migration
process can be shown as:
𝐻𝑖(SIV)←H 𝑗 (SIV)
After calculating the HSI for each solution 𝐻𝑖 , the immigration rate _𝑖 and the
emigration rate ` 𝑗 can be evaluated as follows:

_𝑖 = 𝐼(1 - 𝑘𝑖
𝑛
) (1)

` 𝑗 = 𝐸( 𝑘𝑖𝑛 ) (2)

In (1) and (2), 𝑘𝑖 represents the rank of the ith habitat after sorting all habitats
ac-cording to their HSIs. It is clear that since more HSI represents a better solution,
more 𝑘𝑖 represents the better solution. Therefore, the 1𝑠𝑡 solution is the worst and
the 𝑛𝑡ℎ solution is the best.
I is the maximum immigration rate and E the maximum emigration rate which are
both usually set to 1, n is the number of habitats in the population. The two rates,
_𝑖 and ` 𝑗 are the functions of fitness or HSI of the solution. Since, according to
the biogeography, the SIVs of a high-HSI solution tend to emigrate to low-HSI
solutions, a high-HSI solution has a relatively high ` 𝑗 and low _𝑖 , while in a poor
solution; a relatively low ` 𝑗 and a high _𝑖 are expected. Fig. 2 illustrates an example
of migration operator of BBO for the Job Shop Scheduling Problem with Time Lags
and Single Transport Robot.

Asmentioned earlier, the SIVs from a good habitat tend tomigrate into a poor habitat.
This migration operator is performed probabilistically based on immigration and
emigration rates. In this example, we will explain how the migration is implemented
in our BBO algorithm. Consider dealing with an instance of Job Shop Scheduling
Problem with Time Lags and Single Transport Robot presented in table 1. Suppose,
based on immigration and emigration rates, that an immigrating habitat 𝐻𝑖 = 𝐻𝑖 =
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Fig. 2 HMigration operator

(𝑂12,𝑂32,𝑂23,𝑂31,𝑂13,𝑂11,𝑂21,𝑂33,𝑂22) and an emigrating habitat 𝐻𝑒 = (𝑂12,
𝑂23, 𝑂32, 𝑂13, 𝑂31, 𝑂21, 𝑂11, 𝑂33, 𝑂22). The migration process is:
𝐻𝑒(SIV)←H𝑖(SIV)
. Therefore, the migration process consists in:
(1) SIVs of machine 3 and machine 4 from 𝐻𝑖 (𝑂11, 𝑂21, 𝑂33, 𝑂22) migrate into 𝐻𝑒

to replace SIVs of 𝐻𝑒 (𝑂21, 𝑂11, 𝑂33, 𝑂22 ).
(2) SIVs of 𝐻𝑖 (𝑂11, 𝑂21, 𝑂33, 𝑂22) replace SIVs of 𝐻𝑒 (𝑂21, 𝑂11, 𝑂33, 𝑂22 ).
(3) SIVs (𝑂12, 𝑂23, 𝑂32 𝑂13, 𝑂31) of machine 1 and machine 2 from 𝐻𝑒 remain at
original places.
(4) Therefore, the new habitat, 𝐻𝑛 = (𝑂12, 𝑂23, 𝑂32 𝑂13, 𝑂31, 𝑂11, 𝑂21, 𝑂33, 𝑂22)
is produced.

3.4 Mutation operator

Mutation is a probabilistic operator that randomly modifies a solution’s SIV based
on its priori probability of existence. Mutation is used to enhance the diversity
of the population, which helps to decrease the chances of getting trapped in local
optima. Solutions with very high HSI and very low HSI are both equally improbable,
while medium HSI solutions are relatively probable to mutate. Namely, a randomly
generated SIV replaces a selected SIV in the solution 𝐻𝑖 according to a mutation
probability. Note that an elitism approach is employed to save the features of the
habitat that has the best solution in BBO process. The habitat with the best solution
has a mutation rate of 0. In this step of the algorithm, we choose to introduce
a local search algorithm in order to enhance the diversity of solutions. This step
starts using the solution result of migration step as the initial solution then, applying
the neighbor-hood structure to generate a modified solution. Figure 3 illustrates an
example of mutation operator of BBO. We propose to use a local search procedure
based on exchange moves neighborhood mechanism. This type of neighborhood is
to swap the positions pi and pj of any two elements. This movement can generate
good neighbor-hood solutions and more explore the solution space.

Asmentioned earlier, the local searchmutationmechanism is performed by replacing
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Fig. 3 Mutation operator

a selected SIV of a habitat with other generated SIV. (1) SIV𝑂12 is chosen to mutate.
(2) Assume that the new SIVwhich is randomly generated is𝑂23. SIV𝑂12 is replaces
with 𝑂23. (3) SIV 𝑂23 takes the place of 𝑂12. (4) The resulting mutated habitat is
produced.

4 Experimental results

We study the Job shop Scheduling problem with Time Lags and Single Trans-
port Robot and we propose a new data set of benchmarks. The studied problem is
com-posed of two sub-problems; the job shop scheduling problem with time lags
constraints and the job shop scheduling problem with single transport robot, for
this rea-son the new benchmark data set is based on benchmark from the literature
of these two sub-problems. In fact, we combine benchmark data set of Lawrence,
1984 [3] for job shop scheduling problem with generic time lags and data set of set
of Hurink and Knust, 2005[19] for job shop scheduling problem with single trans-
port robot. For instances of Lawrence (la01, la06, la11, la16 and la21), we add the
full and empty moving transportation time of single robot between machines from
Hurink and Knust data set [19]. In table 1 we give results of Hybrid Biogeography-
Based Optimization algorithm used for solving Lawrence’s instances of Job Shop
Scheduling Problem with Time Lags and Single transport Robot. We give for each
instances the name, size, results of CPLEX linear programming model and results
of Biogeography-Based Optimization algorithm.
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Table 1 Makespan Results for Lawrence instances

Instances Size cplex BBO GBBO IBBO

la01-D1-d1 10×15 923 1406 1364 1225
la01-D2-t0 10×15 962 1452 1328 1173
la01-D3-t1 10×15 937 1284 1017 948*
la01-D5-t2 10×15 954 1447 1381 1193
la01-T1-t1 10×15 977 1461 1291 1168
la01-T2-t1 10×15 825 1172 1053 834*
la01-T3-t2 10×15 813 1489 1267 1194
la01-T5-d1 10×15 822 1432 1294 1162
la06-D1-d1 15×15 1119 1903 1851 1725
la06-D2-t0 15×15 1183 1928 1834 1673
la06-D3-t1 15×15 1085 1893 1767 1615
la06-D5-t2 15×15 1251 1567 1369 1264*
la06-T1-t1 15×15 1283 1932 1814 1782
la06-T2-t1 15×15 1107 1917 1871 1743
la06-T3-t2 15×15 1358 1621 1439 1358*
la06-T5-d1 15×15 1191 1946 1772 1826
la11-D5-t2 20×5 1423 1693 1452 1431*
la11-T1-t1 20×5 1451 1954 1908 1896
la11-T2-t1 20×5 1381 1960 1937 1874
la11-T3-t2 20×5 1369 1647 1407 1396*
la11-T5-d1 20×5 1408 1961 1943 1827
la16-D5-d1 10×10 1325 1827 1706 1698
la16-D5-t1 10×10 1442 1574 1506 1442*
la16-D5-t2 10×10 1468 1843 1791 1648

Wepropose to study the Job Shop Scheduling Problemwith Time Lags and Single
Transport Robot. The CPLEX linear programming model of different instances was
given in table 1 is considered as optimal solution. Compared with CPLEX optimal
solutions, Hybrid Biogeography-Based Optimization algorithm gives results near to
optimal solution in most of instances.

5 Conclusion

We propose a Hybrid Biogeography-Based Optimization algorithm for solving the
Job Shop Scheduling Problem with Time Lags and Single Transport Robot. We
pro-pose a new set of benchmark instances inspired from benchmark instances of
job shop scheduling problem with time lags and instances of job shop scheduling
problemwith single transport robot. According to an analysis and comparisons of the
test results of HBBO algorithm through different instances of JSPTL-STR problem
with optimal solutions of CPLEX, this algorithm gives good results near to the
optimal ones. The proposed HBBO algorithm can be used to solve other extensions
of our problem. We can develop the hybridization of BBO with other algorithms in
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order to solve the same problem. We can also adopt the distributed BBO algorithm
via the Multi-Agent System.
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Dimensionality-Reduction Methods for the
Analysis of Web Traffic

Nuño Basurto1 , Álvaro Michelena2 , Daniel Urda1 , Hector Quintián2 , José
Luis Calvo-Rolle2 , and Álvaro Herrero1

Abstract One of the usual targets for attackers are websites. Thus, protecting such
assets is a key issue and consequently, a great effort has been devoted so far to
address this problem. However, scant attention has been paid to investigate the
contribution of unsupervised machine learning to the analysis of web traffic in order
to detect attacks. To bridge this gap, the present paper proposes the novel application
of dimensionality reduction methods to generate intuitive visualizations that can
support the visual analysis of web traffic. More precisely, Laplacian Eigenmap,
Isomap, t-Distributed Stochastic Neighbor Embedding, and Beta Hebbian Learning
have been benchmarked. Promising results have been obtained on the standard
CSIC2010 v2 dataset, encouraging further research on this topic.

Keywords: cybersecurity, web attacks, unsupervised learning, exploratory projec-
tion, visual analysis

1 Introduction and Previous Work

It is widely acknowledged that the Web is the main place to publicly deliver infor-
mation at present time. As a result, such information and associated resources are
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highly exposed and became one of the main target for attackers. In this sense, many
threatens and unknown vulnerability are exploited by them; by injecting malicious
code and hence sending malformed requests with tainted payloads, as in the case
of SQL [17], to damage websites or benefit from the access they may achieve to
them [7]. Attackers started to focus on website long time ago [13] but this still is an
open problem at present time [22]. According to the ENISA 2021 Threat Report [8],
a plethora of threats and attacks are targeting availability and integrity. Among them,
Distributed Denial of Service (DDoS) and Web Attacks stand out. Furthermore,
considering data breaches in the information sector, basic web application attacks,
errors and system intrusion are the main patterns, together accounting for 83% of all
reported breaches.

Artificial Intelligence (AI) in general, and Machine Learning (ML) in particular
area revealing in recent years as powerful tools to address difficult and unsolved
problems in the cybersecurity domain, by analyzing traffic and/or access data gen-
erated by communications throughout time [16], such as intrusion detection [11].
Both supervised [19], [16] and unsupervised [6] methods of ML have been widely
applied in the cybersecurity field up to now.

To validate ML models, there exists some well-known datasets, such as CSIC2010 [9]
or CSE-CIC-IDS2018 [20], that have been employed to develop AI/ML-based solu-
tions in order to detect a given outcome of interest. Particularly, the former dataset
consists of thousands of web requests automatically generated at the “Information
Security Institute” of the Spanish Research National Council for an e-commerce
website application. The CSIC 2010 dataset has been selected in the present work as
this is a standard benchmark dataset that many researchers have previously studied.
On the one hand, supervised learning techniques have been used to try to accurately
predict normal and anomalous traffic from this dataset. This includes recent works
that validate innovative proposals. For instance, in [10] several well-known ML mod-
els were trained over features obtained from a unsupervised language representation
model for embedding HTTP requests, and, more recently, a deep learning-based ap-
proach was presented in [2] showing how these kind of models can effectively predict
the traffic of visiting websites. Furthermore, deep learning architectures (Convolu-
tional Neural Networks, more precisely) have been also applied [19] for web attack
detection based on this dataset.

On the other hand, unsupervised learning techniques have been previously pro-
posed as useful tools to visualize cybersecurity datasets [12]. However, they have
been very scarcely validated on the CSIC 2010 dataset. Up to the authors knowledge,
the only previous work is [1], in which authors proposed generating an overview of
HTTP traffic (original features of the dataset) to identify anomalous situations. In
the present work, going one step further, the CSIC 2010 dataset is analyzed by more-
advanced visualization models, namely: Laplacian Eigenmap, Isomap, t-Distributed
Stochastic Neighbor Embedding, and Beta Hebbian Learning. Furthermore, the au-
thors of this work consider that some the original features (such as the full URL
request or the payload), contain rich information to improve the discrimination per-
formed by ML models. As these features have not been intensively exploited before,
authors additionally propose preprocessing the original features of this dataset to
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extract new and relevant ones that may increase the visualization performance of
ML models. Besides, the increase on the number of input variables is not a prob-
lem for the applied ML methods as they are conceived as dimensionality reduction
techniques.

Therefore, this paper aims at benchmarking advanced ML models for dimension-
ality reduction by using new and richer CSIC2010 dataset instances. As a result,
two new instances, 𝐷1 and 𝐷2, are generated as a result of further preprocessing
the payload feature within the original dataset (𝐷1), and this one together with the
full URL request field (𝐷2). Both datasets are used to used to fed the unsupervised
models in order to generate intuitive visualizations.

The rest of the paper is organized as follows. The applied ML methods are
presented in Section 2. Next, the analyzed dataset (CSIC2010 dataset) as well as
the extended features are presented in Section 3. Then, the results of the evaluation
carried out in this work are presented and analyzed in Section 4. Finally, Section 5
contains some conclusions and future work.

2 Applied Methods

2.1 Laplacian Eigenmaps

Laplacian Eigenmaps [3] aim to preserve local properties when looking for a low
dimensional representation of the data, being these the distances between nearest
neighbors. After calculating the distance between a point and its k nearest neighbors,
its low dimensionality is calculated for subsequent representation. The cost function
works in such a way that the nearest neighbor has a greater weights than the second
nearest neighbor and this one has a greater value than the next nearest neighbor and
successively so forth.

For those points x𝑖 and x 𝑗 found, being their representations y𝑖 and 𝑗 , their cost
function is represented in equation 1. The distances between the original point x𝑖
and x 𝑗 weights are represented by the weights 𝜔𝑖 𝑗 . In this way, their representations
in low dimensionality make a large contribution to the cost function, generating as
consequence a great closeness in the depiction.

(Y) =
∑︁
𝑖 𝑗

| |y𝑖 − y 𝑗 | |2𝜔𝑖 𝑗 (1)

For the experimentation, the values used were 12 for the k nearest neighbors.
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2.2 Isomap

Similar to Laplacian Eigenmaps, Isomap [21] also tries to construct a graph by
establishing the distances between a point x𝑖 and its k nearest neighbors, constructing
a matrix with all the distances between all the points in the graph. In a second step,
Isomap estimates the geodesic distances from the matrix values, taking into account
only the closest path between points. Finally, in order to perform a dimensionality
reduction on the data, a scaling of values is applied to the distance matrix, by
embedding the data in a d-dimensional Euclidean space.

For a fair comparison, the value of 12 has been selected again for the k parameter.

2.3 t-Distributed Stochastic Neighbor Embedding

Unlike Laplacian Eigenmaps, which is an Sparse Spectral Technique and Isomap
known as a main Weakness, the t-Distributed Stochastic Neighbor Embedding (t-
SNE) [15] algorithm is a Non-convex technique, conceived a variation of the original
Stochastic Neighbor Embedding [14]. The algorithm tries to reduce the number of
points placed together on the map to show a better visualization of high dimension-
ality, helping in the search for possible clusters in the data. To do so, this algorithm
first creates the probability distribution of a point x and its k nearest neighbors, then
it generates a visualization of the distribution in low-dimensionality.

2.4 Beta Hebbian Learning

Among the range of applications of unsupervised artificial neural networks, data
projection or visualization is the one that facilitates, human experts, the analysis
of the internal structure of a dataset. This can be achieved by projecting data on a
more informative axis or by generating maps that represent the inner structure of
datasets. This kind of data visualization can usually be achieved with techniques
such as Exploratory Projection Pursuit (EPP) [5, 4, 18] which project the data onto
a low dimensional subspace, enabling the expert to search for structures through
visual inspection.

In spite other previous EPP algorithm has obtained good results in this field,
recently the novel Beta Hebbian Learning technique (BHL) [18] has reported a
clear improvement in the results compared with the most used ones (PCA, MLHL,
CMLHL, etc.) // The Beta Hebbian Learning technique (BHL) [18] is an Artificial
Neural Network belonging to the family of unsupervised EPP, which uses Beta
distribution as part of the weight update process, for the extraction of information
from high dimensional datasets by projecting the data onto low dimensional (typically
2 dimensional) subspaces. This technique is better than other exploratory methods
in that it provides a clear representation of the internal structure of data. // BHL
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uses Beta distribution to update its learning rule to match the Probability Density
Function (PDF) of the residual (e) with the dataset distribution, where the residual
is the difference between input and output feedback through the weights (5).
Thus, the optimal cost function can be obtained if the PDF of the residuals is known.
Therefore, the residual (e) can be expressed by 6 in terms of Beta distribution
parameters (𝐵(𝛼 𝑎𝑛𝑑 𝛽)):

𝑝(𝑒) = 𝑒𝛼−1 (1 − 𝑒)𝛽−1 = (𝑥 −𝑊𝑦)𝛼−1 (1 − 𝑥 +𝑊𝑦)𝛽−1 (2)

where 𝛼 and 𝛽 control the PDF shape of the Beta distribution, e is the residual, x are
the inputs of the network, W is the weight matrix, and y is the output of the network.
Finally, gradient descent can be used to maximize the likelihood of the weights (Eq.
3,):

𝜕𝑝𝑖

𝜕𝑊𝑖 𝑗
= (𝑒𝛼−2

𝑗 (1 − 𝑒 𝑗 )𝛽−2 (−(𝛼 − 1) (1 − 𝑒 𝑗 ) + 𝑒 𝑗 (𝛽 − 1))) =

(𝑒𝛼−2
𝑗 (1 − 𝑒 𝑗 )𝛽−2 (1 − 𝛼 + 𝑒 𝑗 (𝛼 + 𝛽 − 2)))

(3)

Therefore, BHL architecture can be expressed by means the following equations:

𝐹𝑒𝑒𝑑 − 𝑓 𝑜𝑟𝑤𝑎𝑟𝑑 : 𝑦𝑖 =
𝑁∑︁
𝑗=1

𝑊𝑖 𝑗𝑥 𝑗 ,∀𝑖 (4)

𝐹𝑒𝑒𝑑𝑏𝑎𝑐𝑘 : 𝑒 𝑗 = 𝑥 𝑗 −
𝑀∑︁
𝑖=1

𝑊𝑖 𝑗 𝑦𝑖 (5)

𝑊𝑒𝑖𝑔ℎ𝑡𝑢𝑝𝑑𝑎𝑡𝑒 : Δ𝑊𝑖 𝑗 = [(𝑒𝛼−2
𝑗 (1 − 𝑒 𝑗 )𝛽−2 (1 − 𝛼 + 𝑒 𝑗 (𝛼 + 𝛽 − 2)))𝑦𝑖 (6)

where [ is the learning rate

3 Dataset

A dataset developed by the Spanish Research National Council (CSIC) in 2010
was used in this study: the CSIC2010 v2 dataset. In concrete, it simulates attacks
produced in HTTP queries of an e-Commerce application where users access and
make purchases by using a shopping cart and providing different personal data. The
complete and original dataset consists of 𝑁 = 223, 585 samples, each one described
by 𝑃 = 18 input variables and labeled as normal or anomalous traffic, which is
considered the event of interest in this problem.

With the aim of employing AI/ML-based techniques which can help to understand
the structure within this data, this original dataset was preprocessed first by grouping
samples by individual sessions (i.e., forming a group of samples for those that have
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the same value in the cookie feature). After this grouping procedure, the size of the
dataset in terms of samples was reduced to 𝑁 = 13, 569. Nevertheless, some further
preprocessing was carried out to the following variables to extract new possible
relevant variables:

• method: it is a simple feature which describes three possible methods of the
HTTP connections, which are “PUT”, “POST” and “GET”. This variables was
simply processed by generated three dummy variables (i.e., binary variables that
take a true or one value when that connection used the specified method by that
variable, and false or zero in any other case).

• payload: this feature contains particular and useful data linked to the resource
accessed by the user in the shape of “key=value” strings structure. All possible
keys within the payload of all samples in the dataset were extracted by parsing the
string structure and identifying all possible words before to “=” sign, resulting in
a total of 19 keys (e.g., “ID”, “password” or “DNI”, among others). Therefore,
19 new dummy variables were generated indicating whether that session includes
the key in the given payload or not. Besides, the values associated for each
of the identified keys were also processed by computing the total length, in
characters, of the given string and, consequently, adding a new extra feature
which accounts for this information. Therefore, in total 38 new variables are
added in this preprocessing step. Finally, two more variables were also included
to the dataset: one that sums up the length of all the key’s values, and another
one which counts the number of keys present in the given sample. For a better
understanding of this payload variable, authors provide an example that could be
found within samples of a given session:

modoA=insertar precio=1764 B1=Pasar+por+caja

• url: this features contains information about the domain and resource accessed by
the user. A first preprocessing step of this features analyzes and validates the full
path of the URL (i.e., it should always start with “http://localhost:8080/” within
this dataset), thus adding an extra logical feature that takes a true or one value
when the full path does not start with that specific string. The remaining part of
the full path is splitted by the different directories accessed to get the requested
resource. For this purpose, the symbol “/” is employed as the split character in
order to identify all possible directories that can be accessed in all samples of
the dataset and, consequently, includes one extra feature which accounts for the
number of directories accessed in a given session (it is a number between 0 and
4), and a second one that sums the total length of the corresponding directories’
name accessed. Finally, the file accessed within the last directory is processed by
identifying the file extension in the given path (in total, 24 possible file extensions
such as “.jsp”, “.gif” or “.jpg” were identified across the dataset). Consequently,
24 new dummy variables were added to the dataset to indicate the type of file
accesed in the given session. Besides, one last feature was added in order to take
into account the length of the filename accessed. For a better understanding of
this url variable, authors provide an example that could be found within samples
of a given session:
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Table 1: Summary of the CSIC dataset version.

ID Samples Features Normal Class Anomaly Class

Original 223585 18 104000 119585
Dataset 1 (𝑫1) 13569 50 4303 9266
Dataset 2 (𝑫2) 13569 78 4303 9266

http://localhost:8080/tienda1/publico/autenticar.jsp

Overall, after applying the above-mentioned preprocessing steps two new dataset
instances (𝐷1 and 𝐷2) were generated from the original dataset, where their main
characteristics are presented in Table 1. The difference between 𝐷1 and 𝐷2 is the set
of input features that each of these datasets includes from the preprocessing step: 𝐷1
only includes features extracted from the payload variable, while 𝐷2 also adds on
top the ones extracted from the url variable. With respect to the change of the class
distribution in the original and generated dataset instances, the higher presence of
anomaly samples could be explained due to the higher chance of finding anomalies
in smaller and more isolated sessions in contrast to normal traffic.

4 Results

The results obtained by the methods described in section 2 are shown in the following
subsections, grouped by the dataset. In each one of the visualizations (2D projection
obtained by each one of the dimensionality reduction method) anomalous data
instances (attacks) are depicted in red while normal instances are depicted in green.

4.1 Dataset 1

When analyzing the results of the 𝑫1 dataset, the first thing to take into account is
that its dimensionality is lower than that of the second dataset. The representations
are shown in Figure 1, in the first box (a), is found the representation of Laplacian
Eigenmaps, where the normal class is highly concentrated on the edge formed by
the points of the anomalous class, despite the fact that it concentrates the points of
both classes in excess. Regarding the Isomap representation (b), a similar trend is
observed, accumulating many points of both classes in the center, again isolating
the normal class in the same area. It is in t-SNE(c) where a great difference is
observed in the representation of the data with respect to what could be observed
in the above figures, where an accumulation of the two classes is seen in several
zones, highlighting only the upper middle zone where figures similar to circles are
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formed where the anomalous class only manages to isolate itself. Finally, it is in
BHL(d) where the greatest differentiation between classes is observed, isolating
with a wide separation a large number of instances of the anomalous class. Near the
cloud of instances of both classes found in the lower left zone there are again certain
anomalous instances that manage to isolate themselves slightly.

(a) Eigenmaps (b) Isomap 12

(c) tSNE (d) BHL

Fig. 1: 2D visualizations of the Dataset 1 generated by the different dimensionality-
reduction methods. In red is represented the anomaly class, in green the normal class

4.2 Dataset 2

In the case of 𝑫2, the results obtained by the different visualization techniques
are shown in Figure 2. The Laplacian Eigenmap visualization (a) shows certain
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differences when compared to that of the 𝑫1 dataset; a greater mixture of classes is
observed along the line located on the y = 0 coordinate. Hence, this visualization of
the dataset has a smaller capability to differentiate among classes. Isomap (b) shows
a similar distribution to the one previously seen, where the main difference is the
normal class, which has been subdivided into two data groups. The distribution of
class values remains very similar.

(a) Eigenmaps (b) Isomap 12

(c) tSNE (d) BHL

Fig. 2: 2D visualizations of the Dataset 2 generated by the different dimensionality-
reduction methods..

As for t-SNE (c), a similar trend is observed, although at this time a new subgroup
has been generated containing data from both classes. Despite finding some group
of points of the anomalous class separated from the normal instances, it does not
entail a significant improvement on the previous visualization of this same technique,
grouping together many anomalous instances in a circular area. Finally, the BHL (d)
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representation is again the most informative one, as a clear separation between the
instances of the anomalous and normal classes can be seen. There is only one group,
placed in the bottom-left corner of the figure, where the two classes overlap.

5 Conclusions and Future Work

Advanced ML models for dimensionality reduction are benchmarked on the well-
known CSIC2010 dataset. Furthermore new and richer features extracted from the
instances in this dataset have been also validated. Interesting visualizations, intu-
itively revealing the structure of the analyzed dataset have been obtained. More pre-
cisely, it is worth highlighting the visualizations obtained by BHL. These present the
data in a clearer way that, although can not be associated with the normal/anomalous
discrimination of instances, can greatly contribute to visually analyze web traffic.
Regarding the extraction of information in order to generate new features of the data
instances, it can be said that it does not contribute to better visualizations of the data.

The promising results that have been obtained encourage further research on the
present topic; additional visualization methods as well as their combination with
other unsupervised ML models will be studied for the analysis of web traffic.
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About the Fujisaki-Okamoto Transformation in
the Code-based Algorithms of the NIST
Post-Quantum Call

M.A. González de la Torre and L. Hernández Encinas

Abstract Post-quantum encryption schemes use variants of the Fujisaki-Okamoto
transformation in order to construct a highly secure key encapsulation mechanism
from a weakly secure public key encryption scheme. In the third round of the
NIST post-quantum cryptography standardization call, all the candidates for the key
encapsulation mechanism category use some of these transformations. This work
studies how the mentioned transformations are applied in the code-based candidates
of the NIST third round. These are Classic McEliece (finalist), BIKE (alternative)
and HQC (alternative). Studying the differences between the transformations gives
a better understanding of these candidates.

Key words: Post-quantum cryptography, Fujisaki-Okamoto transformation, Public
key encryption, Key encapsulation mechanism, Code-based cryptography.

1 Introduction

The advance in quantum computing represents a threat for current encryption sys-
tems. Shor’s algorithm [15] will allow quantum computers to break the public
encryption schemes whose security is based on the integer factorization or discrete
logarithm problems. This threat also affects to symmetric encryption for which the
use of Grover’s algorithm [9] implies that the key length should be twice the length
that is used today in order to achieve the same security level.

Because of this landscape, the National Institute of Standards and Technology
(NIST) started in 2016 a process [12] to determine new post-quantum cryptography
(PQC) standards, i.e., sufficiently secure algorithms to resist attacks from quantum
computers. This proposal has two different categories, one for public key encryp-
tion schemes and another for signature schemes. The need to meet a strong security
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(CSIC), C/ Serrano 144, 28006-Madrid, Spain, e-mail: \{ma.gonzalez,luis.h.encinas\}@
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definition requires a more complex structure than simply basing security on a mathe-
matical problem; hence, to construct sufficient secure Public Key Encryption (PKE)
algorithms hybrid encryption is commonly used. A hybrid scheme consist in the
combination of a PKE and a Symmetric Key Encryption (SKE) scheme, if the algo-
rithms considered are specifically designed to be part of a hybrid scheme, then are
called Key Encapsulation Mechanism (KEM) and Data Encapsulation Mechanism
(DEM) respectively. The scope of this work focuses on how sufficiently secure KEMs
are designed, applying a transformation to an underlying PKE with a lower security
requirement. The digital signature schemes do not need this kind of transformation,
hence they are not considered in this study. Since the initial submission to the NIST
process, there are now only nine candidates remaining, four as finalists and five as
alternatives. Three of these algorithms base their security in error-correcting codes
problems, those are the ones we will study in this contribution.

In 1999, the Fujisaki-Okamoto (FO) transformation was introduced [8]. This
transformation consists on conforming a hybrid encryption scheme [6], using a
less secure PKE to construct a much secure (hybrid) one. Nowadays, newer and
improved versions of FO transformation are commonly used to reach strict and high
levels of security. Dent [7] defined the KEM version of the FO transformation and
Hofheinz et al. [10] gave a generalization of these transformations. In both works,
some variants of the transformation have tight proofs of security in the Random
Oracle Model (ROM). Moreover, Hofheinz et al. introduced a security proof in the
Quantum Random Oracle Model (QROM). Later works [11, 14] studied the quantum
security of all the transformations presented in [10]. Currently, all the candidates in
the third round of NIST’s call, in the PKE/KEM category, use some version of this
transformation to give a proof of security.

The main goal of this work is to study and analyze the use of the different
versions of the FO transformation in the NIST third round code-based finalist and
alternative proposals. The rest of this paper is organized as follows. In Section 2
the theoretical background on code-based cryptography is introduced. Section 3
contains the definition of the different FO-like transformations and the security
reduction of each one. In Section 4 we study how the different variants of the FO
transformation are used in the finalist or alternative code-based algorithms in the
PKE/KEM category of the NIST call. Finally, in section 5 we present our conclusions
for this study.

2 Theoretical background

2.1 Security definitions

In this section we recall the main security notions that the studied algorithms take
into consideration.

• One-wayness (OW): given an asymmetric encryption of a random plaintext and
a public key, an attacker cannot find the corresponding plaintext. This is safe to
use only if plaintexts are fully random. In the algorithms considered in this work
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the precise security definition is One Way Chosen Plaintext Attacks (OW-CPA).
We can extend this definition if the attackers have access to different types of
oracles. If an attacker has access to a plaintext checking oracle, then the security
is defined as OW Plaintext Checking Attack (OW-PCA). If there is a ciphertext
validation oracle, then the security is called OW Validation Attack (OW-VA).
If the attacker has access to both oracles described before, then the security is
defined as OW-Plaintext Checking Validation Attack (OW-PCVA). When one of
these security definitions is a model with access to quantum computations, then
the notation OW-qCPA is used.

• INDistinguishability under Chosen Plaintext Attack (IND-CPA): given an asym-
metric encryption of one of two attacker-chosen plaintexts and the public key, the
attacker cannot determine which of the two messages was encrypted.

• INDistinguishability under Adaptive Chosen Ciphertext Attack (IND-CCA): the
attacker fails under the conditions for IND-CPA even if additionally he can access
to a decryption oracle. The oracle can be used on all ciphertexts but the challenge
ciphertext. There are two definitions for IND-CCA security: IND-CCA1 and
IND-CCA2 depending on when the attacker can make guesses to the decryption
oracle. If he can do it only before receiving the asymmetric encryption of one of
the messages the attacker is IND-CCA1; on the contrary, if the attacker can make
queries also after receiving the ciphertext, then it is IND-CCA2. However, the
more commonly used definition is IND-CCA2 and for the sake of simplicity the
IND-CCA2 case is referred to as IND-CCA.

• Disjoint Simulatability (DS): Let 𝐷𝑀 be a distribution over a message space 𝑀 .
We say that a Deterministic PKE (DPKE) scheme is 𝐷𝑀 disjoint simulatable
(for a probability distribution 𝐷𝑀 over the message space) if the ciphertext of a
message that is distributed according to 𝐷𝑀 can be simulated by a simulator that
does not know the message, and the simulated ciphertext is invalid (i.e., out of the
range of an encryption algorithm) with overwhelming probability. This notion of
security was introduced in [14].

When proving the security of a primitive, 𝑃, under the hardness of a problem,
𝑆, usually a reduction algorithm, 𝑅, is constructed which an adversary, 𝐴, uses as a
subroutine against the security of 𝑃 and solves the problem 𝑆 (see. [14]).

Let (𝑡, 𝜖) and (𝑡′, 𝜖 ′) denote the running time and success rate of 𝐴 and 𝑅,
respectively. A reduction is tight if 𝑡 ≈ 𝑡′ and 𝜖 ≈ 𝜖 ′. Tight security ensures that
breaking the security of 𝑃 implies breaking 𝑆. Conversely, if a security reduction is
non-tight, it is not sure that 𝑃 is hard to break even when 𝑆 is (see an example in
[11]). Also, a non-tight security proof affects the functionality of the schemes since
the parameters need to be adjusted properly.

In this work, we consider that a Probabilistic PKE (PPKE) is a set 𝜋 =

{G′, E,D, 𝑀, 𝐶}, where G′, E, and D are the key generation, the encryption, and
the decryption algorithms, respectively. The set 𝑀 is the set of possible messages
and 𝐶 is an optional randomness set. If the PKE is DPKE, then 𝐶 is not considered.
𝑀 can be omitted, to reduce the notation, in case it is not necessary to specify it.
Moreover, we denote by ^ = {G, E𝑐,D𝑐} a generic KEM, where G, E𝑐, andD𝑐 are
the key generation, the encapsulation, and the decapsulation algorithms, respectively.
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The correctness of a PKE is related to the probability of generating invalid cipher-
texts, i.e. ciphertexts generated by the encryption algorithm so that, if the decryption
algorithm takes them as input, then it outputs error: ⊥. A PKE 𝜋 = {G′, E,D, 𝑀} is
said to be perfectly correct if for any pair of public-private keys, (𝑝𝑘, 𝑠𝑘), generated
by G′ and for any𝑚 ∈ 𝑀 , is fulfilled Pr[D(𝑠𝑘, 𝑐) = 𝑚 such that 𝑐 = E(𝑝𝑘, 𝑚)] = 1.

A PKE is 𝛾-spread if, for every (𝑝𝑘, 𝑠𝑘) ← G and every message 𝑚 ← 𝑀 ,
𝛾(𝑝𝑘, 𝑚) = − log max𝑐∈𝐼𝑚(E) Pr𝑟←𝑅𝐶 [𝑐 = E(𝑝𝑘, 𝑚, 𝑟)] ≥ 𝛾. This means that the
image of E is sufficiently random.

2.2 Code-based encryption

The theory of error-correcting codes is a mathematical speciality that allows to detect
and to correct the possible errors produced when a message or any other information
is transmitted. The errors can be due to noise, alteration, etc. This mathematical tool
permits the receiver to recover the original message or information. That is, error-
correcting codes take digital information and transform it so that the information
can be recovered even if some of the bits have been erased or modified. This is done
by adding redundant information, sometimes called parity check, by using matrix
algebra over finite fields, F𝑝 .

The way the codification/decodification process works is that only certain bit
strings (called codewords) are valid ciphertext. A distance defined between valid
codewords in the code space allows the user to estimate if a received codeword
is valid or might be corrected to a valid one. The most commonly used distance
definition is the Hamming distance, i.e. the number of different bits when comparing
two bit strings.

In this work, the plaintexts are presented as binary strings, the binary field is
denoted as F2, and the cyclic polynomial ring defined for 𝑛 ∈ N is denoted as
R = F2 [𝑥]/(𝑥𝑛 − 1).

3 Modern FO-like transformations

Since the publication of Fujisaki and Okamoto [8], new results have proposed op-
timizations and adaptations. Dent [7] was one of the first to propose the KEM
constructions used today, with tight security proofs. However, the hypotheses that
Dent considered in most of the transformations (the PKE should be deterministic
and perfectly correct) are too strict for most quantum algorithms. These premises
were also considered in the initial FO transformation [8] and in [5], where another
version of the transformation called REAC/GEM is described.

In a latter work, Hofheinz et al. [10] studied modular PKE/KEM transformations
that loosen some of the previous restrictions. They also presented the FO transforma-
tion as a composition of basic transformations, which allows to consider particular
requirements in the applications as well as particular security reductions. Moreover,
the authors also included a security proof in the QROM, giving the transformation
relevancy in post-quantum cryptography.
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The basic scheme of how to construct a KEM, ^ = {G, E𝑐,D𝑐}, from a DPKE,
𝜋 = {G′, E,D}, has been known for a long time [7]: the key generation algorithm
is the same for both, i.e., G′ = G. The encapsulation algorithm, E𝑐, generates a
random plaintext, encrypts it by using E, and defines the shared secret (or session
key), usually as the output of a hash function or a key derivation function of the
chosen plaintext. The decapsulation algorithm,D𝑐, receives the ciphertext, decrypts
it by means of D with the secret key, and generates the same session key. In this
basic scheme, specific mid-steps are introduced to achieve strong and tight security
reductions. This generic scheme is denoted as the U transformation.

3.1 Encrypt-with-Hash

As mentioned before, most of the initial KEM constructions are based on DPKE. The
following transformation, denoted by T [7], transforms a PPKE into a deterministic
one. Let 𝐺 be a hash function and 𝜋 a PPKE, then 𝜋𝜏 = T[𝜋, 𝐺] = {G𝜏 , E𝜏 ,D𝜏} is
the following DPKE: The key generation algorithm is the same from 𝜋, G𝜏 = G. The
encryption algorithm is E𝜏 (𝑝𝑘, 𝑚) = E(𝑝𝑘, 𝑚, 𝐺 (𝑚)) = 𝑐, where 𝐺 (𝑚) is used as
the random coins forE. The decryption mechanism,D𝜏 , decrypts𝑚′ = D(𝑠𝑘, 𝑐) and
checks if 𝑚′ = E(𝑝𝑘, 𝑚′, 𝐺 (𝑚′)) —a re-encryption—; if the response is positive,
it outputs 𝑚′ = 𝑚; otherwise, it rejects the message. Table 1 contains the security
reductions of this transformation depending on the underlying security and which of
them have a tight security reduction.

Security QROM Tightness Requirements
T: OW-CPA⇒ OW-PCA ✓ – none
T: IND-CPA⇒ OW-PCA ✓ ✓ none
T: OW-CPA⇒ OW-PCVA ✓ – 𝛾-spread
T: IND-CPA⇒ OW-PCVA – ✓ 𝛾-spread

Table 1 Security offered by the T transformation [10]

3.2 Implicit/Explicit Rejection

The schemes presented by Dent in [7] are constructed with “explicit rejection”
(notation ⊥). This refers to how the KEM deals with either errors in the encry-
tion/decryption process of the PKE or invalid ciphertexts. Let us consider the case in
which the decapsulation algorithm receives a ciphertext 𝑐 and either is invalid or after
running the decryption algorithm it outputs ⊥. The design with “explicit rejection”
means that, in this situation, the decapsulation outputs ⊥. The other design variant
is called “implicit rejection” (notation ̸⊥), in which, in the same situation as before,
the decapsulation process outputs 𝐻 (𝑠, 𝑐). This output is a hash (depending on the
design a pseudorandom function may be used) that takes as input a randomly chosen
string 𝑠 (normally chosen from the message space) and the ciphertext 𝑐. The string 𝑠
is generated during the key generation algorithm and saved as part of the secret key.
Transformations with “implicit rejection” are mostly used in the NIST algorithms,
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since the security that they provide is usually stronger. However, it is important to be
aware that not only the secret key is longer in these schemes, also the use of implicit
rejection supposes introducing modifications in the key generation algorithm.

3.3 Definition of the shared secret

In [10] a classification of the U transformation is introduced based on the definition of
the shared secret. As explained before, the shared secret is defined using a randomly
chosen plaintext, 𝑚, and a hash function 𝐻. The transformations with shared secret,
𝐾 = 𝐻 (𝑚), use the subindex 𝑚 in their notation. In these cases, it is required that
the underlying PKE is deterministic. The other definition for the shared secret uses
the encryption of the randomly chosen plaintext, E(𝑝𝑘, 𝑚) = 𝑐, and then the shared
secret is defined as 𝐾 = 𝐻 (𝑚, 𝑐). In this case no subindex 𝑚 is used and there is no
requirement on the PKE.

3.4 Additional hash

The use of additional hash is one of the first proposed ways to obtain quantum
security, was initially defined in [7], although the security proof in the QROM
was given latter in [10]. The use of an additional hash works as follows: during
the encapsulation a value 𝑑 = 𝐺 (𝑚), that is also part of the output, is defined. The
decapsulation takes as input (𝑐, 𝑑), where 𝑐 is the ciphertext, and once𝑚′ = D(𝑠𝑘, 𝑐)
is obtained, it checks if 𝑐 = E(𝑝𝑘, 𝑚′) and if 𝑑 = 𝐺 (𝑚′). The use of an additional
hash is denoted by adding the letter Q in the notation of the transformation.

Table 2 shows the different transformations depending on the techniques or design
decisions defined before. The construction of the FO transformation, as in [10],
requires to compose the T transformation with a version of the U KEM construction.

Transformation
𝜋 Secur.
ROM

𝜋 Secur.
QROM

Tight.
ROM

Sec.proof
QROM DPKE Perf. Cor.

KEM ̸⊥ = U̸⊥ [𝜋, 𝐻 ] OW-PCA OW-qPCA [10] [11] N N
KEM⊥ = U⊥ [𝜋, 𝐻 ] OW-PCVA OW-qPVCA [10] [11] N N
KEM ̸⊥𝑚 = U̸⊥𝑚 [𝜋, 𝐻 ] OW-CPA OW-CPA, DS [10] [14] [11] Y N[11] Y[14]
KEM⊥𝑚 = U⊥𝑚 [𝜋, 𝐻 ] OW-VA OW-VA [10] [11] Y N[11]
QKEM⊥𝑚 = QU⊥𝑚 [𝜋, 𝐻, 𝐻′ ] OW-PCA, OW-CPA OW-CPA [10] [7] [10] N[10] Y[7] N[10] Y[7]
QKEM ̸⊥𝑚 = QU̸⊥𝑚 [𝜋, 𝐻, 𝐻′ ] OW-PCA OW-CPA [10] [10] N N

Table 2 Transformations and the security proofs sources and requirements

4 FO transformation application in code-based algorithms

All the finalist and alternative post-quantum encryption schemes of the NIST call
in the PKE/KEM chapter use the FO transformation. In what follows, we will study
how this transformation and some modifications of it are used in the code-based
proposals.
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4.1 Classic McEliece

Classic McElice [2] is the only code-based algorithm among the finalists of the NIST
PQC call, whereas both BIKE [3] and HQC [1] are part of the alternatives. Classic
McEliece is the evolution of a well-known code-based encryption scheme originally
introduced by McEliece, with proper adaptations to face quantum attacks.

Following the notation from §3, the transformation applied in Classic McEliece
is QU̸⊥, indicating that the transformation U is used with implicit rejection and
additional hash; the shared secret is defined as 𝐻 (1, 𝑚, 𝑐). Since McEliece PKE [2,
§2.2] is deterministic, there is no need to apply the transformation T. This PKE is
also perfectly correct.

Classic McEliece KEM’s security relies on the results by Dent [7, §6] and by
Saito et al. [13, Th 5.2]. Both publications require the underlying PKE to be perfectly
correct and deterministic. Dent’s results present tight security proofs in the ROM,
while Saito et al.’s work introduces close to tight security reductions to certain
transformations in the QROM.

The IND-CCA security of Classic McEliece tightly reduces to the OW-PCA
security of the underlying PKE in the ROM [7]. The transformation is modified with
the intention of applying both Dent’s and Saito et al.’s results, which, originally, take
into consideration different KEM constructions. The NIST submission for Classic
McEliece states that a security reduction in the QROM for exactly the transformation
applied in Table 3 is not proven today.

Table 3 shows the way Classic McEliece KEM operates. The notation used for
the hash inputs is based in [2] and the numbers refer to byte entries.

G E𝑐 (𝑝𝑘 ) D𝑐 (𝑐, 𝑠𝑘 )
(𝑝𝑘, 𝑠𝑘′ ) ← G′ 𝑚←𝑅 F

𝑛
2 Parse 𝑐 = (𝑐0 ∥𝑐1 )

𝑠 ←𝑅 F
𝑛
2 𝑐0 ← E(𝑝𝑘, 𝑚) 𝑏← 1

𝑠𝑘 = (𝑠𝑘′, 𝑠) 𝑐1 ← 𝐻 (2, 𝑚) 𝑒′ ← D(𝑠𝑘′, 𝑐0 )
return (𝑝𝑘, 𝑠𝑘 ) 𝑐 = (𝑐0 ∥𝑐1 ) if 𝑒′ = ⊥, 𝑚′ ← 𝑠, 𝑏← 0

𝐾 ← 𝐻 (1, 𝑚, 𝑐) 𝑐′1 ← 𝐻 (2, 𝑚′ )
return (𝐾, 𝑐) if 𝑐′1 ≠ 𝑐1, 𝑚′ ← 𝑠, 𝑏← 0

𝐾 ← 𝐻 (𝑏, 𝑚′, 𝑐)
return 𝐾

Table 3 McEliece: key encapsulation mechanism

4.2 BIKE

BIKE (Bit flipping Key Encapsulation) is a KEM based on Quasi-Cyclic Moderate
Density Parity-Check (QC-MDPC) codes [3], which uses FO ̸⊥ transformation to
form an IND-CCA KEM from a 𝛿-correct IND-CPA secure PKE [10].

Based on the hardness of the underlying code problems, BIKE is IND-CPA secure.
This can be achieved choosing a correct set of parameters [3]. The algorithm reaches
IND-CCA security depending on the 𝛿-correctness of the decoder and a sufficiently
secure decoder is presented.
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Moreover, BIKE uses ephemeral keys, i.e., it considers a fresh public/private key
pair for every key exchange session, for which an IND-CPA security is sufficient
(models using the same key pair more than once require IND-CCA security).

Table 4 presents the key generation, the encapsulation and the decapsulation
algorithms for the BIKE proposal. An interesting modification of the transformation
introduced in this algorithm is that the decapsulation checks the randomness instead
of the encryption. Also, since in BIKE’s submission the encryption scheme is not
defined, Table 4 also contains the encryption/decryption process. The set H𝜔 is
defined as H𝜔 = {(ℎ0, ℎ1) ∈ R × R : |ℎ0 | = |ℎ1 | = 𝑤/2}, where 𝑤 is one of the
parameters [3].

G E𝑐 (𝑝𝑘 ) D𝑐 (𝑐, 𝑠𝑘 )
(ℎ0, ℎ1 ) ←𝑅 H𝜔 𝑚←𝑅 F

𝑙
2 Parse 𝑐 = (𝑐0 ∥𝑐1 )

ℎ← ℎ1ℎ
−1
0 (𝑒0, 𝑒1 ) ← 𝐺 (𝑚) 𝑒′ ← 𝑑𝑒𝑐𝑜𝑑𝑒𝑟 (𝑐0ℎ0, ℎ0, ℎ1 )

𝑠 ←𝑅 F
𝑙
2 𝑐 ← (𝑒0 + 𝑒1ℎ, 𝑚 ⊕ 𝐻1 (𝑒0, 𝑒1 ) ) 𝑚′ ← 𝑐1 ⊕ 𝐻1 (𝑒′ )

𝑠𝑘 = (ℎ0, ℎ1, 𝑠) 𝐾 ← 𝐻2 (𝑚, 𝑐) if 𝑒′ = 𝐺 (𝑚′ )
𝑝𝑘 = ℎ return (𝑐, 𝐾 ) return 𝐾 ← 𝐻2 (𝑚′, 𝑐)
return (𝑝𝑘, 𝑠𝑘 ) else return 𝐾 ← 𝐻2 (𝑠, 𝑐)

Table 4 BIKE: key encapsulation mechanism

4.3 HQC

HQC (Hamming Quasi-Cyclic) is an efficient encryption scheme also based on cod-
ing theory, whose PKE associated is IND-CPA secure [1, Th.5.1]. HQC applies the
QFO⊥ transformation and it is stated that it reaches IND-CCA security in the ROM
[10]. However, in [10], security proofs are presented only for the transformations
QFO⊥𝑚 and QFO̸⊥𝑚. HQC submission [1] also claims that based on new publications,
like [4, 10, 11, 14] the transformation FO̸⊥ could be applied to make the proposal
IND-CCA secure in the QROM. Because, when the HQC was presented, these
transformation results were considerably novel, they are mentioned in [1] only as a
possible best practice.

Table 5 shows the encapsulation and decapsulation algorithms of the HQC pro-
posal, where it can be appreciated how the QFO⊥ is applied. Since the transformation
QFO⊥ uses “explicit rejection”, the key generation algorithm is the same for HQC
KEM and HQC PKE [1].

E𝑐 (𝑝𝑘 ) D𝑐 (𝑠𝑘, 𝑐, 𝑑)
𝑚′ ← F𝑘2 𝑚′ ← D(𝑠𝑘, 𝑐)
𝑟 ← 𝐺 (𝑚) 𝑟 ′ ← 𝐺 (𝑚′ )
𝑐 ← (𝑢, 𝑣) = E(𝑝𝑘, 𝑚, 𝑟 ) 𝑐′ ← E(𝑝𝑘, 𝑚′, 𝑟 ′ )
𝐾 ← 𝐻1 (𝑚, 𝑐) if 𝑐 ≠ 𝑐′ or 𝑑 ≠ 𝐻2 (𝑚′ )
𝑑 ← 𝐻2 (𝑚) return ⊥
return (𝑐, 𝑑, 𝐾 ) else return 𝐾 ← 𝐻1 (𝑚, 𝑐)

Table 5 HQC: key encapsulation mechanism
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5 Conclusions

In this work we have analyzed the variants of the FO transformation applied to
the NIST PQC code-based finalists and alternatives. It is remarkable the fact that
each algorithm applies a different transformation. The FO ̸⊥ variant is the one that
most NIST finalist or alternatives apply (considering all the proposals, not only code-
based). Among the code-based proposals, the FO̸⊥ is used in BIKE and mentioned in
the HQC submission as an alternative transformation. The reason of this prevalence
might be because this is the only transformation that has a tight security proof in the
ROM (without additional hash) in [10].

One of the most surprising design decisions about the algorithms studied is the
transformation chosen for HQC, QFO⊥, which was not studied in [10]. Additionally,
this is the only algorithm that uses a transformation with “explicit rejection”. In [4]
(and in other sources) it is stated that “implicit rejection” gives a better security
reduction. As mentioned in §3, “implicit rejection” implies some design decisions
that may affect the functionality, however it seems like the predominant practice.

The transformation applied in the Classic McEliece submission, QU̸⊥, is a good
example of how relevant the characteristics of the underlying PKE are. McEliece’s
PKE is deterministic and perfectly correct, which allows to apply Dent’s results
that provide a tight security proof in the ROM. In the QROM, Saito et al. provide
a close to tight security proof for the transformation U̸⊥𝑚, which is not the same
transformation applied to McEliece’s algorithm, although both are similar, in some
way. It is reasonable to ask ourselves why this transformation was not used instead.
In [10] it is proven that U̸⊥𝑚 tightly reduces IND-CCA security to OW-CPA in the
ROM, and in [14] Saito et al. provide the security reduction in the QROM (from DS
to IND-CCA in the QROM the reduction is very close to tight).

A possible reason for not choosing the U̸⊥𝑚 transformation might be that Dent’s
results have been studied for a long time, while the more modern results, like the one
from Saito et al. use new security definitions (DS) that are less known. As explained
before, in the McEliece submission it is stated that there is not a concrete proof of
security in the QROM for the transformation applied, however due to the similarities,
the performance and the active research in the area, the designers are confident that
this will not be an issue.
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Abstract In this paper, we propose and analyze a secret key agreement
(SKA) protocol designed for multiple-input multiple-output (MIMO) scenar-
ios, in which a legitimate transmitter estimates the amount of information
that can be leaked to potentially hazardous legitimate receivers in the net-
work, generates a secret key, and transmits the generated key to a specific
legitimate receiver. For the latter key transmission step, a new beamforming
method is proposed that regards other legitimate receivers in the network as
untrustworthy nodes and show the attack algorithm they can perform. The
proposed protocol requires only one-way transmission and no mutual interac-
tion to share the secret key. Through numerical simulations, we evaluate two
scenarios for malicious users, where a part of them are other legitimate re-
ceivers. Namely, we evaluate the information leakage risk of our model under
two conditions: a disadvantage for them, where the malicious user is unaware
of the existence of beamforming, and an advantage, where the user can jam
directly to the beamformer. Finally, to demonstrate the practicality of the
protocol, we demonstrate that the beamforming advantage dramatically re-
duces the computational complexity requirement at the legitimate receiver.
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beamforming.
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1 Introduction

Wireless communications technology has been an indispensable infrastruc-
ture of the modern society over the last decades. Owing both to the increas-
ing reliance onto wireless systems for the transmission of public and private
information, and to the rise of data privacy concerns which is expected to
attract more attention hereafter, secure wireless communications will be a
strict requirement for the future wireless network systems.

In spite of this growing demand, the rapid advancement of quantum com-
puting may threaten the security of Rivest-Shamir-Adleman (RSA) cryp-
tography [1] relying on the complexity of factoring the product of two prime
numbers, which is known to be vulnerable to quantum methods such as Shor’s
algorithm [2]. In view of the latter, obsolete security protocols including those
currently employed in wireless standards need be amended so as to offer truly
secure communications, and consequently reliable and resilient applications.

A key enabling technology to that end is physical layer security (PLS),
which aims to enhance security features of communications systems by ex-
ploiting physical characteristics of wireless channels [3]. PLS can counter
information leakage by adapting multiple-input multiple-output (MIMO)
method, an important technology in wireless communications, to utilize a
precoding design. In particular, if a transmitter can instantly obtain the
channel state information (CSI) of unauthorized user(s) (eavesdropper), it
can separate data exchange between desired users from eavesdroppers [4].

Apart from secure waveform design based on PLS, however, secret key
agreement (SKA) protocols are also necessary to establish properly secure
communications between the transmitter and the desired receiver. A pio-
neering work in that area is Maurer’s protocol for noisy public channels in
the presence of a passive eavesdropper [5], which comprises of two phases:
information reconciliation and privacy amplification. During the information
reconciliation phase, legitimate users match a random sequence via the pub-
lic channel, whereas the goal of the privacy amplification phase is to increase
confidentiality by extracting a key from the agreed-upon random sequence.
Here, to generate a secure key, it is necessary to use a more random public
source, but on the other hand, error correction due to information reconcili-
ation increases, which is a factor that compromises confidentiality.

In order to overcome this, Sharifian et al. proposed a new SKA protocol,
dubbed one-way secret key agreement (OW-SKA) [6], which can prevent
leakage caused by frequent exchange of information. The OW-SKA protocol
is a non-interactive protocol in which a secret key is transmitted unilaterally,
avoiding frequent information exchanges over the public channel, which is
proven to be more secure from an information-theoretic perspective if the
bit error rate (BER) of the desired user, Bob, is better than that of the
unauthorized user, Eve.

Some remaining issues of OW-SKA are, however, that the original article
missed to discuss a realistic system model and scheme that can ensure Bob’s
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Fig. 1: System model where other legitimate receivers are untrustworthy.

BER superiority of Eve’s, and the exponentially increasing complexity for
generating an n-bit secret key at Bob, O(2n). To this end, we offer in this
article the following contributions:

• We propose a PLS scenario in which legitimate users other than the de-
sired receiver in the same wireless network are untrustworthy. We compare
existing beamforming methods in passive PLS scenarios with new beam-
forming method in active jamming scenario, and analyze proposed attack
algorithms and their security.

• We incorporate practical beamforming methods into the SKA protocol
and provide information-theoretic security and a low-complexity detection
scheme, which are shown to be beneficial for massive MIMO scenarios.

2 System Model

In this section we introduce the system model describing how information is
transmitted through a wireless channel from an access point (AP) Alice to a
desired receiver Bob, in the presence of a untrustworthy user Eve.

For the sake of generality, consider a multiple-antenna scenario where Al-
ice, Bob, and Eve are respectively equipped with M , N , and NE antennas,
with the number of antennas at Alice larger than those at Bob and Eve, i.e.,
M > N and N = NE, where N = NE is to generate a correlated matrix.
Given the existing trend towards massive MIMO, we consider in particular
the scenario where M can reach up to thousands, while N and NE are limited
to small numbers.1

1 In our future work, we consider the case where NE is large.
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In light of the above, let yB ∈ CN×1 be the received signal at Bob, which
can be modeled as

yB = HWs + σvB · v (1)

where H ∈ CN×M is the communication channel matrix between Alice and
Bob, with each element given by independent and identically distributed
(i.i.d.) complex Gaussian variables with zero mean and unit variance, denoted
by hn,m ∼ CN (0, 1); W ∈ CM×N is the linear precoding matrix employed by
Alice; s ∈ CN×1 is a digitally-modulated symbol vector with elements drawn
from a prescribed normalized constellation set S such as phase shift keying
(PSK) and quadrature amplitude modulation (QAM); σ2

vB is the aggregate
noise power at Bob; and v ∈ CN×1 denotes an additive white Gaussian noise
(AWGN) vector such that vn ∼ CN (0, 1).

Similarly to the above, the received signal at Eve yE ∈ CNE×1 can be
represented as

yE = HEWs + σvE · vE, (2)

where HE ∈ CNE×1 is the channel matrix from Alice to Eve, vE ∈ CNE×1

is an AWGN vector with each element following CN (0, 1), and σ2
vE is the

aggregate noise power at Eve.
For convenience and without loss of generality, both the average pre-

coded and non-precoded transmit signal powers are normalized according
to E[‖Ws‖2F] = 1 and E[‖s‖2F] = 1, such that precoded or non-precoded
methods can be fairly compared. Consequently, the average signal-to-noise
ratios (SNRs) at Bob and Eve are respectively given by SNRB , 10 ·
log10(1/σ2

vB) [dB], and SNRE , 10 · log10(1/σ2
vE) [dB].

In order to model the channel similarity between Bob and Eve, we further
consider the following model with a correlation coefficient 0 ≤ ρ ≤ 1:

HE = ρH +
√

1− ρ2HEU (3)

where HEU ∈ CNE×M denotes the uncorrelated quantity with each element
following CN (0, 1) and ρ controls the similarity.

Attack Model: We consider two attack models in which Eve remains pas-
sive or interferes actively.

In the passive case, Eve eavesdrops by solving the following optimization
problem

ŝ = argmin
s∈S

‖yE −HEWs‖2F. (4)

Here, Eve is unable to acquire the Alice-Bob channel H and W, which is
the same assumption as [7]. Then, Eve performs powerful multivariable op-
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timization for W exploiting its gradient and estimates the original symbol
vector.

In the active case, Eve interferes with the channel estimation process be-
tween Alice and Bob. Then, we assume that the Alice-Bob channel matrix H
results in

HBJ =
H + σJ ·HJ√

1 + σ2
J

, (5)

where HJ ∈ CN×M is jamming matrix with each element following CN (0, 1),
and σ2

J is the power ratio. Since the channel matrix is normalized by
√

1 + σ2
J ,

the variance of each element remains 1. In this case, Bob has to use the
precoding matrix configured with the noisy channel matrix HBJ. We evaluate
the security level under the above assumptions in Section 4.1.

3 Proposed SKA

In this section, we describe the proposed SKA mechanism composed of two
main ingredients (i.e., precoding and protocol design). Following the require-
ment of the OW-SKA protocol [6], it is assumed that the capacity of the
desired channel (Alice to Bob) is larger than that of the untrustworthy chan-
nel (Alice to Eve). In order to reinforce this assumption, we first introduce
the proposed precoding design to nullify the active attacker channel. In this
case, all other legitimate users in the network are considered Eve, and Alice
assumes that Eve’s channel is available.

3.1 Precoding Design

Taking advantage of high degrees of freedom at Alice, we propose a precoding
design that actively nullifies Eve’s channel under the assumption that Eve’s
channel is available at Alice. First, define H̄ ∈ C(N+NE)×M as

H̄ ,

[
H
HE

]
. (6)

Under the condition that N + NE < M , the sub-spaces corresponding
to Bob and Eve can be separated by pseudo-inversion, such that given the
matrix

G , H̄H(H̄H̄H)−1. (7)

The precoding matrix W that nullifies Eve’s channel, hereafter referred to
as the nulling beamforming (N-BF) matrix, can be obtained as the first N
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columns of G, i.e.,

W , [gij ]M×N,(1≤i≤M,1≤j≤N). (8)

In N-BF, Alice can use HE due to the presence of active Eve and cancel the
channels of Eve regardless of channel correlation.

3.2 Protocol Design

In this subsection, we describe the steps of our proposed protocol, composed
of three phases (Generation, Reconciliation, and Privacy Amplification). The
legitimate transmitter and receiver (Alice and Bob) observe the sequence of
random variables a and b, respectively, and the other user Eve observes e.
Samples of observation at users a ∈ {0, 1}n, b ∈ {0, 1}n and e ∈ {0, 1}n are
binary vectors of length n.

3.2.1 Generation Phase

Alice modulates binary message a into a complex symbol vector s with Gray-
labeling, and transmits it using the precoding matrix W to Bob as in (1).
At the receiver side, Bob estimates symbol vector with maximum-likelihood
decoding (MLD) as following optimization problem.

ŝ = argmin
ŝ∈S

‖yB −HWŝ‖2F. (9)

With the aid of large BF gain, the symbol vector ŝ can be accurately es-
timated. The estimated symbol ŝ is demodulated into the binary vector b,
which is used to generate a shared key. In this phase, Eve executes the attack
algorithm given in (4) and obtains e.

3.2.2 Reconciliation Phase

In the original contribution of OW-SKA [6], it is verified that any universal
hash function family can be used for the reconciliation phase. In this paper,
we propose to use the low-density parity-check (LDPC) matrix [8] as a hash
function, which satisfies the desirable properties for our scenario. The hash-
based SKA protocol in wiretap channel is described in [9]. A hash vector
v ∈ {0, 1}t of length t [bit] is generated as

v ≡ Gsa (mod 2), (10)
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where Gs ∈ Zt×n is the LDPC matrix determined by a seed value s, the
parameter t, and the length of input n. The parameter t is calculated in
advance depending on the sample length n and the entropy between Alice
and Bob. We assume that all of these parameters are known to Eve. The
sparse matrix Gs is randomly generated according to Gallager’s algorithm
[8] and the elements in the matrix are randomly distributed, depending on
the value of the seed s. The matrix product calculation cannot be reversed,
i.e., the irreversibility of the hash function makes it difficult to estimate the
input a from the information in the hash vector v. Thus, Alice calculates the
hash vector v and then transmits it to Bob over a public channel. The goal of
information reconciliation is to recover Alice’s vector a from b. Specifically,
the estimated vector at Bob, â, has to satisfy [6]

− logPa|b(â|b) ≤ λ, (11)

where λ denotes an upper bound calculated by n and the entropy, which is
also known to Eve. The computational complexity for obtaining â is lower
bounded by O(2n).

Proposed Low-Complexity Estimation: Based on (12), we propose a
low-complexity estimation method for â from b at Bob, that mitigates ex-
ponentially increasing complexity with n. Let the Hamming distance d be
dH(â,b) and p be BER between Alice and Bob. Then, the conditional prob-
ability of (11) can be transformed into [6]

− log{pd(1− p)n−d} ≤ λ. (12)

From (12), the search space for vectors â is significantly reduced when the
BER p between Alice and Bob is low. Here, instead of exhaustive search, we
calculate the maximum Hamming distance dmax that satisfies (12) and start
the search procedure from d = 0 to dmax. The total number of candidates c
is calculated as

c =

dmax∑
r=0

nCr, (13)

which is much smaller than 2n. Thus, it is possible to reduce the computa-
tional complexity for obtaining â.

3.2.3 Privacy Amplification Phase

Finally, using a seed s′ known to Eve, Alice and Bob generate hash vectors
kA = Gs′a and kB = Gs′ â, which are the final shared secret key.

All in all, our propose protocol is summarized as Algorithm 1.
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Algorithm 1 SKA with PLS

Input: n−fold samples a ∈ {0, 1}n, λ, t, s ∈ S, s′ ∈ S′.
Output: Key estimates kA and kB .

1: Alice transmits a to Bob using the precoding matrix W.
2: Bob receives b and Eve estimates e (Decoded by MLD) .

Secret Key Agreement :

3: Alice calculates v ≡ Gsa (mod 2) and transmits it to Bob through public channel.
{Gs ∈ Zt×n is LDPC matrix}

4: Bob generates a list of candidates for a that satisfies − log{pd(1− p)n−d} ≤ λ, where

d = dH(â,b) and p = BER estimated by SNR.
5: if no â is found or â is not unique then

6: Abort the protocol

7: end if Bob finds a unique â ∈ T (a|b)
8: return Alice: kA ≡ Gs′a (mod 2), Bob: kB ≡ Gs′ â (mod 2)

4 Simulation Results

Numerical evaluations are offered in this section so as to assess the perfor-
mance of the proposed SKA protocol. In order to evaluate the performance
from different perspectives, we first illustrate the secrecy capacity of the pro-
posed SKA protocol in comparison with other precoding methods, followed
by advantage of the proposed SKA protocol in terms of complexity.

4.1 Secrecy Capacity

First, we evaluate in Fig. 2(a) the secrecy capacity of the proposed SKA pro-
tocol compared with popular precoding methods such as Zero-Forcing (ZF),
singular value decomposition (SVD), maximum ratio combining (MRC), and
minimum mean square error (MMSE). At this time, we analyzed the security
corresponding to the attack model shown in Section 2. We used the parame-
ters M = 1024, N = 2, NE = 2, σJ = 1 and 16QAM. Specifically, the security
evaluation was performed by secrecy capacity, first when Eve is passive and
decodes using only its own channel information, and then when Eve actively
interferes with the beamformer. The secrecy capacity evaluated hereafter de-
fined as the difference of average mutual information (AMI) between Bob and
Eve in [10] as Cs = max{0,AMIB −AMIE}. It can be seen from the Fig. 2(a)
that N-BF can retain a high secrecy level even at high SNR regimes, in which
other precoding approaches fail to convey information securely. This is due
to the assumption that Eve’s channel is available at Alice as shown in Sec-
tion 3 (i.e., active user Eve). As for the other beamformer methods, they can
achieve high secrecy capacity that meets half the capacity, but security per-
formance is not preserved at high SNRs where Eve’s channel is affected. In
contrast, the attack model with interference showed significant degradation
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Fig. 2: Performance comparisons.

of secrecy capacity for all methods, including N-BF. Here, the power level of
the jamming is σJ = 1. This indicates that the wireless channel exposed to
active attack cannot maintain confidentiality.

4.2 SKA Complexity

Having clarified that the active eavesdropper assumption is needed to main-
tain secure communications, we next illustrate the behavior that the proposed
algorithm can significantly reduce its complexity as M , the number of trans-
mit antennas, increases, where we have SNR = 5 [dB]. The result is shown
in Fig. 2(b), in which the number of candidates required to reach secret key
agreement based on the proposed SKA protocol is demonstrated as a func-
tion of M , where the number of candidates is equal to c given by (13). It can
be seen from Fig. 2(b) that as M increases, extremely high quality wireless
communication is possible between the legitimate transmitter and receiver,
and the range of vectors x̂ to be estimated decreases because Bob’s MLD
is almost error free. In addition, the red line in Fig. 2(b) shows the upper
boundary of the number of candidates in the exhaustive search, while the
green line shows the lower boundary, a single candidate, indicating that the
search space is significantly reduced.

5 Conclusion

In this study, we proposed a new protocol that introduces SKA as a method
to realize PLS, and analyzed how well security is actually maintained when
executing PLS scenarios. Since systems containing untrustworthy users have
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information about each other’s counterpart, we proposed a beamforming
method that uses this information to eliminate the rogue user’s channel and,
conversely, analyzed in detail the security performance when subjected to
interferes with the channel estimation. Furthermore, we show that the use of
beamforming in a massive MIMO environment mitigates the computational
complexity of the SKA and demonstrate the effectiveness of PLS security
using secret keys.
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Efficient implementation of stream cipher
SNOW 3G for resource-constrained devices

G. Cotrina, A. Peinado and A. Ortiz

Abstract SNOW 3G is one of the stream ciphers proposed by the standard to protect
data in 3G and 4Gmobile communications. In recent years, the possible adaptation of
the algorithm to the requirements of 5G communications has been studied, resulting
in more efficient implementations, although modifications of the cipher, such as
SNOW-V and SNOW-Vi, have finally been proposed to achieve the throughput and
security that 5G requires. In this article, an efficient implementation of SNOW 3G
is presented. It takes advantage of the 32-bit architecture of the processors and
employes 𝑛-grouped operations giving raised to similar performance than the SIMD
instructions set employed in the most recent stream ciphers. The implementation is
based on the use of the equivalent binary model of the LFSRs defined in 𝐺𝐹 (2𝑛).
Although SNOW 3G seems ruled out for 5G communications, it is still interesting
to have efficient implementations in 4G that allow its integration in devices with
limited processors.

1 Introduction

3G and 4G mobile communication systems define a series of algorithms to provide
confidentiality and integrity in radio links. The SNOW 3G stream cipher [1] is the
primitive used to carry out data encryption and integrity through the UEA2 and
UIA2 algorithms (UEA/UIA stand for UMTS Encryption/Integrity Algorithm), in
the case of UMTS (3G) and through the EEA1 and EIA1 algorithms (EEA/EIA
stand for Evolved packed systems Encryption/Integrity Algorithm), in the case of
LTE (4G), which is the adaptation of UEA2/UIA to the specific parameters of 4G.
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Escuela Técnica Superior de Ingeniería de Telecomunicación, Universidad de Málaga, Campus
de Teatinos 29071 Málaga - Spain, e-mail: gcotrinacuenca@uma.es, apeinado@ic.uma.es, aor-
tiz@ic.uma.es
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Recently, studies have been carried out in order to evaluate the possible use of
SNOW 3G in 5G systems, which have more demanding throughput and security
requirements. On the one hand, this standard determines the use of symmetric
cryptographic systems with 256-bit keys [2], which is not a problem since, although
the SNOW 3G algorithm is used with 128-bit keys in 3G/4G communications, it
was originally defined to be able to use longer keys. On the other hand, the standard
requires that the cryptographic algorithms can operate at 10 and 20 Gbps, in the
uplink and downlink, respectively [3]. However, improvements made to SNOW 3G
implementations have failed to go beyond 9 Gbps [4]. This fact, together with an
effective key length of less than 256 bits, according to the analysis carried out in [5],
suggests that SNOW 3G will be replaced by similar but improved versions, such as
SNOW-V and SNOW-Vi [6] .
However, attempts to improve the performance of SNOW 3G have generated

new implementations based on parallelization and the use of Single Instruction
Multiple Data (SIMD)-type instruction sets, on which the new SNOW-V and SNOW-
Vi algorithms are based, to take advantage of the features of the most advanced CPUs
that also include native instructions to work with the S-boxes defined in the SNOW
family. Unlike these proposals, this work describes an improvement of the SNOW
3G implementation without using the resources of most advanced CPU, that is,
SIMD instructions set o cryptographic native instructions. Hence, the improvement
is focused on devices with several limitations, in the sense that they do not provide
the mentioned advanced capabilities. This kind of devices represents those using
3G/4G networks that will continue to operate for a long time, taking into account
the latest report on Telecommunications from the National Markets Commission of
Spain [7], that reveals a slow migration towards the 5G systems.
The efficient implementation proposed uses an approach similar to that used by

SIMD instruction sets, but without the need for a CPU with such features. In a
certain way, it is about taking advantage of the ability of the basic instructions of
the CPU, such as the XOR operation, to operate on the maximum number of bits
simultaneously, that is, to apply the SIMD concept without the need for SIMD-
specific instructions. To do this, it takes advantage of the fact that SNOW 3G uses
a Linear Feedback Shistf Register (LFSR) defined on the extended field 𝐺𝐹 (232) to
generate 32 bits in each iteration. This type of LFSR can be implemented bymeans of
an equivalent binary model composed of multiple binary LFSRs, much simpler and
all controlled by the same feedback polynomial [8]. The rest of the paper is structured
as follows. In Section 2, the stream cipher SNOW 3G is described. Section 3 and
4 describe the equivalent binary model and its application to the particular case
of SNOW 3G. Section 5 contains the performance evaluation and section 6 the
conclusions.
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2 SNOW 3G description

SNOW 3G is a word-oriented stream cipher designed to generate a sequence of
32-bit words that will be used as the keystream to be xored with the plaintext. The
cipher is controlled by a 128-bit key and a 128-bit initialisation variable (IV) and is
composed by two main blocks, as it is shown in Fig. 1, an LFSR and a Finite State
Machine (FSM). The LFSR is defined in 𝐺𝐹 (232). Hence, every cell contains 32
bits. As it has 16 cells, 𝑠0, 𝑠1, . . . , 𝑠15, the LFSR has an internal state of 512 bits. The
LFSR produces a pseudorandom sequence determined by the feedback polynomial
𝑔(𝑥) ∈ 𝐺𝐹 (232) [𝑥]

𝑔(𝑥) = 𝛼𝑥16 + 𝑥14 + 𝛼−1𝑥5 + 1 , (1)

where 𝛼 is a root of the polynomial 𝑥4+ 𝛽23𝑥3+ 𝛽245𝑥2+ 𝛽48𝑥+ 𝛽239 ∈ 𝐺𝐹 (28) [𝑥]
and 𝛽 is a root of 𝑥8 + 𝑥7 + 𝑥5 + 𝑥3 + 1 ∈ 𝐺𝐹 (2) [𝑥]. Hence, the feedback connection
can be expressed as follows

𝑠
(𝑡+1)
15 = 𝛼−1𝑠 (𝑡)11 + 𝑠

(𝑡)
2 + 𝛼𝑠

(𝑡)
0 , (2)

where + denotes the bitwise XOR operation. The FSM block is responsible for
nonlinear operations. It takes two 32-bit words from the LFSR as the inputs and
outputs a 32-bit word to be xored with the LFSR output.
Two operation modes are defined. The first one performs an initialisation. The

128-bit key and IV are combined to initialise the LFSR state and then it is operated
32 times without producing output. Then the normal mode begins to output the
32-bit word sequence
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3 Equivalent binary model of LFSR in 𝑮𝑭(2𝒏)

The LFSR is one of the most widely used pseudorandom sequence generators in the
design of stream ciphers due to its simplicity, ease of design and the good statistical
properties of the sequences they generate. As it is well known [9], when the feedback
polynomial used is primitive, the generated sequence is of maximum length, 2𝐿 − 1,
where 𝐿 is the number of cells in the LFSR. These sequences of maximum length are
known as 𝑚-sequences. In most cases, LFSRs are defined over 𝐺𝐹 (2) and therefore
only one bit is generated in each iteration. This architecture, initially oriented to
a hardware implementation, allows its application in high-speed communications
since only the XOR operation is used. However, it is very common to use software
implementations, as is the case of mobile communication networks in which the
virtualization of nodes is increasing [6]. In these and other cases, processor word
lengths make software implementations generally inefficient [10]. To overcome this
situation, recently, stream ciphers with LFSRs defined in extended fields, 𝐺𝐹 (2𝑛),
where 𝑛 is the word length of the processor, have been proposed [11, 12]. Thus,
in each iteration, 𝑛 bits will be generated. The drawback of operating on extended
fields is that the operations to obtain a new element from the sequence are much
more computationally complex. For this reason, current implementations carefully
select the feedback polynomials instead of using any primitive polynomial, as is the
case in the binary field.
Recently, in [8], an equivalent model of the LFSRs defined in 𝐺𝐹 (2𝑛) has been

proposed. Themodel allows LFSRs to be expressed bymeans of 𝑛 binary LFSRs, that
is, defined in 𝐺𝐹 (2), with the particularity that all the binary LFSRs have the same
feedback polynomial. As described in [8], the model is based on the relationship
between the𝑚-sequences generated by the extended field LFSR and the𝑚-sequences
generated by the binary LFSRs. Therefore, if we call < 𝐿, 𝑓 (𝑥), 𝑛 > the LFSR of 𝐿
cells defined in𝐺𝐹 (2𝑛) with a feedback polynomial 𝑓 (𝑥) ∈ 𝐺𝐹 (2𝑛) [𝑥] of degree 𝐿,
and similarly, < 𝑛𝐿, 𝑝(𝑥) > to the LFSR of 𝑛𝐿 binary cells with feedback polynomial
𝑝(𝑥) ∈ 𝐺𝐹 (2) [𝑥] of degree 𝑛𝐿, the model described in [8] states that the LFSR
< 𝐿, 𝑓 (𝑥), 𝑛 > is equivalent to the set formed by 𝑛 LFSR < 𝑛𝐿, 𝑝(𝑥) > such that
the sequences generated by each binary LFSR correspond to each of the decimated
sequences of the LFSR < 𝐿, 𝑓 (𝑥), 𝑛 >. Equivalently, the sequence that generates
the 𝑖-th binary LFSR matches the decimated sequence that is obtained by taking the
𝑖-th bit of each element of the sequence generated by the LFSR < 𝐿, 𝑓 (𝑥), 𝑛 >. On
the other hand, although the polynomials 𝑓 (𝑥) and 𝑝(𝑥) are related, obtaining 𝑝(𝑥)
from 𝑓 (𝑥) can be done much more efficiently by generating the first few elements
of the original sequence and calculating the minimal polynomial 𝑝(𝑥) of any of the
decimated sequences, as shown in [8].
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4 Efficient implementation

The model in [8], described in the previous section, can be applied to SNOW 3G,
since the cipher is based on an LFSR that operates on 𝐺𝐹 (232). As shown in the
figure 1, the LFSR block is independent of the FSM block, so modifications can
be applied to the LFSR implementation without affecting the FSM, as long as the
connections between both are maintained. Therefore, the implementation proposed
in this work focuses exclusively on modifying only the LFSR block.
The equivalent model transforms the original 512-bit LFSR < 16, 𝑓 (𝑥), 32 >

into 32 binary LFSRs < 512, 𝑝(𝑥) > of 512 bits each. The first step is to obtain
the polynomial 𝑝(𝑥) that determines the feedback of the binary LFSRs. The most
efficient procedure is to generate enough elements of the pseudorandom sequence,
generate the 32 decimated sequences, and calculate theminimal polynomial using the
Massey-Berlekamp algorithm [13]. Since all 32 sequences have the same feedback
polynomial, it is only necessary to apply the Massey-Barlekamp algorithm to one of
them. The obtained polynomial is
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𝑝(𝑥) = 1 + 𝑥5 + 𝑥16 + 𝑥19 + 𝑥20 + 𝑥21 + 𝑥25 + 𝑥26 + 𝑥30 + 𝑥33 + 𝑥36 (3)
+𝑥37 + 𝑥39 + 𝑥41 + 𝑥44 + 𝑥45 + 𝑥46 + 𝑥47 + 𝑥49 + 𝑥50 + 𝑥51 + 𝑥53

+𝑥55 + 𝑥56 + 𝑥57 + 𝑥58 + 𝑥59 + 𝑥63 + 𝑥65 + 𝑥66 + 𝑥67 + 𝑥68 + 𝑥69

+𝑥70 + 𝑥72 + 𝑥73 + 𝑥75 + 𝑥76 + 𝑥78 + 𝑥81 + 𝑥87 + 𝑥88 + 𝑥89 + 𝑥93

+𝑥94 + 𝑥97 + 𝑥98 + 𝑥102 + 𝑥103 + 𝑥104 + 𝑥105 + 𝑥109 + 𝑥111 + 𝑥112

+𝑥113 + 𝑥115 + 𝑥116 + 𝑥117 + 𝑥118 + 𝑥119 + 𝑥120 + 𝑥121 + 𝑥123 + 𝑥124

+𝑥125 + 𝑥126 + 𝑥128 + 𝑥129 + 𝑥131 + 𝑥132 + 𝑥136 + 𝑥138 + 𝑥141 + 𝑥143

+𝑥146 + 𝑥147 + 𝑥149 + 𝑥151 + 𝑥152 + 𝑥153 + 𝑥155 + 𝑥156 + 𝑥158 + 𝑥163

+𝑥164 + 𝑥165 + 𝑥169 + 𝑥171 + 𝑥172 + 𝑥173 + 𝑥174 + 𝑥175 + 𝑥177 + 𝑥178

+𝑥179 + 𝑥184 + 𝑥190 + 𝑥193 + 𝑥199 + 𝑥201 + 𝑥203 + 𝑥206 + 𝑥208 + 𝑥210

+𝑥213 + 𝑥214 + 𝑥215 + 𝑥216 + 𝑥217 + 𝑥222 + 𝑥226 + 𝑥227 + 𝑥228 + 𝑥229

+𝑥230 + 𝑥232 + 𝑥233 + 𝑥235 + 𝑥236 + 𝑥238 + 𝑥239 + 𝑥240 + 𝑥243 + 𝑥248

+𝑥249 + 𝑥251 + 𝑥253 + 𝑥255 + 𝑥257 + 𝑥258 + 𝑥259 + 𝑥262 + 𝑥264 + 𝑥269

+𝑥271 + 𝑥274 + 𝑥276 + 𝑥278 + 𝑥281 + 𝑥282 + 𝑥283 + 𝑥285 + 𝑥286 + 𝑥289

+𝑥291 + 𝑥292 + 𝑥293 + 𝑥294 + 𝑥295 + 𝑥296 + 𝑥297 + 𝑥298 + 𝑥299 + 𝑥301

+𝑥303 + 𝑥304 + 𝑥305 + 𝑥306 + 𝑥307 + 𝑥310 + 𝑥319 + 𝑥322 + 𝑥324 + 𝑥326

+𝑥329 + 𝑥330 + 𝑥333 + 𝑥336 + 𝑥337 + 𝑥338 + 𝑥339 + 𝑥341 + 𝑥343 + 𝑥344

+𝑥345 + 𝑥347 + 𝑥350 + 𝑥351 + 𝑥352 + 𝑥353 + 𝑥354 + 𝑥355 + 𝑥356 + 𝑥357

+𝑥359 + 𝑥362 + 𝑥363 + 𝑥365 + 𝑥366 + 𝑥371 + 𝑥372 + 𝑥374 + 𝑥375 + 𝑥385

+𝑥387 + 𝑥388 + 𝑥390 + 𝑥392 + 𝑥393 + 𝑥395 + 𝑥396 + 𝑥398 + 𝑥399 + 𝑥400

+𝑥402 + 𝑥405 + 𝑥409 + 𝑥411 + 𝑥412 + 𝑥414 + 𝑥419 + 𝑥420 + 𝑥423 + 𝑥424

+𝑥427 + 𝑥429 + 𝑥431 + 𝑥432 + 𝑥433 + 𝑥434 + 𝑥437 + 𝑥438 + 𝑥441 + 𝑥444

+𝑥445 + 𝑥446 + 𝑥449 + 𝑥452 + 𝑥458 + 𝑥459 + 𝑥461 + 𝑥462 + 𝑥466 + 𝑥469

+𝑥470 + 𝑥471 + 𝑥477 + 𝑥478 + 𝑥480 + 𝑥481 + 𝑥483 + 𝑥485 + 𝑥486 + 𝑥490

+𝑥493 + 𝑥494 + 𝑥501 + 𝑥502 + 𝑥504 + 𝑥510 + 𝑥512

Once the polynomial 𝑝(𝑥) has been calculated, the 32 binary LFSRs can be
implemented as shown in figure 2, maintaining the connections with the FSM
block. Thus, there are 32 LFSRs that must be executed in parallel. This scheme is,
precisely, the one that allows to obtain the maximum performance of the processors,
since the instruction that carries out theXORoperation operateswith 32-bit numbers.
These same processors that are inefficient when executing binary LFSR software
implementations because each feedback only generates one bit, despite working
with instructions that can handle 32-bit data, can now take advantage of their full
potential because each XOR operation is being applied to 32-bit data, that is, to the
32 binary LFSRs simultaneously.
However, although the binary equivalent model allows the generation of the same

sequences as the original LFSR, it is necessary to calculate the correct seeds for
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binary LFSRs since the original seed has only 512 bits length. To do this, it must
be taken into account that although the 32 binary LFSRs have the same feedback
polynomial and, therefore, the 𝑚-sequence they generate is the same, there is a
displacement or phase shift \ 𝑗 between them that is determined by the seed of
each one. These relative displacements between the different 𝑚-sequences can be
calculated giving rise to the corresponding matrices that would allow obtaining the
state of any 𝑚-sequence from the others. Considering the 0-th 𝑚-sequence as a
reference, 𝐴( 𝑗) = 𝐴\ 𝑗 is the matrix to obtain the state of the 𝑗-th 𝑚-sequence from
0-th 𝑚-sequence. In this way, if the state of any of the binary LFSR is known, the
states of all of them can be computed. This approach could be applied to compute the
binary seeds from only one binary seed. However, no binary seeds are completely
known. The 512 bits of the initial seed are distributed among all binary LFSR giving
rise to partial binary seeds.
For any given seed (𝑠0, 𝑠1, . . . , 𝑠𝐿−1), the seeds of the binary LFSRs can be rep-

resented as (𝑠0, 𝑗 , 𝑠1, 𝑗 , . . . , 𝑠𝑛𝐿−1, 𝑗 ), where 𝑠 𝑗 = (𝑠 𝑗 ,0, 𝑠 𝑗 ,1, . . . , 𝑠 𝑗 ,31). Furthermore,
we have,

(𝑠0, 𝑗 , 𝑠1, 𝑗 , . . . , 𝑠𝑛𝐿−1, 𝑗 ) = (𝑠0,0, 𝑠1,0, . . . , 𝑠𝑛𝐿−1,0)𝐴( 𝑗), (4)

where 𝑠𝐿, 𝑗 , . . . , 𝑠𝑛𝐿−1, 𝑗 are unknowns for every 0 ≤ 𝑗 ≤ 𝑛 − 1.The values
𝑠𝐿,0, . . . , 𝑠𝑛𝐿−1,0 can be obtained solving the linear system composed with the (𝑛𝐿−
𝐿) equations with the known values 𝑠0, 𝑗 , 𝑠1, 𝑗 , . . . , 𝑠𝐿−1, 𝑗 , for 0 ≤ 𝑗 ≤ 𝑛 − 1.

FSM

s15 s5

LFSR1

LFSR2

LFSR32

Fig. 2 Efficient implementation of SNOW 3G stream cipher
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5 Performance evaluation

The proposed implementation maximizes the use of XOR operations, since the
time that the processor takes to perform an XOR intruction with 1-bit data is the
same with 32-bit data. Therefore, the increase in the bit generation rate, by a factor
𝑛 = 32, produced by using LFSRs defined in 𝐺𝐹 (232), would generate, from a
theoretical point of view, an improvement in the execution time of the same amount.
However, it must be taken into account that the feedback determined by 𝑓 (𝑥) in the
LFSR < 16, 𝑓 (𝑥), 32 > and by 𝑝(𝑥) in the LFSR < 512, 𝑝(𝑥) > are different. In
the specific case of SNOW 3G, the polynomial 𝑝(𝑥) has 250 coefficients, which
considerably limits the improvement. In order to quantify the improvement, we have
made an estimation on the processing time. We denote 𝑡𝐴 the number of operations
of the function 𝐴. The original version of SNOW 3G can be performed using a total
number of operations

𝑡𝑇𝑂𝑇𝐴𝐿 = 𝑡𝑆𝐸𝐸𝐷 + (32 + 𝑛) (𝑡𝐹 + 𝑡𝐿𝐹𝑆𝑅), (5)

where 𝑡𝑆𝐸𝐸𝐷 refers to the intial state setting, 𝑡𝐹 the FSM output computation
and 𝑡𝐿𝐹𝑆𝑅 the computation of the LFSR next state. Eq 5 includes the effect of
the 32 iterations of the Initialization phase and the 𝑛 iterations of keystream phase
responsible for the on-demand generation of 𝑛 32-bit words, as it is described in
section 2. Taking as reference the code published in [1], we estimate 𝑡𝑆𝐸𝐸𝐷 = 29,
since the initial state setting performs 10XORoperations and 19 accesses tomemory;
𝑡𝐹 = 98, since 2 additions modulus 232, 2 AND operations, 2 XOR operations
and 2 S-box functions are performed in the FSM for the output computation; and
𝑡𝐿𝐹𝑆𝑅 = 1372, related to the feedback computation in the extended field 𝐺𝐹 (232).
Note that these computations are performed using an iterative scheme determined
by the exponents of 𝛽 in section 2. Consequently, we have

𝑡𝑇𝑂𝑇𝐴𝐿 = 29 + (32 + 𝑛)1470, (6)

The improved version proposed in this paper does not modify the FSM output
computation. The improvement is focused on the LFSR that is performed using
250 XOR operations and 249 accesses to memory. The intial state setting is now
performed by 10XOR operations and 515 accesses to memory, due to the utilization
of 32 binary LFSR. Hence, the overall performance of the improved version is

𝑡𝑇𝑂𝑇𝐴𝐿𝑒𝑞 = 𝑡𝑆𝐸𝐸𝐷𝑒𝑞 + (32 + 𝑛) (𝑡𝐹 + 𝑡𝐿𝐹𝑆𝑅𝑒𝑞) = 525 + (32 + 𝑛)597 (7)

In order to estimate the theoretical speed-up provided by the binary equivalent
model of LFSR defined in 𝐺𝐹 (232), we first calculate the improvement 𝑥𝐿𝐹𝑆𝑅 of
the LFSR implementation as

𝑥𝐿𝐹𝑆𝑅 =
𝑡𝐿𝐹𝑆𝑅

𝑡𝐿𝐹𝑆𝑅𝑒𝑞

=
1372
499

= 2.75 (8)
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The LFSR feedback computation takes most of computational effort. The portion
of the overall time consumed by LFSR can be computed as

𝐹𝐿𝐹𝑆𝑅 =
(32 + 𝑛)𝑡𝐿𝐹𝑆𝑅

29 + (32 + 𝑛) (𝑡𝐹 + 𝑡𝐿𝐹𝑆𝑅𝑒𝑞)
, (9)

which is bounded between 93.27%, when 𝑛 → 0, and 93.33%, when 𝑛 → ∞.
Hence, the theoretical speed-up 𝑆 produced by the proposed improvement is

𝑆 =
𝑥𝐿𝐹𝑆𝑅

𝐹𝐿𝐹𝑆𝑅 + 𝑥𝐿𝐹𝑆𝑅 (1 − 𝐹𝐿𝐹𝑆𝑅)
= 2.46, (10)

However, experimental tests indicate an improvement of 3.3 times in the execution
time, instead of 2.75, without taking into account the execution time of the FSM
block, and 3.1 times considering the overall time. This difference may be caused by
some theoretical considerations, such as, the asumption that all operations take the
same procesing steps.
The practical application of the equivalent model requires the transformation of

the initial 512-bit seed into a longer seed that can be used to initialize the 32 binary
LFSRs. To do this, it is necessary to precalculate the displacement matrices 𝐴( 𝑗)

which, as it depends only on 𝑓 (𝑥), are always the same. Therefore, the execution
time used in the calculation of these matrices has not been taken into account for the
general analysis. However, these matrices must be applied in the initialization phase
of the cipher. Since this calculation is only applied in the initialization phase, it does
not significantly affect the total execution time, which ismaintained three times better
than the original. The experimental tests have been performed on an Intel computer
using Python 3.9 programming language to implement both versions, the original,
adapted from the official C code published in [1], and the proposed improvement. In
this way, no SIMD instructions have been employed and only 32-bit data.

6 Conclusions

In this work, we have presented an efficient implementation of SNOW 3G stream
cipher without the need to use a SIMD instruction set, but using a similar strategy,
grouping 𝑛 = 32 binary LFSRs to execute the 32 simultaneous feedbacks in the same
time as a single feedback. The reduction in the execution time is bounded by the
high amount of nonzero coefficients of the equivalent feedback polynomial 𝑝(𝑥).
Therefore, better results can be expected in the application of this model in other
LFSR-based ciphers with a smaller number of coefficients.
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State of the art of cybersecurity in cooperative,
connected and automated mobility

O. Castillo Campo, V. Gayoso Martı́nez, L. Hernández Encinas, A. Martı́n Muñoz
and R. Álvarez Fernández

Abstract In recent years, mobility systems have been steadily improving their per-
formance in terms of connectivity, allowing road users to communicate among
them and with the road infrastructure either directly or through internet cloud-based
services. The aim of this contribution is to provide an overview of inter-vehicle com-
munications cybersecurity challenges in the cooperative, connected and automated
mobility sector and make possible a further analysis of the cryptographic methods
and tools that can leverage their security in a world where quantum computers will
be a practical menace at some point in the future.

1 Introduction

Information technologies and intelligent systems take an important part in several
aspects of our daily life. Advances in digitalization have made possible that many
society activities are assisted or even driven by some type of intelligent systems. In
addition, most of these technologies are supported by global access to the internet
thanks, among other technologies, to mobile phone communications. However, this
new situation has developed new risks and security threats.

Cybersecurity has become a key issue for all business sectors, particularly in
critical ones such as energy or transport. In Spain, the transport sector is one of
the strategic areas suffering more cyberattacks and, due to that, it is of increasing
relevance in the scope of national security strategy [1]. Cybercriminals and malicious
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insiders frequently use ransomware attacks, while Distributed Denial of Service
(DDoS) attacks and other means for disrupting the operations and stealing vital data
cause important economic losses.

In this context, mobility systems have been steadily improving their performance
in terms of connectivity, allowing road users to communicate among them and with
the road infrastructure either directly or through internet cloud-based services. These
new mobility technologies can be included under the term Intelligent Transport
Systems (ITS). ITS can be used for improving traffic efficiency and road safety,
managing road infrastructures, and enhancing the driving experience. In this way,
ITS technologies are the tool that will allow to enable Cooperative, Connected and
Automated Mobility (CCAM) in the near future.

ITS applications are based on data collection, processing, and analysis. For exam-
ple, connected vehicles can learn from each other in order to generate and maintain a
reliable picture of the driving environment, such as the presence of pedestrians and
cyclists, dangerous crossings or areas with adverse weather conditions.

ITS require a complex ecosystem and depend on the continuity of communications
between the vehicle and its environment. However, the proliferation of connected
and automated technologies for transport systems using short range or mobile con-
nectivity makes possible new opportunities and vector attacks for cyber intrusion.
Accordingly, cybersecurity is a key feature for trusted communication of road users
with other road users, infrastructures, and cloud-based services. CCAM systems
must be free of operational fails and cybersecure under the operating conditions in
which the system is designed, and make possible reliable, safe, and secure operation
of mobility systems and services.

The aim of this article is to provide a summary of the specific threats and require-
ments for CCAM cybersecurity assets and, in addition to that, to review some of the
latest cryptographic advances that can be used to guarantee a good level of security
even in the presence of quantum computers.

This contribution is organized as follows: Section 2 describes the most important
elements of the CCAM ecosystem. Section 3 enumerates the list of challenges in
CCAM solutions. Section 4 discusses specific CCAM cybersecurity issues. Section 5
presents the latest advances in cryptography associated to the emergence of quantum
computers. Finally, conclusions are offered in Section 6.

2 CCAM ecosystem

There are many stakeholders, infrastructures, connected services, and products in
CCAM systems. In this complex ecosystem, it is possible to differentiate between
connected services and off-board systems on the one hand, and physical infras-
tructures, vehicles and mobility users, mobility products and associated equipment,
services based on Operational Technology (OT), Information Technology (IT), elec-
tric/electronics architectures, and on-board systems on the other.

Smart and autonomous vehicles could be considered as the mayor component of
CCAM systems due to the significant amount of personal vehicles moving on the
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roads. An essential part of these infrastructures are the Vehicular ad-hoc networks
(VANETs). A VANET is a communication network using wireless inter-vehicle com-
munication technology. Besides inter-vehicle communication, the devices onboard
the vehicle need to communicate with each other using in-vehicle networks with the
goal to implement various distributed control functions.

Sensors and device microcontrollers are instances of CCAM components used
for collecting and processing environmental data while in routing, in addition to
managing and controlling tasks in smart traffic controllers. Besides, applications,
devices, and services around the Internet of Things (IoT) use mobile technology, so
in this sense smartphone performance and connectivity standards will play a special
role. Therefore, smartphones are a key component of CCAM systems, enabling
integration with smart vehicles and other components of the system. As an example,
the EU funded the Autopilot project [2], promoting automated driving thanks to the
IoT and mobile communications.

Besides, the technologies that will enable the uptake of CCAM in the near future
are summarized below:

1. Computation: Response time constraints, high volume of data and cryptographic
communication protocols in the dynamic CCAM scenario need microcontrollers
or on-board computers with a great processing capability. To this end, there are
two distinct trends: cloud and fog computing. Unlike cloud computing, where
the data is stored and processed in remote servers hosted on the internet, in fog
computing most of the information is processed close to the source.

2. Analytics: Taking advantage of cloud or fog computing capabilities, it is possible
to create a hierarchical analytics network based on regional traffic intermediary
servers and a central traffic authority.

3. Communication networks: The main types of CCAM communications are
Vehicle-to-infrastructure (V2I), Vehicle-to-vehicle (V2V) and Vehicle-to-net-
work (V2N). V2I communication consists in the information exchange between
vehicles and road infrastructure, such as the communication between the vehi-
cle On-Board Units (OBUs) and the infrastructure Road-Side Units (RSUs). In
comparison, V2V enables to share traffic information with other vehicles. Be-
sides, V2N represents the communication from V2I devices to the central control
servers. In general, CCAM communications used for broadcasting and relaying
information fall under the Vehicle-to-Everything (V2X) umbrella.
All these CCAM communications are supported by VANETs, which are based on
wireless network technologies and face several security challenges such as Denial-
of-Service (DoS), sybil and replay attacks, and user privacy issues, among others,
that potentially can be spread to other components jeopardizing the security of
the entire system.
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3 Challenges in CCAM solutions

The complex CCAM ecosystem faces a great variety of threats1, vulnerabilities2,
and risks3. CCAM systems are subject to the following threats:

• Physical attacks. The ITS elements display a hybrid nature, as they are composed
of hardware and digital components. Thus, they can be exposed to physical damage
caused not only by an attacker but also by meteorological disasters.

• Accidental hardware or software mistakes.
• Service interruptions (e.g., disruptions in the electricity supply).
• Malicious activities like viruses, ransomware, data modifications, etc.

Besides, CCAM systems face several vulnerabilities:

• Size and topology of transport systems.
• Interdependence between systems.
• Availability of data access and online services in real time.
• Volume of ITS users and operators.

The threats and vulnerabilities previously mentioned point to the next risks:

• System components risks:

– Loss of operability.
– Hardware and software damages.
– Confidence in the information received.

• Business risks:

– Loss of service.
– Damages in the corporate image.
– Non-compliance with regulations.

• Social risks:

– Service unavailability.
– Personal damages.
– Environmental impact.
– Private and confidential data exposed.

CCAM security issues generate a great number of challenges that need to be
addressed. Among them, we can point out the following ones:

• Hardware and digital security integration.
• Suitable investments in cybersecurity.
• Appropriate methodology of security effectiveness measurements.

1 Threat: Potential cause of an incident, causing damage to the systems.
2 Vulnerability: Weakness of a system that can be exploited by internal or external threats.
3 Risk: Probability that a threat will materialize by exploiting the vulnerability.
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• Construction of data loggers for security attacks and sharing of the gathered
information.

• Coexistence of old and new systems in the CCAM infrastructure.
• Operator data exchange methodology and security responsibility.
• New and holistic design approach that consolidates vehicle and transportation

safety from the ground up.

4 CCAM cybersecurity

The consequences of cyberattacks are not limited to financial losses or damage to
the professional image, but can also extend to personal damage. In this sense, it is
necessary to ensure the provision of critical measures against cyberattacks. Thus,
resilience is one of the cornerstones in the security strategies for protecting critical
infrastructures. In this sense, the Spanish National Center for the Protection of
Critical Infrastructures (CNPIC) [3] and Ineco [4], an engineering and consultancy
Spanish company focused on sustainable mobility and digital transformation, are
working on the creation of a certification scheme for the protection of essential
infrastructures and services through which the level of security maturity would be
observed in all areas of the organization [5]. In this way, the operators could prove
compliance with the Protection of Critical Infrastructures (PIC) regulations.

4.1 Threats and attack analysis

From a simplified security point of view, there are two potential attack targets: vehicle
and road infrastructure elements. In this way, both the exposed interfaces and all the
assets associated to the end-points of these interfaces are exposed to security risks.
Under these premises, physical attacks, such as sabotage and vandalism attacks, or
legal threats (e.g. non-compliance with regulations) are out of the scope of this
analysis.

Exposed interfaces could be exploited by another valid user, such as vehicles
or RSUs, leading to undesired actions or events due to, for example, design flaws
or entities posing as valid users causing malicious actions or providing false or
misleading information to other users.

CCAM security threats are classified according to the following security objec-
tives: Confidentiality, integrity, availability, authenticity, and non-repudiation [6, 7].

1. Confidentiality: Eavesdropping problems related to secure and private information
sharing within the CCAM system fall into this threat category. Confidentiality
is an imperative feature in V2X technologies to prevent information disclosing
attacks in CCAM communications. The complex CCAM ecosystem makes it
challenging to achieve confidentiality in communications between such disparate
devices with different computing capabilities.
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2. Integrity: All the CCAM interfaces are exposed to integrity attacks. A malicious
user can intercept messages between two other users and manipulate or distort
their content, which should be avoided.

3. Availability: Vulnerabilities related to DoS attacks are categorized as availability
threats.

4. Authenticity: This threat category includes identification issues.
5. Non-repudiation: Accountability and non-repudiation system capabilities are a

cornerstone in CCAM systems providing protection against malicious actions by
users (legitimate or not) within the system.

4.2 Cyberattack target examples

There are many elements that can become the target of cyberattacks. A non-
exhaustive list divided into three categories is provided below [8]:

• Attacks against applications and systems that directly affect public safety and
critical operations: vehicle detection systems, reversible lanes, railway crossing
barriers, dynamic message signs, pedestrian detectors, street light controls, etc.

• Attacks against applications and systems that affect daily operations and revenue
generation: bus lane cameras, red-light cameras, speed cameras, automated toll
collection systems, ticket and parking payments, congestion zone charges, freight
truck trolls, etc.

• Attacks against applications and systems that support the previous systems and
the organization itself: emissions and air quality sensors, cooperative traffic and
position sharing systems, artificial intelligence and machine learning applications,
etc.

4.3 Cybersecurity methodologies in the CCAM development process

CCAM systems need to use a comprehensive methodology approach and the ap-
propriate models to manage cybersecurity risks, which would allow to implement a
unified cybersecurity approach of CAM products and services. In the following para-
graphs, a brief summary of the methodologies used so far during the development
process of cybersecurity CCAM products is shown.

In 2019, the National Institute of Standards and Technology (NIST) updated the
version of the Cyber Security Framework (CSF) [9]. The updated version provides
information and tools for the institutions to assess their current cybersecurity state,
making it possible to identify security risks and build security improvements tailored
to the characteristics and requirements of each network infrastructure. The main
functions of the NIST framework are summarized below:

• Identify assets and resources. The first function of the NIST framework is to
identify assets and resources needed to fulfill the institutional risk management
plan.
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• Protect. Security solutions (authentication tools, policies, protocols, and prac-
tices) guarantee the secure management of the identities and credentials for trusted
users, devices, and processes.

• Detect. Information shortcomings and anomalies are easily identified because the
system data is continuously monitored.

• Respond. An adequate response to cybersecurity issues must be based on complete
analysis to determine the response and restore actions to be taken.

• Recover. To ensure the damage recovery after a cybersecurity incident in a short
period of time, a recovery process plan including technical and management
procedures and tools should be carried out.

Typically, cybersecurity has been included at the end of the development phase
instead of taken into account in the design. Therefore, incorporating cybersecurity
layers during the design enables strong defense capabilities based on the principle
of least privilege cybersecurity [9]. The main cybersecurity layers that should be
considered are:

• Perimeter. It is the first layer and therefore it secures the interfaces.
• Network. Firewall services protect the network layer from external access.
• End-point security. The end-point security delivers secure connections between

electronic components.
• Application. The objective of this layer is to ensure that the applications running

in the processor are authorized and trustworthy.
• Data. The last layer provides data security. Integrity, confidentiality, and reliability

of user data must be guaranteed.

In order to implement a cybersecurity-by-design methodology, there are several
tools, such us the Threat Modeling Method (TMM), the Hazard Analysis and Risk
Assessment (HARA), and the Threat Analysis and Risk Assessment (TARA) [9].

The TMM analyzes the potential threats or attacks from unknown sources. There
are several types of TMM (STRIDE, PASTA, LINDDUN, Attack tree, VAST, Se-
curiCAD, etc.). It is possible to combine several TMN methods to build a stronger
tool to repel a potential risk.

TARA, based on the ISO/IEC 27001 standard, discriminates and identifies se-
curity threats. Both HARA and TARA analyses should be combined in the early
phases of the design. The safety specifications are usually classified into functional
safety requirements and safety integrity requirements, usually through a multi-step
method:

1. Safety function identification.
2. Safety function assessment. Based on the concept of Safety Integrity Level (SIL),

IEC 61508 shows a classification from most (SIL 4) to least reliable (SIL 1).
ISO 26262 is a modification of the SIL classification that contains an Automotive
Safety Integrity Level (ASIL) that considers special safety performances.

3. Safety function verification.
4. Failure Mode and Effects Analysis (FMEA).
5. Functional safety audits.



8 O. Castillo, V. Gayoso, L. Hernández, A. Martı́n and R. Álvarez

5 Cryptography

There are several types of cryptographic algorithms that can be used to build security
protocols for vehicular communications. The main type of algorithms are described
bellow [9, 10, 11]:

• Symmetric key encryption (also known as secret key encryption) algorithms:
They are based on the usage of one key shared by both ends of the communication
channel. These types of algorithms are generally very fast, but the key distribution
may be a problem for a large number of users.

• Asymmetric key encryption (also known as public key encryption) algorithms:
They are generally slower than symmetric key algorithms, but in comparison the
logistics of key distribution are significantly reduced.

• Digital signature algorithms: This type of algorithms are used in order to ensure
message authentication and non-repudiation. In practice, they rely on public key
algorithms.

5.1 Post-quantum cryptography

As it is well known, when using large-scale quantum computers, Shor’s algorithms
are able to break the security of all public-key algorithms that rely on integer
factorization and discrete logarithmic problems, including Diffie-Hellman, ElGamal,
RSA, and Elliptic Curve Cryptography (ECC) [12]. This is due to the fact that, if a
quantum computer with sufficient computing capacity is developed, the mathematical
problems on which the security of such cryptosystems are based (basically, integer
factorization and discrete logarithms) could be solved in just a few hours or days at
much.

Another algorithm that will affect cryptographic applications is Grover’s algo-
rithm, which offers a quadratic speed up of unstructured search problems [13].
Although Grover’s algorithm does not threaten to render current cryptographic
technologies obsolete, it requires to double the key size for some symmetric key
algorithms such as the Advanced Encryption Standard (AES) and hash functions
such as the ones belonging to the SHA-2 and SHA-3 families.

In 2016, NIST initiated a process to develop and standardize one or more quantum-
resistant public-key algorithms [14]. The process is now at its final stage, where a
set of selected algorithms for Public Key Encryption (PKE)/Key Encapsulation
Mechanim (PEM) and Digital Signature (DS) funcionalities will be selected out of
a reduced number of candidates. Those candidates are the following ones:

• PKE/KEM (first tier): Classic McEliece, CRYSTALS-KYBER, NTRU, and
SABER.

• PKE/KEM (second tier): BIKE, FrodoKEM, HQC, NTRU Prime, and SIKE.
• DS (first tier): CRYSTALS-DILITHIUM, FALCON, and Rainbow.
• DS (second tier): GeMSS, Picnic, and SPHINCS+.
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The candidates that are being evaluated in the still ongoing NIST initiative can
be categorized into five areas: lattice-based cryptography, code-based cryptogra-
phy, hash-based cryptography, multivariate-based cryptography, and elliptic curve
isogeny-based cryptography. These techniques are believed to be resistant to attacks
performed either by regular or quantum computers. The final selection is expected
to be announced at some point in 2022.

5.2 Lightweight cryptography

Similarly to the process for choosing a post-quantum algorithm, in 2018 NIST
initiated a process to evaluate, and standardize lightweight cryptographic algorithms
that are suitable for use in constrained environments where the performance of
current NIST cryptographic standards is not acceptable [15].

The reason for initiating a different selection process is that post-quantum algo-
rithms are not expected to fulfill all the requirements needed for constraint devices.
If a certain device is able to support a post-quantum algorithm, it should use that
algorithm due to its improved capabilities against attacks make by quantum comput-
ers. In comparison, those devices that cannot implement post-quantum cryptography
should adhere to the new lightweight cryptographic standard.

In 2021, NIST published the list of finalists: ASCON, Elephant, GIFT-COFB,
Grain128-AEAD, ISAP, Photon-Beetle, Romulus, Sparkle, TinyJambu, and Xoodyak.
It is expected that one or several candidates will be selected as standard solutions
along 2022.

6 Conclusions

It can be stated that ITS play an essential role in CCAM infrastructures. As any
other information system, ITS are composed of many different elements performing
tasks such as data collection, processing, and analysis. These elements will allow to
implement autonomous mobility in a satisfactory way.

However, in order to achieve that goal, security must be strengthen to the limit, as
the CCAM environment faces many threats and risks, both by malicious users and
non-malicious errors and bugs.

Cryptography is a vital component of any security algorithm, as it allows to guar-
antee confidentiality, authentication, and non-repudiation through a mirage of both
symmetric and asymmetric algorithms. Two types of cryptography are of special
interests for CCAM: post-quantum algorithms, that will provide systems with the
much-needed resistance against future quantum computers, and lightweight cryp-
tography, that must be used in devices with constraint capabilities where it is not
possible to use post-quantum algorithms.

NIST has initiated two independent processes for selecting sound and reliable
algorithms in those two fields. The use of the selected algorithms will be essential
for making CCAM a secure reality.
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Cryptographic protocols in advanced metering
infrastructures in smart grids

Luis Hernández-Álvarez, Juan José Bullón Pérez and Araceli Queiruga-Dios

Abstract Smart grids arose from the necessity to define a smart power supply network
that provides uninterrupted energy supply to homes and businesses. Renewable
energy sources, distributed generation, and distribution are essential features of
these networks. Metering systems in smart grids are intelligent electronic devices
that measure consumers’ energy usage, and send and receive data via two-way
communication. With the advent of the Internet of things and industry 4.0 security
is vitally important in the exchange of sensible and confidential information. This
paper analyzes the security threats in advanced metering infrastructures and presents
some cryptographic protocols that guarantee system security.

1 Introduction

The global economy is increasingly competitive, with growing demands that cannot
be sustainable by conventional energy systems [1]. In the 21st century, there was
a considerable increase in the electricity demand mainly due to the dependency of
new consumers [2].
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The Directive 2012/27/EU of the European Parliament and of the Council of
October 25, 2012, about energy efficiency, amending Directives 2009/125/EC and
2010/30/EU, and repealing Directives 2004/8/EC and 2006/32/EC are related to
the power supply. According to these Directives, the European Union is facing
unprecedented challenges resulting from increased dependence on energy imports
and scarce energy resources, and the need to limit climate change and overcome the
economic crisis. Energy efficiency is a valuable means to address these challenges. It
improves the Union’s security of supply by reducing primary energy consumption and
decreasing energy imports. Moreover, it helps to reduce greenhouse gas emissions
in a cost-effective way and thereby to mitigate climate change.

When designing energy efficiency improvement measures, efficiency gains and
savings obtained through the widespread application of cost-effective technological
innovations such as smart grid (SG) should be taken into account.

The smart grid is a cyber-physical system composed of a network of devices
and power infrastructure which aims to monitor, control, and manage users’ energy
consumption [3]. SG collects and manages big data from several data sources through
wireline and wireless communication infrastructures and converts homes into smart
environments [4]. They have been improved with computation and communication
capabilities to turn them into “smart” and “connected” spaces.

The smart grid connects two communities that “speak” different languages: on
the one hand, information and communication technologies (ICT), which is related
to the language of computers and networks of managing processes for companies
and public services; and on the other hand, operation technology (OT), which is
related to electronic devices that have their own operating systems, which serve
to support energy supply and operating networks. And despite these differences,
ICT companies are rapidly adapting to OT support, so that the operating systems,
computing platforms, and communication networks commonly used in ICT are being
currently used in some OT architectures [5].

On the other hand, the smart grid integrates electrical technologies (flows of
electricity) with ICT (flows of information) in a distributed advanced energy network.
Moreover, it supports the two-way flow of electricity and information as the energy
and information delivery is not unidirectional anymore. Traditionally, the customers
managed their power consumption by controlling their energy demand. With smart
grids, consumers have better monitoring of the amount of energy that is produced and
delivered to their homes and can manage their own consumption, thanks to the smart
equipment, electronic meters, and automated management systems that communicate
with each other. Within the smart grid concept, consumers can generate their own
energy, which can be returned to the grid [6, 7].

Fig. 1 summarizes the structure and organization of an SG network, which is made
of different domains such as bulk generation, energy transmission, and distribution,
market, customers, operation, and service provider. The first domains (generation,
transmission, distribution, and customer) are connected by a two-way energy flow.
Operation, market, and service provider manage them through a two-way information
flow [8].
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Fig. 1 Actors involved in smart grids domains through secure communications [9]

The distribution network of electric power starts in power plants and finishes in
consumers. The electrical power, generated in power generation plants, is initially
distributed as high voltage power and transformed to a medium voltage for feeders at
buildings. To be used by consumers in smart home appliances and devices it is trans-
formed to a lower caliber voltage. This network should have some features such as
reliability, flexibility, demand adjustment, advanced services, security, performance,
etc. [10].

The smart grid two-way distributed delivery network can be categorized into
various hierarchical networks [8]:

• The home area network (HAN) is a short-range communications network that
connects appliances and other devices in the environment of a house. Apart from
lighting systems, these appliances also include entertainment systems and electric
vehicles. Moreover, the HAN is equipped with a smart meter (home gateway) that
collects energy consumption data.

• The neighborhood area network (NAN) or meter local area network provides the
smart meters information exchange between consumers and electricity companies
through the Internet.

• The wide area network (WAN) is the highest level network, which covers larger
areas, usually integrates several smaller networks, and connects multiple data
concentrators and the utility control center. The WAN collects data and informa-
tion from the NAN and is responsible for transmitting it over long distances to
power companies, power distribution stations, substations, distribution networks,
and control centers.

The SG operates with smart measurement devices: sensors, networks, phasor
measurement units, advanced metering infrastructure (AMI), automated meter read-
ing, and automatic meter management [6].

Advanced metering infrastructures or systems with advanced measurement infras-
tructure are systems with the ability to measure, record, collect and transfer remotely
the information associated with consumption, demand, electrical parameters, and
how to use the electrical energy, to present, analyze, manage, and follow a decision-
making process. A general AMI system is made up of three main components: smart
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meters, communication networks, and the measurement data management (MDM)
system [11].

Several security vulnerabilities exist in AMI in smart grids. Customer data con-
fidentiality has not been studied much. However, this is not the case of AMI authen-
tications, where more publications can be found. The AMI aims to collect, mea-
sure and analyze energy usage. These devices are composed of software (including
MDM software), hardware and communication networks, and customer–associated
systems [12].

This work aims to describe and analyze the security characteristics of advanced
metering infrastructures and, more specifically, the cryptographic protocols used in
AMI that guarantee system security.

The rest of the paper is organized as follows: Smart grids and advanced metering
infrastructures are presented in Section 2. Section 3 details several aspects of security
in advanced metering infrastructures. In Section 4, the cryptographic protocols to
secure AMI are included. Finally, some conclusions are presented in Section 5.

2 Smart Grids and Advanced Metering Infrastructures

The European Parliament Directives 2009/72/EC and 2009/73/EC require Member
States to ensure the implementation of intelligent metering systems to assist the
active participation of consumers in the electricity and gas supply markets. Smart
metering systems or intelligent metering systems are an electronic systems that can
measure energy consumption, provide more information than a conventional meter,
and transmit and receive data using electronic communications.

Member States must implement intelligent metering systems and roll out smart
meters for natural gas and/or electricity in accordance with Directives 2009/72/EC
and 2009/73/EC, which ensure the security of the smart meters and data communi-
cation, and the privacy of final customers, in compliance with relevant Union data
protection and privacy legislation.

Distributed energy systems, including local renewable sources and energy storage,
will continue to develop by leveraging technological advances [5].

The underlying SG technology consists of bidirectional communication, auto-
matic metering systems, renewable energy sources, distribution, monitoring, and
control of the entire power grid [6].

One of the key elements of advanced metering infrastructures is the smart meter,
which has integrated two-way communication capabilities to remotely transfer in-
formation to data processing systems with the aim of remote monitoring and billing
purposes. Consumer portals are responsible for processing the AMI data in order to
provide more intelligent energy consumption. Moreover, they can provide interactive
services like prepayment [13]. Fig. 2 shows the scheme of an advanced metering
infrastructure.

In addition, AMI systems act as data collectors that perform data gathering from
smart meters, and transfer them through HAN, NAN, and WAN, using different
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communication tools usually implemented by wireless technologies such as radio
frequency, microwave, Ethernet, Wi-Fi, ZigBee, Bluetooth, etc. This communication
is established between the AMI and the MDMS, located in the offices of the company
that provides the electrical distribution service, and is responsible for information
processing for billing and quality monitoring [11, 14]. To support two-way commu-
nication, the AMI networks use the Internet protocol in such a way that an IP address
is assigned to gateways, meters, and smart appliances [15].

3 Security in Advanced Metering Infrastructures

Currently, the world is strongly interconnected, so cybersecurity is required to help
protect devices from cyber-attacks or possible unexpected damage, as well as to
maintain proper operation of the power supply to electricity during these events.

Cybersecurity must be designed not to interfere with the supply of electrical
energy. It must be able to adapt to obsolete equipment with computational and com-
munications bandwidth limitations, as well as to control and protect equipment that
has been widely distributed in remote unmanned substations, both on top of poles
and in accessible areas. To achieve the vision of the smart grid, real-time adminis-
tration, management, monitoring, protection, and control of the energy supply are
required, in addition to the security and protection of the data collected.

Particular considerations on security and privacy issues in AMI were proposed
in [16]. Strong device authentication is needed before a smart meter joins the AMI
network.

To deal with potential security threats in AMI systems, the following security
requirements are considered [2, 17]:

Fig. 2 AMI diagram with the different actors [13]
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1. Data confidentiality: All data packets exchanged in the network including meter
readings and control messages must be kept confidential such that only authorized
entities with corresponding credentials are allowed to access specific sets of data.
This requirement includes privacy protection of customers’ information about
power consumption.

2. Data integrity and authenticity: When information arrives at its destination, the
recipient should be able to verify whether the message remains unaltered and
indeed comes from the sender it claims. Data integrity applies to the transmitted
information (including control commands) from the meter to the different systems
of the network as well as from these to the meter.

3. Device authentication: Any smart meter’s identity must be securely authenticated
before it can join the AMI network and exchange data with other devices.

4. Data availability: Although some data is not critical, some others must be collected
every minute. Component failure, software problems, human tampering with the
meter or communication failure can cause unavailability of data.

5. Non-repudiation: It is known in AMI as accountability or non-denial, i.e., the
devices that receive data will not deny receiving it and vice versa. This is a concern
because in power distribution several vendors are in charge of manufacturing
processes.

Security is fundamental in smart grid communications. The authors of [12] de-
veloped an in-network collaborative communication scheme for secure and reliable
AMI communications but privacy issues are not mentioned in the context. In [18],
the authors assigned two identifications (ID) to each smart meter and made the
ID for high-frequency sensitive data anonymous through a third-party escrow ser-
vice. In [19], the authors tried to make the appliance load signature undetectable
using a rechargeable battery to mitigate any significant change in real-time power
consumption.

A secure information aggregation method using homomorphic encryption is pro-
posed in [20]. They suggested a secure and privacy-preserving AMI communication
scheme including the idea of aggregation but with enhanced security considerations.
The first step was to build an initial device registration procedure with strong authen-
tication requirements to make sure unauthorized devices cannot join the network.
Homomorphic encryption is adopted on sensitive metering data to ensure data con-
fidentiality and meanwhile preserve customer privacy. A digital signature to each
message was also attached for the integrity and authenticity of the metering data.

Several authors have developed studies about key establishment protocols but
their implementation in AMI was not possible due to their high complexity. In the
case of [21], the authentication of a smart meter in a HAN was made through an
identity-based protocol, which included several encryption operations (both sym-
metric and asymmetric) and this increases the computational load considerably, i.e.,
the computation overhead is high. The computation overhead is defined as the time
required to encrypt the data in the origin in the correct format to be transmitted or
the time required to decrypt the received encrypted data in the destiny to obtain the
corresponding plain data [15].



Cryptographic protocols in advanced metering infrastructures in smart grids 7

Intrusion detection systems, firewalls with access control list, network and system
management, or public key infrastructure are some security technologies that protect
and secure an AMI. The insecure location of smart meters, low bandwidth, and public
communication protocols, or the need for other systems for a proper operation are
some drawbacks in AMI functioning [2].

As with other networks, AMI can be used as the entry point of malware and
computer viruses to damage the functionality of the complete smart grid. Smart
meters can act as an attack vector and cause a denial of service (DoS) attack.
Moreover, every node in the AMI network can be attacked and converted into a
puppet node and thus be controlled by the attacker. This node acts as an infected
node, i.e., it receives data and sends infected packets to the network, and thus, it
could damage the AMI network [8].

4 Cryptographic Protocols to Secure Advanced Metering
Infrastructures

Several public and private key cryptographic algorithms were used to secure smart
grids. Authentication and key agreement protocols are usually focused on one-way
communications. However, communications in advanced metering infrastructures
need two-way authentication. To guarantee a secure scenario in a smart metering
infrastructure, the following goals must be satisfied [22]:

1. Mutual authentication and key establishment between the NAN gateway and the
smart meter. This mutual authentication will secure consumption data.

2. Confidentiality in the information that is transmitted to legal entities.
3. Protocol’s message integrity during the communication process.
4. Information availability despite the computation that is required for authentica-

tion.
5. Forward security, which leads to independent sessions, without mixing data from

the same user.
6. Anonymity in the data transmitted to the utility for billing purposes. This will

avoid an adversary spoofing the identities of smart meters that send information
from the HAN to the NAN.

Abood et al. [23] compared Advanced Encryption Standard (AES), Data Encryp-
tion Standard (DES), Triple DES, Educational DES, RSA, and BLOWFISH to find
the best option with regard to key size, algorithm effectiveness, computational com-
plexity, and execution time. They found that the AES protocol was the most efficient.
In fact, some studies about time consumption showed public key encryption and
decryption processes are secure, but time consuming, which results in non-efficient
cryptography [22].

In [24], an identity-based key establishment protocol, based on elliptic curve
cryptography (ECC), was proposed. ECC provides the same security level as other
secure asymmetric protocols, such as RSA, DSA, and DH, but with the advantage
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of using much fewer key sizes. A different ECC-based lightweight scheme was
proposed in [25]. This authentication protocol provides security against all known
attacks. Moreover, it is characterized by low computation and communication costs.

AMI networks include three main components: smart meters, gateways, and the
utility computer. As resource-constrained systems, smart meters and gateways, have
limited storage capabilities, so they will not store large amounts of information. In
the case of including cryptography in these devices, keys and some other parameters
must be stored in smart meters. In the case of RSA values of 𝑝, 𝑞, 𝑛 = 𝑝 · 𝑞 and Euler
indicator, 𝜙, must be stored and keys and encryption and decryption parameters in
the case of ECC-based schemes.

A hybrid protocol with AES cryptosystem and elliptic curve integrated encryp-
tion scheme (ECIES) was proposed in [15]. This system provided data integrity,
confidentiality, and authenticity, and thus it was resistant to false data injection and
message reply attacks [26]. However, the computation overhead is high in the AMI
network because of the multiplications required by the ECIES and the large number
of smart meters in the NAN.

Due to the resource-constrained nature of the SG, a lightweight authentication
scheme was proposed in [10]. This protocol uses symmetric (AES) and asymmetric
(RSA) cryptography for session key generation and provides authentication, guar-
antees message integrity and the computational efficiency is high. This proposal
aims to secure HAN and NAN gateways avoiding attacks such as the interception of
messages between the BAN and the HAN by an adversary (reply attack), the sending
of false messages to the BAN gateway (false message injection), eavesdropping of
the HAN messages (message analysis attack), and interception and modification of
HAN messages (message modification attack) [15].

ECC-based schemes were used for anonymous authentication and key agreement.
The problem with such algorithm is that it includes time-consuming operations such
as bilinear pairings. The smart grid is an energy-limited system, so it is a challenge
to achieve privacy protection with low computational cost [27].

Kumar et al. proposed an ECC-based lightweight authentication and key agree-
ment scheme called LAKA. This protocol supports bilateral authentication, provid-
ing integrity and anonymity in the AMI communication. These authors proved the
performance and semantic security of LAKA [22].

A different lightweight authentication protocol was proposed for smart metering
infrastructure in [28]. This scheme used the fully hashed Menezes-Qu-Vanstone key
agreement protocol, with ECC and one-way hash functions. In this proposal, the
smart meters validate the authenticity of the NAN gateway and this gateway also
validates the customer. When mutual authentication is successfully provided, both
entities shared a session key for subsequent contacts. Moreover, this protocol resists
several attacks such as DoS, replay, impersonation attacks, etc.

The NIST launched a call for a standard lightweight cryptographic protocol to
select Authenticated Encryption with Associated Data and hashing schemes [29].
This challenge has not finished yet. There are currently 10 finalists that proposed their
own algorithm for constraint devices [30, 31]. Several authors performed different
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analyses of the NIST candidates including efficiency, performance, computational
cost, and security [32].

However, a different consideration must be taken into account to achieve secure
devices. Another challenge is open to provide a quantum-resistant protocol to secure
against both quantum and classical computers [33]. Currently, this process is not
closed and there is no final decision about the final post-quantum standard. The
third round finalist are Classic McEliece, CRYSTALS–KYBER, NTRU, and SABER,
although alternate candidates like FrodoKEM could also be considered. Neverthe-
less, these protocols might be too complex for constrained systems like SG. In any
case, if the selected standard is not suitable for SG networks, then a lightweight
cryptographic algorithm should be used.

5 Conclusions

Advanced metering infrastructures in smart grids integrate a two-way communica-
tion network which enables customers and utilities to actively monitor and manage
their energy use. A secure AMI system can use an aggregate protocol, as suggested
in [34] for smart grids. A set of AMI 𝐴 = {𝐴1, 𝐴2, . . . , 𝐴𝑛} or network nodes collect
data and send it to a sink node that can act as a control center that provides keys to
each AMI.

The smart grid is a constrained system, so it is a challenge to achieve security
with low computational cost. This paper includes a review of cryptographic protocols
proposed for secure AMI. Due to its energy-limited features, lightweight cryptog-
raphy seems to be the best solution. However, after achieving a consensus of the
NIST processes (lightweight and post-quantum cryptography), the results must be
analyzed to assure smart grid devices’ security with a compatible protocol.
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Orchestrator Architecture and Communication
Methodology for Flexible Event Driven Message
Based Communication

Rudolf Erdei1, Daniela Delinschi1, Emil Pas, ca1, and Oliviu Matei1

Abstract This article presents the architecture, design and validation of an orches-
tration approach, that improves the flexibility of Service based platforms. Improving
user experience and interaction, for time-critical applications are aspects that were
primary objectives for the design of the architecture. Each Service can provide its
own embedded User Interface component, also decentralizing the User Interface
and, in consequence, improving the loosely coupled approach to the architecture.
Obtained results are promising, with a 97% behavior score. Further research is pro-
posed for improving the results and raising the final Technology Readiness Level of
the system. These results make the approach a viable alternative to classical service
composers.

1 Introduction

Microservices have come a long way within the last years, making them a viable
alternative to large monolithic systems, or platforms that require flexibility and de-
velopment speed. Microservices are a specific and improved instance of Service
Oriented Architectures (SOA). In contrast with monolithic applications, they have
several advantages, like optimization of resources, flexibility, the ability to inte-
grate Serverless Components [14, 12, 13], or even mix different communication
approaches, like REST API’s and JMS based Services. Of course, when using mi-
croservices, several aspects need to be defined and standardized for the communi-
cation to be effective and robust. Integrating these services is traditionally done via
service composers or service consumers, components that can have a large codebase
and can result in large UI components.

When using Microservices, Service Composition, Service Discovery and even
Service Interoperability have to be considered, in order to develop a working flexible

Technical University of Cluj Napoca, North University Centre of Baia Mare, Romania; e-mail:
rudolf.erdei@cunbm.utcluj.ro
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system. Thus, framework components have critical importance. Service Composers
(SC) also tend to develop into large monolithic components, as they need to inte-
grate several functionalities, as well as accommodate User Interface and Interaction
(UII). System State is also an important part, as SC’s need to understand workflows,
workflow position and state while also accommodate several simple functionalities
that do not justify the existence of another Service (like sending mail or logging).
In the end, the SC’s can potentially end up being themselves large monolithic com-
ponents that introduce limitations in the system and are hard to modify, extend or
update.

This article discusses a standardization proposal for asynchronous messaging in-
side a security assessment platform [11], implemented within the Horizon 2020
BIECO Project1 that needs almost real-time communication and high throughput,
with the use of Orchestration and light UI components instead of a single SC.

The remainder of the article is structured as follows: the next section (Section 2)
addresses the latest advances in the field of Microservices Orchestration; Section 3
addresses the principles used for communication; Section 4 addresses the states of
the microservices used in the architecture; Section 5 presents the proposed architec-
ture; Section 6 discusses the advantages/disadvantages of the proposed approach;
Section 7 presents conclusions and the next steps in the development of the pro-
posed approach.

2 Related Work

Software Orchestrators are an important part of distributed system designs. Cen-
tralized orchestration, while having some disadvantages, does introduce a level of
abstraction and security that the Internet lacks. Zaalouk et al. [20] present an or-
chestrator architecture for Software Defined Networking (SDN) that can respond to
software attacks, raising the security of the resulting network. Another similar ap-
proach is presented by Jaeger [8] in a configurable Security Orchestrator approach
that can be dynamically configured.

Distributed Microservices Communication can also be addressed in the context
of Fog Computing [19]. Orchestrators also play a key role in this kind of system,
enabling Service Composition, that provide a holistic approach to delivering func-
tionality to the end-users. Brito et al. [4], Davoli et al. [3] and Borsatti et al. [1] have
proposed architectures that address some key aspects like awareness, security, com-
positing, either defining a service component that implements all functionalities, or
defining a service layer with different components for each functionality.

Orchestrating IoT devices and services is a challenge on its own, as the IoT
ecosystem has several hard limitations that cannot be pushed. Wen et al. [18] dis-
cuss about these limitations and issues, proposing a Fog Orchestrator that aims to
address them, while also proposing future research trends for this specific area.

1 https://www.bieco.org
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Scalability, Interoperability, and Reliability are terms frequently discussed when
it comes to orchestrating microservices. The need for an efficient way to handle
these aspects, especially in the context of IoT and edge computing applications is
discussed by Shi et al. [17] in their paper on the challenges of Edge Computing.
To address these problems Jamborsalamati et al. [9] proposed an Autonomous Re-
source Allocation system with a hierarchical architecture, and also local and global
communication layers based on MQTT and HTTP TCP/IP protocols for cloud inter-
actions. Another Publish-Subscribe architecture is also proposed by Saif et al. [16]
who proposed a HTTP/3 (H3) solution that exploits the wide-ranging improvements
made over H2 and takes better advantage of QUIC transport than an MQTT mapping
would.

To reduce development costs and also provide a centralized solution for security
systems based on Service Oriented Architecture (SOA), Goutam et al. [7] proposed
an architectural framework called Orchestrator Model for System Security (OSS)
which is based on three components: Services, Security Services and an Orchestra-
tor.

3 Communication principles in Microservices-based
Architectures

When designing a microservice communication system, some important aspects
need to be considered [10]: Types of services and communication modes, Events
and Data types that will flow through the system, Platform performance, scalability,
flexibility and extensibility, Medium of choice and standards used for communica-
tion, Mitigation measures in case of component failures, Data Integrity, Safety and
Security.

3.1 Communication between microservices

The proposed orchestration model should know how to handle these the most com-
mon standard microservices features such as: Logging - in order to provide trace-
ability; Health checks - continuous assessment of the system state; Configuration
- easy and flexible setup for the Services; User and Service Authentication and
Authorization; Job Execution Scripts - known internally as Methodologies;

From an architectural point of view, the orchestrator should have the following
characteristics: Fault tolerance / Fault resilience - the ability of the system to sur-
vive and treat errors introduced by Services; Modularity - the ability to load only
the required functionality; Performance - minimizing the execution time and max-
imizing throughput; Reliability - the ability of the service to provide good results
consistently;
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3.2 Security

Handling sensitive information is a serious aspect. Enabling encryption in transit
and in REST is done using standard algorithms, TLS and SSL certificates, that en-
crypt all of the communication that is done via the Internet. Message validators
make sure that only allowed messages are permitted inside the system, while Ser-
vices that try to emit illegal messages will be banned. An hourly backup strategy
will be defined and put in place after the final deployment of the system.

3.2.1 Calling microservices from a Security perspective.

In a Loosely Coupled Orchestrator based architecture, Services are not able to com-
municate directly. The Orchestrator acts as a facilitator of communication, under-
standing the source of the message and knowing the destination at each point of the
Methodology Step. Dynamic Communication Mapping is used, defining sources
and destinations that can be modified on demand. Also, a Message Mapping is able
to determine who can emit what message types and what happens when this limita-
tion is broken.

Securing the network is limited in scope, as some of the communication is done
over the Internet. This implies that adding multiple layers of defense within the
Orchestrator is in this case the only available choice, limiting as much as possible the
possibility of malicious access. Attack detection is an important aspect and must be
done in several layers, including the DDoS filtering and actively blocking malicious
connections.

As most of the connected services will be asynchronous and execution time may
vary, an application level Event Based Reaction Loop [2, 6] needs to be defined
and implemented, in order to properly respond to any requests and events within the
system.

3.2.2 Actions and Reactions.

Inside the system, Reactions are defined as specific operations that the platform can
perform, extensible and pluggable. Potential Actions can be defined, depending on
what requirement the platform has, and one or more Reactions can be assigned to
each potential Action.

The BIECO Platform[15] is a distributed system, with a queue based message
communication performed through HTTP POST requests. Each software compo-
nent can be regarded as a Service (internally called a Tool) that is integrated inside
the platform via a Central Coordination Component, called the BIECO Orchestra-
tor.

The Orchestrator has several roles inside the platform, roles that are crucial in the
correct functioning of the system in its entirety. From these roles, we can mention:
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• Abstracting the communication between the Services, inside a Loosely Coupled
Architecture;

• Defining Message types and behavior of the System for each type of Message;
• Liveliness Assessment (through a Heartbeat mechanism) for all the connected

components;
• Assessment of the system’s ability to execute a specific task (internally called a

Job);
• Flexibility in integrations, interactions as well as definition of execution method-

ologies;
• System State Assessment, for understanding the current state of the system.

3.2.3 Execution Methodologies

In the execution phase, a series of Steps were defined that express the exact inter-
action between the Services, each of their inputs and outputs. The Orchestrator will
have to know at each moment what Services are executing and their current status,
in order to be able to understand what actions are to be executed next.

Fig. 1 Example of a series of Steps

In this regard, each abstraction of the execution methodology (defined in the
Methodology class) will be provided with a series of steps that are to be executed
sequentially. Each Step defines all the information necessary for the Orchestrator to
be able to understand what is to be done. This way, the Orchestrator will simply be a
State Machine, interpreting and executing a previously defined Methodology.

As defined in Figure 1, each Step defines a series of inputs, that will be sent to
the used Services inside the Step. After the Services have finished execution, their
outputs will be saved as inputs for the next step. Also, Steps define the used Services
as well as the current status for them.

This Methodology, regarded as a whole, defines all the Services that will be used,
as well as their interactions. Some Message classes have been defined, messages that
are treated differently depending on the context and the Services involved. This be-
haviour is controlled and defined in an optimized ontology, developed by Delinschi
et al. [5].



6 Erdei et al.

3.3 Communication stages

In the BIECO Communication Paradigm, interpreting messages is regarded as a
computing intensive task, as the Orchestrator has to continually assess the state of
the System and load message related information from the DBMS. This is the main
reason why the Event Loop was broken into three stages, each with its own important
role:

3.3.1 Stage 1. Quick Response:

The first stage of the Event Loop is the Quick Response. This is part of the mit-
igation strategy in case of component and/or communication failure. The Quick
Response defines the system’s behavior in the case of Exceptions, like communica-
tion errors or Services that fail. The Quick Response action is the first to run after
each message is received. Also, Methodologies can define at each execution step
a series of data transfer flows that will also be handled by the Quick Response, in
order to improve throughput and lower the response time. Thus, this stage defines
the Extreme Importance Messages, that need real-time response from the
system.

3.3.2 Methodology Execution

The Methodology Execution Plan defines the next steps that will be executed at
each specific moment, when running a specific Job. Specific messages, like status
messages and returning results have been assigned to Services, messages that up-
date the Service’s status inside the Methodology Step, as well as transfer results
that need to be forwarded in the next Step to other Services. There are however
types of messages, namely Data and Event, that are forwarded without updating the
Service’s status or changing the Step. This stage defines the High Importance
Messages, that need priority interpretation and execution, without the need for
real-time responses.

3.3.3 Routing Engine

The Routing Engine will be the last communication stage. An extensible Plugin
System will be designed for the Orchestrator, that will enable further development
without the complex CI/CD pipeline, specific to high-risk components, and without
the need to recompile the codebase of the Orchestrator. This behavior is defined
in the Reaction Interface that allows the creation of extensions for the Or-
chestrator, that will be loaded and executed on demand. The mapping for Actions
and their corresponding Reactions (one or more) will also be defined via an easily
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modifiable medium, like a JSON String that can either be saved in the database, or
simply in a configuration file.

4 Asynchronous Service State Handling

Using Async Service Access has the benefit of being non-blocking for the entire
BIECO Platform. Services will be able to run their jobs in parallel, for an unlimited
amount of time and the communication will be limited to only the required message
exchange, improving the bandwidth requirements and the throughput.

In order for this type of communication to perform in a resilient manner, the
State of each Service must be known at all times. For this, several communication
and assessment methodologies can be deployed:

1. A constant, time based query for all the Services, where each Service has to send
statuses for all the running jobs;

2. Deploying a time-based query for each running job, that assesses the state of the
in-use Services;

3. A reactive query, that requests status updates from Services only when a Service
has sent it’s own status update.

Each variant has several advantages and disadvantages. The main disadvantage
of 1 and 2 variants is that the time base for the query can be difficult to estimate
in order for the platform to behave correctly. If the time base is low, it may not
detect status changes in time. If it is too high, the required bandwidth increases and
Platform throughput decreases, introducing instability an unreliability.

Having taken into consideration all involved factors, including the need for some
Services to run for an extended amount of time, the third option was considered
as the best method to use, despite the fact that it will not be able to detect system
problems in real-time.

5 Orchestrator Architecture

The architecture for the BIECO Orchestrator is presented in Figure 2. The main
module is the Core, that will interpret and execute the needed actions for each re-
ceived Message, depending on the context that this Message is received. The main
components are:

• Communications Module: will receive and send Messages from/to any avail-
able/required communication channel. This module will receive a valid Message
from a valid Service and send it up the processing chain;

• Router Module: will load and execute the current running Methodology, if it
is loaded. Depending on the received Message, this could mean forwarding it,
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Fig. 2 The Architecture for the BIECO Orchestrator

saving it in the results or performing other actions. The Router will also use the
Message Interpreter in order to perform Reactions;

• Message Interpreter Module: will be called for specific Message Classes that
have an added Action linked to them. An Action => Reaction map is de-
fined inside the Platform, dynamically linking requests with parts of executable
code.

• Quick Response Module: will respond to certain Messages (like Exceptions
in the System) in the least time possible. This module is the most critical one
in the System, as it has to protect the integrity of the running job, the running
Services and in some cases even the integrity of the connected simulated or real
environment. This is the reason why an inflexible hard-coded approach was used
at the design and implementation of this module.

Implementation approaches were selected for each module in particular, account-
ing for the degree of importance that the specific module has. As stated, the Quick
Response Module was implemented using hard coded logic, without complex struc-
tures and decisions, in order to keep the code as quick as possible. The methodology
execution is guided by a single Methodology object, that is cached in memory for
quicker access. The slowest part is the Message Interpreter, a part that is not critical,
so the implementation could be made using a plugin-based approach.
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5.1 Microservices Lifecycle in BIECO

For the Services that are integrated in the Platform, a lifecycle was proposed and
implemented, that has two main working states and the transitions between them,
as depicted in figure 3. The Offline state, while important, will not be discussed
here as it is self-explanatory. While in the Online state, the services receive regular
Heartbeats, with a frequency of 30 seconds.

Fig. 3 The Generalized Lifecycle of a BIECO Tool

The other two important states are as follows:

1. Configuring State: is when the Service is doing its setup phase, in order to gather
the required input for working. Inputs can come from user interaction, user input
fields or outputs from other Services. In this state, the Service can check the
provided information for correctness, internal validation and so on, without any
time limitation. If everything is correct for the Service, it will confirm this tot the
Orchestrator with a Ready Message.

2. Running State: after the Configuring is done, the Orchestrator can send the Start
Message to all the Services at once. In the Running state, the Service can perform
its task as normal, either sending back Data and Events, or sending the Results
after finishing.

The Configuring state has a special importance in the context of some Services
that interact with eachother or have certain time constraints that prevent them from
performing if they are un-synchronized. In this context, the configuration of the Ser-
vice and the normal execution have to be separated, to enable the correct synchro-
nization. To achieve this, Services will announce the finalization of their Configur-
ing state with a Ready Message. After all the Services are Ready, the Orchestrator
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can send a Start Message in order to transit each one in the normal execution state.
This approach enables near-ideal synchronization (depending on the network state
and other external factors).

Of course, these states can be broken down internally by the Services. They do
not have to implement all of them, depending on the type of Service and what its
provided functionality is. Some of them can and will be used in parallel, meaning
that the running phase of the Service has to be synchronized with all of the others
that are executing in the same step of the Methodology.

6 Advantages and Disadvantages of this approach

The presented approach has some advantages that make it suitable for the use-case:

• Light Orchestrator and UI components, making the Platform easy to extend and
modify;

• The possibility to use third party API’s as Services, if the other Services that
interact with it can understand the API;

• The possibility to accommodate both Methodology Workflows (chaining of Ser-
vices) as well as full-duplex communication between defined Services at each
step of the Methodology;

• Platform Safety and Security assessment, to ensure integrity of software and
hardware components;

Of course, there are also some disadvantages:

• If complex user interaction is necessary, services will have to implement their
own UI’s and ask the Platform to display it to the user;

• Services will have to implement the communication methodology and the generic
lifecycle;

• Services will have to know and trust the Orchestrator;
• Custom login methods for Services are not possible.

When comparing our platform with others, like the approaches of Zaalouk et
al. [20], Jaeger [8], and others (discussed in Section 2), some important key differ-
ences can be noticed:

• Enhanced Loose-Coupling, as services can be used either stand-alone or inte-
grated withing the platform (if they provide a UI);

• Ability to design UI components for all services, that can be easily integrated;
• Integration of service states, for more complex interactions between services

themselves but also with the platform.

Using the REST HTTP standard for requests, has its benefit as being easily adapt-
able and also used in all major programming languages. Standard errors, caching,
proxies and payloads can have formats as JSON, XML or other. HTTP also supports
Asynchronous Communication, an important characteristic that is needed
by some of the Services used in the BIECO Project.
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7 Conclusions

The article proposes a novel orchestration methodology and architecture for Asyn-
chronous Communication in a scalable and secure distributed platform.

The presented Communication Methodology and Orchestrator Architecture were
tested in a laboratory environment that included 10 microservices. The interaction
involved a 5 Steps Methodology with 1 to 5 Services running in parallel at each
Step. Correct functionality was obtained, making it a candidate for demonstration
and validation in a more challenging environment, closer to the final deployment
environment.

Validating the proposed system was done using more complex Services, with
variable access modes (ranging from local network to TCP based internet access)
and more complex behavior (including UI components developed within Services
and also Services that output large amounts of data), where the system obtained
a behavior score of 97%, successfully addressing the vast majority of situations,
resulting in a TRL of 5. Shortcomings were observed when Services would emit data
at wrong moments, so the Methodology Driven Orchestration Service would not be
able to understand what the Emitter meant to happen. Other observed shortcoming
was addressing a surge of data, when more Services would emit many messages
with large payloads in a very small amount of time, overloading the network and
the available memory on the virtual machine.

Further research and development will be done in the area of optimizing the
responses that the system provides, the behavioral modifications that involve invalid
messages from the Services, in order to increase resilience of the system, improving
the range of solutions it can address, so that it will result, at the end of the project,
in a TRL of 7. Further improvement will also require better integration with the
User Interface component of the Platform, that will enable platform users to better
interact and understand the current state.

Acknowledgment. This work was supported by the project BIECO (www.bi-
eco.org) that received funding from the European Union’s Horizon 2020 Research
and Innovation programme under grant agreement No. 952702.
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A comparative study of Machine Learning
algorithms for the detection of vulnerable
Python libraries

Laura Pérez-Vilarelle1, Eva Sotos Martínez1, and Javier Yépez Martínez1

Abstract Detecting the existence of vulnerabilities within source code is an im-
portant step in improving the overall security of an organisation and reducing the
possibility of an attacker breaching the IT system. This has led to the creation of
different vulnerability detection tools and, therefore, to devoting efforts to the study
of detection techniques to provide the best results. One of the techniques used for
this purpose is those that use Machine Learning and Data Mining models, this being
a booming field. Under this premise, this paper presents a comparison of the results
obtained with Machine Learning models capable of classifying the vulnerability or
non-vulnerability of a real-world source code in Python language.

1 Introduction

Software vulnerabilities make companies, governments, society or individuals an
easy target for cyber-attacks, causing security breaches that can become vital. Com-
mon measures such as model-based secure software design, up-to-date collections
of well-known vulnerabilities, and security guidelines are critical steps in develop-
ing secure software. These guidelines can be complemented with analytical quality
assurance techniques or tools to detect vulnerabilities in the source code.
Many have been the procedures and techniques used in the development of vulner-

ability detection tools. In this case, the study is focused on those tools that perform a
static code analysis by the use of a combination of techniques that address Machine
Learning (ML) and Data Mining (DM). In a previous study on the state of the art
about techniques used in the detection area [1], three groups of approaches have
been differentiated: anomaly detection, code pattern recognition and Vulnerability
Prediction Models (VPM). This paper focuses on the use of VPM.
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Several are the studies based on software properties to predict vulnerable code.
Neuhaus et al [2] is one of the first on this field. This approach is based on the
likelihood of vulnerable files to share similar sets of imports and functions calls.
Authors proposed to use this imports and calls as independent variables along with
Suport Vector Machine (SVM) models. A similar idea is proposed by Schoter et al.
[3], which focuses on the relationships between components by using models such as
Linear Regression (LR), Ride Regression (RR), SVM or Decision Tree (DT). There
is extensive literature that use source code metrics to build their models. An example
is Shin et al. [4] by the use of LR. Years later, in addition to complexity metrics, code
churn and develop activity metrics are evaluated trough Naive Bayes (NB), Random
Forest (RF), and LR [5]. Other studies use classification and regression trees (CART)
to predict attack-prone components, as Gegick et al. [6]. Additionally, Morrison et
al. [7] studied typical code metrics and dependency metrics and evaluated their
correlation with post-release vulnerabilities using models like SVM, NB, RF or LR.
Newly, Bilgin et al. [8] uses text mining techniques and the Abstract Syntax Tree
(AST) of the source code to analyse and investigate if ML algorithms like multilayer
perceptron (MLP) or convolutional neural network (CNN) can distinguish vulnerable
code fragments.
The aforementioned works use techniques based on VPM to detect vulnerabil-

ities in the source code. Nevertheless, the difference between the used approaches
and resources as well as the evaluation methodology, makes difficult to establish a
comparison between all of them. However, the inputs made in the state of the art
have contributed to the selection of variables that define the vulnerable character of
a code resource, letting us to implement various VPM that leads to a comparative
study between different ML algorithms to detect libraries vulnerabilities in Python
code. This allows analyzing which one offers the best fit for different stages.
To capture this study, this paper is structured as follows: Section 2 introduces the

proposed approach to the problem describing the stages of data collection, feature
extraction and modelling, with a brief review about predictive models. Section 3
describes the implementation and compares the results obtained by the ML models.
Finally, Section 4 provides conclusions and the main challenges for future works.

2 Approach

For the classification of Python code resources into vulnerable or non-vulnerable
using ML models, an approach consisting of three stages has been carried out
(Figure 1): In a first stage, the information available for analysis is extracted from
the corresponding source (Subsection 2.1). A second phase generates knowledge
through different static code tools (Subsection 2.2). Finally, the modelling of the data
is performed by analysing different models oriented to different approaches: those
that are suitable for managing all the knowledge obtained, and another that allows
explaining the contribution of information from the data used in the classification,
at expenses of a greater treatment and preprocessing of the data (Subsection 2.3).
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Fig. 1 Approach diagram: phases of the process, the static analysis tools used and ML models
implemented.

2.1 Data collection

Obtaining the public dataset used in the training of the ML algorithms has been
done through an internally developed library download tool. This tool takes public
libraries from Pypi database1 and divides them into vulnerable and non-vulnerable.
To have this classification, a repository2 has been consulted, which contains the
names and versions of libraries vulnerable to a given CVE (Common Vulnerabil-
ities and Exposures) or PVE (in case that the CVE is still provisional). Thus, a
classification has been made by tagging vulnerable libraries as those that have at
least one known vulnerability, and secure libraries as the ones that have no known
vulnerabilities.

2.2 Feature extraction

Once the data is obtained, it is required to define the variables that will provide
the information to predict the existence or not of vulnerabilities. To acquire them,
different existing tools have been used, together with an internally developed tool
which obtains extra information not provided by the existing ones. These tools
perform a static analysis of the source code and extract different features to be used
in the ML models. These tools are described below:

• Bandit3 (static code analysis): Provides common security issues in Python code.
It generates a report with different issues together with the number of evaluated
lines in the code and the number of issues classified by confidentiality and severity.

1 https://pypi.org/
2 https://pyup.io/safety/
3 https://bandit.readthedocs.io/en/latest/index.html
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• Radon4 : Computes various code metrics to obtain information about code com-
plexity. These supported metrics are: Raw metrics, Cyclomatic Complexity, Hal-
stead metrics and Maintainability Index.

• Safety5 (dependency check): Checks the local virtual environment, required
files or any input from stdin for dependencies with security issues. The tool
provides a dependency report indicating those vulnerable libraries on which they
are dependent on.

• AST6 feature extractor tool: Internally developed tool based on the AST (Ab-
stract Syntax Tree) code representation which describes its static characteristics.

In order to use the different tools selected to obtain the features in a standard way,
it is necessary to adapt the downloaded files since they present heterogeneity. For
this, the source code files are extracted through the configuration file of each library
in such a way that test or documentation files are discarded.

2.3 Modelling

Once the different features are obtained, the data is preprocessed and an Exploratory
Data Analysis (EDA) is performed. When selecting the most suitable ML model and
after having previewed previous works [9], Tree-based models have been chosen as
a starting point. Taking into account the complex nature of the managed data and the
difficulty to find a single global model to reflect the relationship between features, a
comparison of the results fromTree-basedmethods, and othermethodologies such us
Support Vector Machine (SVM) and Generalised Additive Models (GAM), has been
carried out. This selection covers two different approaches. On the one hand, Tree-
based methods and SVM, which allow considering an extensive number of features
and require low preprocessing of the data obtained. On the other hand, the GAM
provides a different approach that allows to explain the information contribution of
the features in the prediction of the model. In the following subsections, a brief
review of the used models is presented.

2.3.1 Tree-based methods

Tree-based methods have become one of the benchmarks within the predictive fields
since they provide good results in different areas, either regression or classification
problems [10]. These are based on the creation of several decision trees whose nodes
are used to make the prediction. The trees are achieved by taking an initial node,
formed by the entire training sample, and subdivided it conditioned by a certain
characteristic into two new subsets, giving rise to two new nodes. Subsequently, the

4 https://radon.readthedocs.io/en/latest/
5 https://pyup.io/safety/
6 http://icps.u-strasbg.fr/ pop/gcc-ast.html
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process is recursively performed a predetermined finite number of times, obtaining a
final decision tree. The ensemble of individual decision trees that combine multiple
models into a new one allows to achieve a balance between bias and variance, a
common issue present in statistical learning and ML models.

Random Forest
One of the most used ensemble models to solve a possible lack of compensation

between bias and variance is bagging. One example of an algorithm is Random
Forest (RF) [10]. These adjust multiple models, each one trained with different
training data, and provide the mean of the different obtained predictions or the most
frequent class.
The algorithm can be described as followed:

1. Being 𝐵 the number of trees, for 𝑏 = 1 to 𝐵

a. Draw a bootstrap sample 𝑍∗ of size 𝑁 from the training data.
b. Grow a random-forest tree𝑇𝑏 to the bootstrapped data, by recursively repeating
the following steps for each terminal node of the tree, until the minimum node
size 𝑛𝑚𝑖𝑛 is reached.
i. Select 𝑚 variables at random from the 𝑝 variables.
ii. Pick the best variable/split-point among the 𝑚.
iii. Split the node into two daughter nodes.

2. Output the ensemble of trees {𝑇𝑏}𝐵1 .

To make a prediction for classification problem at a new point 𝑥:
Let 𝐶𝑏 (𝑥) be the class prediction of the bth random-forest tree. Then

𝐶 ′
𝑟 𝑓

𝐵 (𝑥) = average all predictions{𝐶𝑏 (𝑥)}𝐵1

Gradient Boosting Tree
Another way to acquire the balance between bias and variance is the ensemble

models based on boosting. Unlike bagging, these adjust sequentially multiple simple
models, taking into account the information of the previous tree to correct prediction
errors to improve each iteration. A model that uses this kind of metric is the well-
known Gradient Boosting Tree (GBT).
The algorithm for its implementation, can be described as follows:

1. Initialize 𝑓0 (𝑥) = 𝑎𝑟𝑔 𝑚𝑖𝑛𝛾
∑𝑁

𝑖=1 𝐿 (𝑦𝑖 , 𝛾), where 𝐿is the loss function.
2. For 𝑚 = 1 to 𝑀:

a. For 𝐼 = 1, 2, ..., 𝑁 compute 𝑟𝑖𝑚 = −[ 𝛿𝐿 (𝑦𝑖 , 𝑓 (𝑥𝑖))
𝛿 𝑓 (𝑥𝑖) ] 𝑓 = 𝑓𝑚−1

b. Fit a regression tree to the targets 𝑟𝑖𝑚 giving terminal regions 𝑅 𝑗𝑚, 𝑗 =

1, 2, ..., 𝐽𝑚.
c. For 𝑗 = 1, 2, ..., 𝐽𝑚 compute 𝛾 𝑗𝑚 = 𝑎𝑟𝑔 𝑚𝑖𝑛𝛾

∑
𝑥𝑡 ∈𝑅 𝑗𝑚

𝐿 (𝑦𝑖 , 𝑓𝑚−1 (𝑥𝑖) + 𝛾).
d. Update 𝑓𝑚 (𝑥) = 𝑓𝑚1 (𝑥) +

∑𝐽𝑚
𝑗=1 𝛾 𝑗𝑚𝐼 (𝑥 ∈ 𝑅 𝑗𝑚).

3. Output 𝑓 ′(𝑥) = 𝑓𝑀 (𝑥).



6 L. Pérez-Vilarelle et al.

2.3.2 Support Vector Machine

A different method to consider is the SVM [11]. This is a supervised and linear ML
algorithm created to solve binary classification problems, dividing the data through
hyperplanes, and maintaining all the main features that characterise the algorithm.
The objective is to build a tolerance margin (𝜖) with which there will be observations
(support vectors) inside and outside the margins. Using only the observations outside
the margins, the errors b are calculated and with them the objective function (𝐹𝑂)
to be minimised is constructed, i.e.:

Minimize: 𝐹𝑂 = 1
2𝜔
2 + 𝐶

∑𝑁
𝑖=1 b𝑖 , subject to 𝑦𝑖 (𝜔, 𝑥𝑖) ≥ 1,∀𝑖

Where 𝜔 is the vector with the slopes associated with each of the variables and 𝐶
is the penalty value for the errors.

2.3.3 Generalised Additive Models

Analternativemethodology in terms of predictivemodels is the use ofGeneral Linear
Models (GLM) [12], and particularly the GAMmodels, an extension that allows the
incorporation of nonlinear relationships. In GAM models, the relationship of each
predictor with the mean of the response variable can be made by means of a linear
or nonlinear function. In practice, the most commonly used functions are nonlinear
smooth-type functions (cubic regression splines, thin plate regression splines or
Penalised splines).
The purpose of GAM is to maximise the prediction accuracy of a dependent vari-

able and several distributions by specific non-parametric functions of the predictor
variable which are connected to the dependent one through a link function. In other
words, GAMs structures can be expressed as:

𝑔(𝐸 (𝑌 )) = 𝛽 + 𝑓1 (𝑥1) + 𝑓2 (𝑥2) + · · · + 𝑓𝑚 (𝑥𝑚)

Where 𝑔(𝐸 (𝑌 )) is the link function which associates the expected value with the
predictive variables 𝑥1, 𝑥2, . . . , 𝑥𝑚, and 𝑓1 (𝑥1)+ 𝑓2 (𝑥2)+· · ·+ 𝑓𝑚 (𝑥𝑚) is the functional
form with an additive series that generates the response variable 𝑌 .

The proposed model selection aims to show a comparative between them. In the
case of predicting whether a certain library is vulnerable or not, tree-based methods
gives indications of being adequate since they offer suitable analysis results when a
large number of features are handled. These models offer an automatic selection of
predictors, good scalability, low dependence on outliers, and do not need standardis-
ation, among other properties. Likewise, SVM provides good results when it comes
to data sets with binary classification outputs, which suggest a good performance
when detecting if a library is vulnerable or not. Finally, to evaluate the possible
improvement of results and to carry out a more complete study, the choice of GAM
is made, presenting a different approach to the previous one. These models allow
greater flexibility in the dependence of each covariate with the response variable.
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3 Implementation and Evaluation

In the data collection’s stage, a total of 3, 204 versions of different libraries are
downloaded,of which 1, 930 are vulnerable and 1, 274 non-vulnerable. When it
comes to the features to be used in the different ML models, the feature extraction
process collects more than 100 different characteristics. This will consolidate the
dataset that defines the problem.
After an EDA analysis, it has been possible to verify a large presence of atypical

data, the existence of similar records, dependence between numerous features and
low dependence of them with the response variable, or unbalancing dataset, among
others. These cause a significant reduction in the dataset and the need to perform a
balance to not compromise the results.
In the case of the models that follow the first approach (decision trees and the

SVM) 84 features have been selected. For the second approach, and since GAM
algorithms require exhaustive recompilation of the most significant features, a selec-
tion has been carried out, discarding those variables with a high correlation between
them. Furthermore, an own selection has been made, taking those that are considered
most significant for a vulnerability prediction. Thus, a total of 48 features have been
selected for the implementation of the GAM model.
In the current analysis, two different cases have been modelled: one in which a set

of paired data is provided, and another whose samples are unpaired. For the former,
a vulnerable and non-vulnerable version of each library has been chosen. For the
latter, the vulnerable and non-vulnerable samples correspond to different libraries.
This distinction is made since GAM models require the use of unpaired datasets.
For the implementation of the different models, the use of the Python program-

ming language has been chosen. The public libraries RandomForestClassifier, Gra-
dientBoostingClassifier, SVC, linear_model.LogisticRegression and LogisticGAM
from sklearn7 are used for RF, GBT, SVM and GAM models respectively.
For all cases, samples have been divided into those used for the training process

and those for testing. In addition, a grid search has been implemented by cross
validation for obtaining the hyperparameters corresponding to each model which
provide the best result.

3.1 Evaluation

Next, a comparative study of the different models trained and evaluated in several
different scenarios is progressively presented. The goal is to achieve a model capable
of identifying vulnerabilities in a real code resource as reliably as possible.
In a first test, vulnerable and non-vulnerable libraries to a known CVE configure

the dataset, discarding libraries and versions marked with PVE. The results obtained
in the different models with said dataset are not conclusive since the number of

7 https://scikitlearn.org/stable/user_guide.html
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existing samples in it is low for a correct implementation of the selected models.
To solve the lack of samples in the dataset, libraries with PVE have been added.
After this extension of the dataset, the models have been evaluated in both paired
and unpaired data scenarios, with the exception of GAM models whose nature only
allows their use with unpaired data.
The results, provided in Table 1, showed low adjustments in all the models

and cases therefore a data extension has not provided solutions in improving the
modelling. In a comparison between the different models, there is no indication of
a significant difference. In addition, a low accuracy with the training data indicates
that models are not being able to learn.
Taking into account the possible different scenarios, a second test is performed

that aims to improve the model’s results. To do this, contextualization is added to
the selected dataset by means of re-coding of the output feature. Table 2 shows the
results achieved. Since the results with paired and unpaired data do not show any
difference, only results of the models evaluated in the set containing paired data are
shown, except for the case of GAM models that use unpaired data. In general terms,
all the models show a slight improvement after the transformation of the response
variable and the trend in the variation between the training and testing adjustments
is maintained. The differences between the models are still not significant and the
unpaired scenario shows a weaker improvement over this transformation.
Following the results obtained, it is proposed to reformulate the problem and

explore the possibility ofmodifying the response feature to the different types of CVE
contained in the libraries. It is revealed that a certain library can have several different
vulnerabilities, and a new scenario is obtained, in which the records corresponding to
a certain library appear asmany times as differentCVEs they contain. The newdataset
includes all the original libraries considered no-vulnerable, and those vulnerable to
a given CVE, discarding those with PVE label. This new dataset contains a total of
1613 records. Due to the fact that data samples are paired, GAM is not performed.
The performance of the algorithms with the new dataset provides results with

significant improvements. In this case, the evaluated models present an adjustment
of around 75%, being RF the one that provides better results (Table 3). The evaluation
of the performance of said model can be seen in Table 4, where precision, recall and

Table 1 Evaluation of selected models for paired and unpaired data scenarios. It has been taken
into account the accuracy training, accuracy testing and the AUC (Area Under the ROC Curve).

Dataset Model Accuracy
training

Accuracy
testing

AUC

Paired data RF 0.509 0.502 0.518
Paired data GBT 0.602 0.579 0.539
Paired data SVM 0.6 0.581 0.541
Unpaired data RF 0.497 0.496 0.528
Unpaired data GBT 0.532 0.558 0.569
Unpaired data SVM 0.552 0.554 0.552
Unpaired data GAM 0.521 0.523 0.498
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Table 2 Model’s evaluation when a re-coding
of the output feature is performed.

Model Accuracy
training

Accuracy
testing

AUC

RF 0.566 0.561 0.623
GBT 0.651 0.634 0.628
SVM 0.653 0.631 0.535
GAM 0.642 0.564 0.573

Table 3 Model’s evaluation considering the
number of CVE per library.

Model Accuracy
training

Accuracy
testing

AUC

RF 0.754 0.727 0.776
GBT 0.751 0.702 0.719
SVM 0.653 0.621 0.637

Table 4 Descriptive Parameters of the Results for the RF model.

Outputs Precision Recall F1-Score %Support

0 0.72 0.754 0.727 0.493
1 0.74 0.653 0.621 0.507

Fig. 2 Confusion matrix for RF model
Fig. 3 ROC curve and best threshold for RF
model.

F1 score are detailed, offering values around 70% in both precision and recall. In
addition, the implementation of the RF offers a confusion matrix with false positive
and false negative rates greater than 10% (Figure 2). By focusing on the ROC curve
and the AUC, performance of the model presents values close to 80% (Figure 3).

4 Conclusions

In this paper, a comparison of different ML models for the detection of vulnerable
libraries has been presented. During this analysis, some problems have arisen due
to the high correlation between the features obtained with the static code tools, the
low linear dependence between the input and output features from the model, or the
difficulties in obtaining correctly labelled public libraries of real code.
Despite the faced issues, this study has verified that the results obtained do not

depend to a great extent on the chosen model, since their results are similar. Further-
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more, the addition of records to the sample does not provide relevant improvements.
Only a better contextualization of the problem and re-coding the response function
has shown slight improvements in the results. The treatment of code resources, the
selection of tools and the adequacy of the techniques and procedures have allowed
us to obtain an RF model that is around 75% accurate in the classification.
Taking these results into account, a future work is considered which will focus

on improving the data set obtained and the selection of features used, contextual-
ising and better understanding the problem, and using the proposed approach to
classify different types of vulnerabilities. Likewise, the possibility of redirecting
research towards the improvement of knowledge acquisition is raised, focusing on
the information provided by the AST that has been slightly treated in this work.
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Evaluation of the reliability index of IP
addresses in reputation lists

Alberto Miranda-García, Ignacio Samuel Crespo-Martínez, Ángel Manuel
Guerrero-Higueras, and Vicente Matellán-Olivera

Abstract IP address reputation lists are a collection of IP addresses that have been
associated with malicious practices. Therefore, it is essential to evaluate the ad-
dresses’ reliability in this list to avoid false positives, regardless of the metrics that
have been classified as malicious. Reliability is defined as the probability that such
IP addresses are a significant threat due to their appearance on different reputation
lists. Generating an evaluation index to evaluate the reliability of the elements in a
global way allows us to evaluate IP addresses. Thus, a defined metric will be used
based on appearances in external reputation lists, the dates they were added and
last seen, and other variables such as severity and repetition in the list itself. The
proposed system presents an IP address evaluation module composed of a series of
asynchronous processes to evaluate the reliability of the elements.

Key words: Blacklists, Incident Assessment, Network traffic, IP addresses, Repu-
tation Assessment

1 Introduction

Reputation lists are collections of IP addresses belonging to malicious networks
(URLs, IP addresses, domain names, etc.) that are generally used as the primary
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mechanism for access control. There are a large number of publicly available reputa-
tion lists. There are lists focused on specific attacks, such as IP addresses classified as
Spam, Phishing, Command and Control (C&C), etc. Lists can be used to implement
a Spam filter in an email server, to filter data flows in a NIDS (Network Intrusion
Detection System) belonging to Command and Control [7], etc. There are two main
use cases for applying reputation lists in a NIDS. First, it is imperative to analyze
all the data flows received, checking the IP addresses to avoid incoming attacks. On
the other hand, another less common use case is to monitor the outgoing traffic [10].
It allows for knowing the impact of the activities carried out by our systems on the
blacklists and being able to mitigate a possible infection in our network.
Reputation lists are usually maintained by a company or an entity and can be

public, as is the example of the FireHOL or CINSARmy lists, or private. Those in
charge of keeping a list updated use metrics [3] or external sources to add a new
IP address. However, such external sources are usually private or are not specified.
Therefore, the reliability of the elements in these lists is not corroborated.
There are currentlymore devices connectable to the network than assignable IPV4

addresses. That is why public IP address reassignment techniques are being used,
and everything is being migrated to IPV6 [14]. The lack of IP addresses is why an IP
address that has been used to send Spam can be reassigned to an ordinary household
and still belong to a reputation list. Another aspect to consider is the possibility that
a malicious device makes the connection through a proxy or VPN (Virtual Private
Network); in this case, one of these would appear on the list.
However, blocking potentially malicious network traffic using reputation lists is

not themain objective of this work. The aim is to validate that the addresses contained
in the lists maintain certain reliability. Using multiple reputation lists and multiple
data sources can be beneficial due to a broader reach. There are articles that studied
the effectiveness of reputation lists obtaining positive results [12], stating that public
IP address reputation lists do not contain more than a quarter of all IP addresses
belonging to malicious activities on the network. It does not mean that it is no longer
a critical need to be able to validate the addresses that are listed.
This research aims to validate the reliability of the IP addresses contained in

reputations lists. To achieve our goal, we propose a two-step system. On the one
hand, the data from defined sources are retrieved and stored. On the other hand, an
analysis of the IP addresses is carried out, and reports with detailed information are
generated. To validate this system, we propose to analyze the correlation between
the index developed in our analysis and the reliability index previously defined in the
lists. The generated index is calculated based on addresses, dates and other factors.
The proposed approach maintains a highly reliable reputation list, thus avoiding false
positives.
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2 Materials and methods

2.1 Reputation Lists

As a data source for this study, a set of public blacklists have been used, containing
a list of IP addresses marked as malicious traffic and categorized by their type of
attack. In addition, data obtained by Suricata (IDS) and the INCIBE reputation list
have also been used, but these data are obtained by collaborating entities whose
privacy policy restricts the exchange of information and therefore the source cannot
be shared. The external reputation lists are specialized in different types of attacks
to cover the most significant categories. The lists and data relating to each of them
are described below.
• SSL Blacklist: This list has used the associated SSL certificate to add addresses
and contains entries older than 30 days. It contains an average of 61 entries.
Offered by Abuse.ch [1].

• Feodo Tracker: List of addresses associated with Dridex, Heodo (Emotet), Trick-
Bot, QakBot (QuakBot) and BazarLoader (BazarBackdoor) malware. The update
rate for this list is 5 minutes. Each update has a total of 745 IP addresses on
average. Offered by Abuse.ch.

• BadGuys: List with IP addresses of all countries, evaluating their origin and
category. It maintains a policy of unique addresses with which it tries to filter
addresses from other lists and only keeps elements that do not appear in other
external lists. This list has an average of 15,000 elements on average for each
update. Offered by Cinsarmy [2].

• Level3: Set of addresses categorized as attacks, spywares and viruses. It contains
items detected in the last 30 days and is updated approximately every 3 hours. It
contains on average a total of 17,100 entries. Offered by FireHOL [8].

• iBlocklist: List of addresses associated with DDOS attacks. It has an approximate
update rate of 5 days. It contains an average of 11,000 IP addresses. Offered by
FireHOL.

• Normshield: List of IPs whose category is WannaCry [13]. This list is updated
approximately every 2 days. It contains an average of 1050 IP addresses. Offered
by FireHOL.
To this set of external lists, the following data sources used in this study are added:

• INCIBE List: This list is provided by the National Cybersecurity Institute of
Spain and contains IP addresses categorized as malicious. The elements of this
list are updated daily with information from third-party sources and companies
associated with this entity. This list is not publicly available.

Data have been normalized to evaluate lists. All the addresses obtained from the
different sources, except those obtained by the INCIBE list, are formatted with the
following attributes: IP, firstseen, lastseen and active. On the other hand, the IP
addresses obtained from the INCIBE lists and the attributes that maintain the data
from other sources include the fields described in Table 1.
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Table 1 Fields in the database.
Field Description

IP IP Address
lastseen Date of last seen in the list.
firstseen Date of first time seen/added
day Number of days it has been listed
categories Categories in which it has been classified
severity Severity Index
reliability Reliability Index
onlist Number of repetitions in the list
geo Field with latitude and longitude to geo-locate

2.2 IDS - Intrusion Detection System

In our work, the data sources have been enriched by adding the records of the
operational IDS in RedCAYLE [15], a project managed by the Castilla y León Super-
computing Center Foundation that keeps educational centres, university hospitals,
scientific infrastructures and technology parks connected through high-speed links.
Specifically, Suricata is used, which is an open-source threat detection engine which
combines an intrusion detection system and an intrusion prevention system [16].
This threat detection engine generates logs in real-time through defined access rules,
notifying, for example, when it detects a port scan or unauthorized access has been
attempted.
In the same way, as with the data obtained by the public reputation lists, all the

IP addresses detected in the records are formatted and stored in the database with
the following fields: IP, lastseen, firstseen, day and categories. These records are
generated in real-time, but the data dumping in the proposed architecture is carried
out periodically daily.

2.3 Implementation

For this work, an architecture with different sections is proposed, covering all the
previously described needs, the data dump and the analysis. Furthermore, the pro-
posed architecture must keep processes separated to allow the generation of reports
at any time in an asynchronous manner so as not to depend on updating the lists and
vice versa.
The proposed data collection and analysis processes run on two independent

machines, which share the data collection and processing and the analysis and report
generation. Therefore, an architecture with different sections have been designed as
shown in Figure 1. Another point to remember is that if we want to add a certain
level of reliability to our list, adding different data sources as the IDS is needed.
But as we have previously pointed out, this can imply a series of problems. For this
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Fig. 1 Overall architecture.

reason, it is essential to eliminate overlaps and treat and normalize all the data that
will be used so that all the data collected can be analyzed.
In the first section, data is obtained from the different sources of information.

As previously explained, the update rates of each of them are different, so an asyn-
chronous download and processing system has been designed. Keeping a repository
in which all the lists and sources are stored is essential. Thus, all data is stored in
a NoSQL database. MongoDB has been used since as different [6] studies point
out that when it comes to large numbers of entries, the performance of this type of
database stands out compared to other databases such as MySQL.
In the section related to reports, a series of processes are executed in charge of

data analysis, report generation, and sending the reports and visualization in Kibana
[11]. The first process is executed periodically every week because the list update
processes are executed asynchronously. The generated reports contain information
on each address, from the general information included in the lists to the analysis
data. Therefore, in addition to the data included in the database (see Table 1), the
fields that contain each element in the reports are shown in Table 2.
The reputation list offered by INCIBE has been used as the sample to validate

our proposal. Each element contains a reliability field whose obtaining metrics are
unknown. We will evaluate the correlation it maintains with the Evaluation Index
we generated in the analyses.
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Table 2 Additional fields in Reports.

Field Description

reportDate Report Generation Date
eval Address evaluation index
count Number of occurrences in the different data sources
appearList List of sources in which it appears
active Classification as active or past threat.

2.4 Metrics

The analysis process in this research is the main section of this study, where the eval
and active fields are generated and added to the reports. These fields are calculated
based on the different data obtained from the lists and data sources.
On the one hand, the Evaluation Index field (eval) takes as reference the fields

count, severity and onlist. To calculate this index, the number of external lists in
which the IP address appears is considered. Likewise, it is also considered if it
has appeared in Suricata. Another influencing factor is the onlist field, which, as
previously explained, counts the number of appearances on the INCIBE list itself
since the same element can appear repeatedly classified with a different attack
category. Finally, an average is made and taken as a reference to use the severity
field of IP addresses. The equation used to calculate the variable eval is an additive
metric based on a series of values defined as shown below 1.

𝑒𝑣𝑎𝑙 = 𝑙𝑖𝑠𝑡𝑠𝑊𝑒𝑖𝑔ℎ𝑡 + 𝑎𝑣𝑒𝑟𝑎𝑔𝑒(𝑠𝑒𝑣𝑒𝑟𝑖𝑡𝑦[]) ∗ 0.125
+𝑎𝑣𝑒𝑟𝑎𝑔𝑒(𝑟𝑒𝑙𝑖𝑎𝑏𝑖𝑙𝑖𝑡𝑦[]) ∗ 0.125 + 𝑜𝑛𝑙𝑖𝑠𝑡 ∗ 0.05

(1)

The evaluation index is a value between 0 and 10, where 10 is a high level
of reliability and 0 is no reliability. The listsWeight is the sum of appearances in
reputation lists. The appearance of IP addresses in each list has different weights
based on the reliability of their sources. Suricata computes by 1.7 because the data
provided by this source is given by redCAYLE that is a trusted entity. The weight of
the other lists has been adjusted as the tests went on, depending on the percentage of
appearance of the IP addresses. Cinsarmy by 1.4, Level3 by 1.2, FeodoTracker by 0.8,
iBlockList by 0.7, Normshield by 0.6 and SSLBL by 0.6, being the maximum value
for listsWeight 7 out of 10. Regarding the severity and reliability indexes, computes
by 0.125 each of them, being 2.5 its maximum value between both. Finally, the onlist
field maintains a great variability between each of the addresses, so it computes by
0.05 and establishes a maximum limit of 0.5 out of 10.
On the other hand, the active field is used to evaluate if the IP address remains

an active threat. To evaluate this aspect, the difference between the fields firstseen,
lastseen and reportDate and the value of the field day is taken as a reference. To
obtain a value that is later evaluated, the following equation 2 is used. In this way,
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we get a value that the closer it gets to 0, the greater the probability of continuing
to be an active threat. The field active is Boolean, so a threshold is defined for the
value calculated with the equation to define the field. After several tests with sample
data using formula 2, it has been observed that the threshold that best fits to define
whether an IP is considered active or not is the value 3. Those addresses whose value
is greater than this are classified as not active.

𝑖𝑛𝑑𝑥 = (1 − 𝑑𝑎𝑦

𝑑𝑖 𝑓 𝑓 (𝑙𝑎𝑠𝑡 − 𝑓 𝑖𝑟𝑠𝑡) ) ∗ (𝑑𝑖 𝑓 𝑓 (𝑎𝑐𝑡 − 𝑙𝑎𝑠𝑡)) (2)

To evaluate the correlation between the variable variability of the INCIBE lists,
with the evaluation index generated in the analysis phase, and thus be able to validate
the results, five ranges have been defined with the reliability values. No Reliability,
when the value is between 0 and 2, Low Reliability between 2 and 4, Medium Relia-
bility between 4 and 6, High Reliability between 6 and 8, and Maximum Reliability
when the value is between 8 and 10. In order to evaluate this correlation, the Pear-
son correlation coefficient [4] has been used, which defines the linear dependence
between two quantitative variables. For this, the equation in which the Pearson pop-
ulation correlation coefficient is defined as shown in Equation 3, where Cov is the
covariance and 𝜎 is the population standard deviation. The correlation coefficient is
defined between -1 and 1. 1 indicates a high correlation between the values.

𝜌X,Y =
𝐶𝑜𝑣(𝑋,𝑌 )
𝜎X𝜎Y

(3)

3 Results

The reports have been generated with the data obtained between November 22, 2021
and December 12, 2021. In this period, three different reports have been generated.
The first one has a total of 56,937 unique addresses, the second with 64,564 unique
addresses and the last with a total of 55,275 unique addresses.
The report data, associated with the three periods, is shown in Table 3, where the

mean of the evaluation index (`) and the standard deviation (𝜎) of the data for each
reliability range are shown. In this period, the mean of the variations is 0.1166 (𝜎).
In the second period, the mean of the deviations is 0.1444 (𝜎), and in the third one
0.1422 (𝜎).
In the analysis of the data belonging to the first period, the correlation coefficient

between reliability and the Evaluation Index is 0.9706, which shows a positive
association. In the second period, the two variables have a correlation coefficient of
0.9748. And finally, in the third period, they maintain a correlation coefficient of
0.9833.
Figure 2 shows the number of unique IP addresses for each interval of the Evalu-

ation Index, taking as data set those obtained in the first period. In the same figure, if
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Table 3 Reports Data

Period 1 Period 2 Period 3

Range Reliability (`) (𝜎) (`) (𝜎) (`) (𝜎)
No Reliability 0.30 0.101 0.47 0.185 0.39 0.141
Low Reliability 0.67 0.069 0.48 0.164 0.51 0.149
Reliability Medium 0.76 0.095 0.85 0.098 0.89 0.101
High Reliability 1.35 0.132 1.13 0.104 1.42 0.139
Reliability Max. 1.95 0.186. 1.46 0.171. 1.72 0.181

Fig. 2 Reliability and Evaluation Indexes graphs.

we count the number of unique IP addresses for each reliability interval previously
defined, the second graph shown in Figure 2 is generated.
After distributing the number of IP addresses in reliability and evaluation index

ranges (Figure 2), the similarity in the distribution can be observed. This reflects that
the correlation between the reliability index and our evaluation index generated in
the analyses is favourable.
On the other hand, the following results have been obtained regarding the ap-

pearances of IP addresses from the INCIBE list in external sources and Suricata.
Regarding the first interval, 98.34% of the IP addresses have not been listed in any
sources. In the second interval, this percentage was 97.86% and in the third, 98.15%.
These data reflect the low appearance rate maintained by the IP addresses on the
INCIBE list compared to external lists. In a more detailed way, the appearance per-
centage has been calculated for each of the external lists, of the addresses that have
been listed in other sources. The rates relative for each period are shown in Table 4.
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Table 4 Percentages of appearance by Period.

Reputation List Period 1 Period 2 Period 3

Level3 36.40% 34.15% 36.92%
Feodo Tracker 27.73% 29.73% 28.84%
iBlockList 13.82% 13.24% 11.21%
CINArmy 12.29% 13.11% 11.98%
Suricata 9.39% 8.98% 10.45%
SSLBL 0.27% 0.59% 0.47%
Normshield 0.09% 0.19% 0.12%

4 Conclusions and further work

Malicious IP address blacklists are a great tool for different purposes like attack
detection or mitigation. In our case, using external lists and other data sources
such as Suricata allows us to generate the Evaluation Index. This index maintains
a close correlation with the reliability index given by INCIBE, taking the Pearson
correlation coefficient between both values as a reference. This value allows us
to verify the reliability of INCIBE’s IP addresses, which are added with metrics
established by unknown third-party entities. The results obtained in this work have
shown a positive association, indicating that the defined evaluation index can be used
as an indicator to corroborate the reliability of IP addresses in reputation lists.
Research carried out in this same field [9], addresses the analysis of the reliability

of IP addresses based on other factors such as domain information, AS numbers
and domain blocks. This methodology focuses more on analyzing the elements
individually, unlike this work which focuses mainly on the appearance in different
external sources. The approach of these works is also relevant in this field of study
since it adds additional information without directly depending on other sources.
In a complementary way to the system proposed in this work, adding this type of
analysis of each element would enrich the results and effectiveness.
This research opens the doors to companies and/or entities thatmaintain reputation

lists, to validate the elements by taking external sources as references. In the sameway
that sources such as Suricata have been used in this study, it is possible to implement
another type of IDS or IPS (Intrusion Prevention System) [5] in a straightforward
way.
In future lines of this work, the objective is to design different metrics and

improve existing ones to validate IP addresses more accurately. Another future aim
is to expand the data sources emphasizing detection models and external lists aligned
with the list’s elements to be analyzed. It allows us to have amore accurate Evaluation
Index.
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Forecasting the Number of Bugs and
Vulnerabilities in Software Components using
Neural Network Models

Ovidiu Cosma1, Petrică Pop1, Cosmin Sabo1 and Laura Cosma2

Abstract The frequency of cyber attacks has been rising rapidly lately, which
is a major concern. Because each attack exploits one or more vulnerabilities in the
software components that make up the targeted system, the number of vulnerabilities
is an indication of the level of security and trust that these components provide. In
addition to vulnerabilities, the security of a component can also be affected by
software bugs, as they can turn into weaknesses, which if exploited can become
vulnerabilities. This paper presents a comparison of several types of neural networks
for forecasting the number of software bugs and vulnerabilities that will be discovered
for a software component in certain timeframe, in terms of accuracy, trainability and
stability to configuration parameters.

Keywords: Security, Software vulnerabilities, Forecasting, Neural networks.

1 Introduction

The frequency of cyber-attacks has been rising rapidly lately, which is a major
concern. Because each attack exploits one or more vulnerabilities of the software
components that make up the targeted system, their number of vulnerabilities is an
indication of the system level of trust. In addition to vulnerabilities, the security of a
component can also be affected by software bugs, as they can turn into weaknesses,
which if exploited can become vulnerabilities. To forecast the cyber-attacks, first,
we need to know the trends of the vulnerabilities and bugs that can involve other
weakness.

This paper presents a comparison of several types of Neural Networks (NN) for
forecasting the number of software bugs and vulnerabilities that will be discovered
for a software component in certain timeframe, in terms of accuracy, trainability and
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stability to configuration parameters. The experimental part of this paper covers the
Ubuntu Operating System and the Robot Operating System (ROS) which represents
a set of software libraries and tools needed to build a robot application. The most
complete repository that offers detailed information about vulnerabilities and weak-
nesses is the National Vulnerability Database (NVD), which is the U.S. government
repository of standards-based vulnerability management data, represented using the
Security Content Automation Protocol (SCAP). This data enables automation of vul-
nerability management, security measurement, and compliance [11]. NVD includes
databases of security checklists, security related software flaws, misconfigurations
and product names.

Regarding ROS vulnerabilities, the number of resources is very limited, but ROS
is running under Ubuntu OS, and the most of its vulnerabilities affect ROS. The
project ROSIN [12], [13] identified more then 200 bugs associated with ROS, that
cover a reliable time interval, and these have been used to train our NN models.

This paper is organized in six chapters, as follows: Section 2 presents a literature
review regarding vulnerabilities forecasting, Section 3 describes the neural network
models we have compared in our experiments, Section 4 presents the data collection
used for training our models, Section 5 presents the experimental results, and Section
6 presents conclusions and new research directions.

2 Literature Review

Several methods have been proposed to forecast the ICT system vulnerabilities. The
proposed methods can be classified into three classes: time series analysis-based
models, artificial intelligence models and statistical based models. Next, we will
review some of the most methods described in the literature.

The most important time series models introduced to forecast the vulnerabilities
have been considered by Gencer and Basciftci [2] who used the Auto Regressive
Moving Average (ARIMA) model and deep learning methods in the case of android
operating system. Pokhrel et al. [4] described a vulnerability analytic prediction
model of Desktop Operating System based on linear and non-linear approaches
using time series analysis. Roumani et al. [5] used an exponential smoothing model
for vulnerability analysis and prediction.

Some of the recent models for forecasting the vulnerabilities have Long Short-
Term Memory (LSTM) cells in their composition and are trained by Gradient Descent
and Back Propagation (BP-GD) algorithms. A comparative analysis of several types
of deep neural networks was described by Kaushik et al. [3]. The conclusion drawn
in [3] was that the Convolutional Neural Networks (CNN), Multilayer Perceptron
Models (MLP), Recurrent Neural Networks (RNN) and Long Short-Term Memory
(LSTM) models perform well for one step forecasting and less satisfactory for
multiple steps forecasting.

Rahimi and Zargham [7] described a novel paradigm for vulnerability discovery
prediction based on code properties, called vulnerability scrying. Their proposed
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method extracts code complexity and quality properties from a source code and then
uses a stochastic model to forecast vulnerabilities. Williams et al. [8] described an
integrated data mining framework that depicts automatically how the vulnerabilities
evolve over time and detect the evolution of a particular vulnerability. In addition,
their described framework has a predictive component that may be used to predict
vulnerabilities or to approximate future appearance probabilities of vulnerability
groups.

Yasasin et al. [6] and Roumani et al. [5] evaluated various methodologies to
forecast vulnerabilities of well-known applications. Both works have concluded that
the ARIMA model is the most suitable, since it offers the highest accuracy. More
recently, Cosma et al. [1], presented a comparative study of the most important and
promising methods for forecasting the ICT systems vulnerabilities.

3 Neural Network Models

We used three Types of Neural Network Models for forecasting the number of bugs
and vulnerabilities of software components: Long Short Term Memory (LSTM),
MultiLayer Perceptron (MLP) and Convolutional Neural Network (CNN). Their
general architecture shown in Figure 1 has been adjusted based on preliminary
experiments. In order to deliver good results, the models must have sufficient com-
plexity to assure proper learning capacity, but unfortunately complex models are
difficult to train, and they quickly enter in over-training. The LSTM model has been
equipped with a dropout layer to mitigate the overtraining phenomenon.

All the models have been trained with the Gradient Descent - Back Propagation
algorithm. Because there is little data available for training the models, we used the
k-fold cross-validation technique. The model parameters and the GD-BP algorithm
parameters have been fine-tuned based on grid search. The configuration parameters
of the models on which our experiments are based, are shown in Figure 1. The
GD-BP algorithm was configured with the following parameters: batch sizes: 9 and
12, learning rates: 0.005 and 0.006.

4 Data Collection

In this section we present the information sources we have used in our experiments.
The collected data was used for training our NN forecasting models, as is going
to be shown in the next section. We retrieved information regarding the Ubuntu
operating system vulnerabilities from the National Vulnerability Database (NVD),
and information regarding the Robot Operating System (ROS) bugs from the Robust-
Rosin repository [12]. The structure of our vulnerabilities data collection is shown
in Figure 2. It was defined based on the NVD data structure, transformed in a
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JSON format, with some modifications to enable easier identification of relevant
information.

The information related to the ROS operating system bugs are taken from the
ROSIN project [13] and its public GitHub repository [12]. The repository contains
software bugs information in Yet Another Markup Language (YAML) [14] format. In
order to be used in our experiments, we scanned the files of the project, we extracted
all its YAML files and transformed the content to a JSON format consistent with our
data collection.

Finally we collected 3038 Common Vulnerabilities and Exposures (CVE) regard-
ing Ubuntu operating system, which are related to different versions and cover a wide
time period, and 220 ROS operating system related bugs.

5 Experimental results

In our experiments, we have built two sets of forecasting models: one for the Ubuntu
operating system vulnerabilities, and the other one for the Robot Operating System
(ROS) bugs. The models were developed in Python language, using the Keras deep
learning API [9]. Each set was built to performed four types of forecasts: the number

Fig. 1: Model architecture: a. Long Short Term Memory, b. Multilayer Perceptron,
c. Convolutional Neural Network
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of bugs / vulnerabilities in the next month, and the average number of monthly bugs
/ vulnerabilities in the next 2, 3 and 6 months. Each type of forecast was performed
using three different neural network models: LSTM, MLP and CNN. Each model
was built, trained, tested and validated multiple times in a grid-search algorithm, in
order to fine-tune its parameters.

The training data for the models in the Ubuntu set was taken from the National
Vulnerability Database [11], and from the Ubuntu version history [10]. The input
features are the monthly vulnerabilities and the age of the last version (in months),
or the averages, depending on the type of forecast.

The training data for the models in the ROS set was taken from the ROBUST-
ROSIN data set [12]. This data set contains both vulnerabilities and warnings. There
are 4 levels of warnings, labeled as ”not-a-bug”, ”bad-smell”, ”bad-style” and
”warning”. The bugs are labeled by severity as ”minor-issue” and ”error”. We
associated severity scores from 0 to 3 to the 4 warning levels, based on which we
calculated cumulative warning levels for each month. The input features for the
models in the ROS set are the number of monthly bugs and the warning level, or
the averages, depending on the type of forecast. The input features for the 6 months
average number fo monthly bugs forecasting models are presented in Figure 3. It can

Fig. 2: ROS average number of vulnerabilities per month and average warning level
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be seen that there is a correlation between the warning level and the number of bugs
that will be discovered in the next period.

For increasing the forecasts accuracy, all the input data was normalized using
Z-score normalization, in order to bring the average to 0 and the standard deviation
to 1.

The results given by the best forecasting models in the Ubuntu set are shown in
Figures 4 - 7. The forecasts cover a period of about 200 months, (from 2005-10 to
2022-04). The forecasting accuracy expressed by the Mean Absolute Error (MAE)
computed for the entire period is situated between 3.53 for the 1 month model, and
1.98 for the 6 months average model, which is good, having in mind that the actual
value ranges are [0, 133] and [0, 80] respectively.

A total of 24 forecasting models were built and tested: 12 in the Ubuntu set, and
12 in the ROS set. A comparison of their performance in terms of accuracy is shown
in Figure 8. The MLP model consistently gave the best results for all the forecast
types performed by the ROS set models. In the case of the Ubuntu set models, the
best results were given by the CNN model for the 2, 3 and 6 months forecasts, and
by the MLP model for the 1 month forecast. The LSTM model took the third place
in each of the cases.

Fig. 3: ROS average number of vulnerabilities per month and average warning level

Fig. 4: Ubuntu monthly vulnerabilities forecasting



Title Suppressed Due to Excessive Length 7

A complete model specification (CMS) is composed of the model architecture
and all its configuration parameters, including the ones referring to the GD-BP
algorithm.

For each CMS we have built, trained and evaluated several models. The overall
accuracy of each model is expressed by the Mean Absolute Error (MAE) of the
forecasts performed for the entire data set.

Thus, a Model Accuracy Result Set (MARS) was determined for each CMS,
which allows us to make a comparison of the models in terms of trainability and in
terms of sensitivity to configuration parameters.

All the models were trained using the Gradient Descent – Back Propagation (GD-
BP) algorithm, which can be easily trapped in a local minimum. If there were no
local minimums, the GD-BP algorithm would find the best solution every time. But

Fig. 5: Ubuntu vulnerabilities, 2 months average forecasting

Fig. 6: Ubuntu vulnerabilities, 3 months average forecasting
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this is not the case with real problems. The GD-BP algorithm usually ends in a local
minimum, which depends on its parameters and the initialization of the model.

A certain Model Architecture (MA) can be considered easy to train, if when it is
trained several times for the same CMS, similar results are obtained.

Thus, the MARS STandard Deviation (MARS-STD) calculated for all the models
having the same CMS is an indication of the model architecture trainability.

A comparison between the model architectures in terms of trainability is presented
in Figure 9. The plots represent the average MARS-STD for each model architecture
in each model set. For easy comparison, the actual values were scaled to the [0, 100]
range. The plots in Figure 9 show that the LSTM models have the best trainability.
This is no surprise, because they were specially designed to successfully handle long
sequences of data. The MLP models are situated at the other extreme. They are hard
to train, because the chosen architecture suffers of the vanishing gradient problem,
because it has multiple intermediate layers.

Fig. 7: Ubuntu vulnerabilities, 6 months average forecasting

(a) Ubuntu models (b) ROS models

Fig. 8: Accuracy
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(a) Ubuntu models (b) ROS models

Fig. 9: Trainability

For evaluating the model architectures sensibility to the configuration parameters,
we calculated the AVerage of each MARS (AV-MARS) first, and then the standard
deviation of the AV-MARS for each model architecture in each model set. The results
scaled to the range [0, 100] are presented in Figure 10. The CNN models seem to
have the greatest sensitivity to the configuration parameters (with three exceptions).
This sensitivity is not necessary a bad property, but it can be an indication that
the fine-tuning of the configuration parameters might be more difficult. The least
sensitive to configuration parameters seems to be the MLP architecture.

(a) Ubuntu models (b) ROS models

Fig. 10: Sensitivity to configuration parameters

6 Conclusions

In this paper, we presented a comparison of several types of neural networks for
forecasting the number of software bugs and vulnerabilities that will be discovered
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for a software component over a period of time, in terms of accuracy, trainability
and stability to configuration parameters.

By analyzing the experimental results, the following conclusions can be drawn:
In terms of forecasting accuracy, the best results were given by the CNN models in
the case of vulnerabilities, and by the MLP models in the case of software bugs. In
terms of trainability, the best results were given by the LSTM models, and in terms
of stability to configuration parameters, the MLP models showed the best results. In
our next research we will add new models to our study, and will develop a genetic
algorithm for improving the trainability of the MLP models which are worst from
this perspective.
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Reinforcement Learning model free with GLIE
Monte-Carlo on policy update for network
topology discovery

Roberto Casado-Vara, Marcos Severt, Ángel Martín del Rey, Héctor Quintián and
Jose L. Calvo-Rolle

Abstract Providing cybersecurity for computer networks is one of the main concerns
for companies in this digital society. Unless this is done, companies can potentially
lose huge amounts of data or even lose control of their own computer networks.
Knowing the topology of the computer network and the information that is accessi-
ble on each of the nodes of the network is very relevant information both to establish
impenetrable cyber defenses and to spread malware through the network and take
control. In the proposed work, an algorithm has been designed to control the prop-
agation of a malware through an unknown computer network in order to extract the
information of its network topology. The results of this new algorithm have been
tested in 3 simulations on a virtual copy of the same real computer network of an
intelligent building in the city of Salamanca. The main result obtained was that
the algorithm is able to discover all the nodes of the network adapting itself to the
network characteristics.
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1 Introduction

Nowadays, computer networks have a global implementation in all areas, which is
the reason for their increasing complexity. This is why generating a topology net-
work is becoming an increasingly difficult but extremely useful task for accurate
simulations. Discovering and monitoring the network is an essential task [1]. More-
over, given the dynamic and large-scale behavior of today’s networks, the discovery
process has to be fully automatic and provide correct results in the shortest possible
time. In fact, existing tools and methods for discovering different topologies are of
growing interest to application vendors and network administrators, as they are ex-
tremely useful for planning andmanaging any network, nomatter how large it will be.

Knowing the network topology is essential to understand how the different de-
vices that share information within the network behave. The importance of having
an automatic, efficient and reliable method for the discovery of the network topology,
lies in the fact that the detection of errors and troubleshooting is faster allowing to
keep our network clean and safe from possible threats. Currently there are several
WAN discovery researches that ignore the need to know topology information at the
LAN level even though some works have shown that this information is relevant but
they assume full knowledge of the routers to each other [2, 3]. Nowadays and with the
rise of technologies such as IoT, there are numerous studies on how to discover the
topology at different levels, i.e. at the WAN, LAN and physical level. These studies
propose a method based on the different communication protocols that exist at these
three levels such as, for example [4, 5]. On the other hand, instead of using multiple
protocols, there are numerous studies based on the use of a single protocol at a single
network level, such as Simple Network Management Protocol (SNMP) [6] or Link
Layer Discovery Protocol (LLDP) [7]. If we focus on the network level, another of
the most used protocols for the discovery of network topologies is Internet Control
Message Protocol (ICMP), which is used by the different devices connected to the
network to send error messages and operational information indicating success or
failure when communicating with another IP address [8]. The latest experiments
conclude that the topology discovery algorithm with multiprotocol fusion has better
results and adaptability to topology changes [9]. As for the exploration of the graph
that is generated in the network as it is discovered, there are different approaches
such as those based on classical graph theory algorithms [10, 11]. Another of the
most widely used methods for graph exploration in computer networks today, given
their complexity and dynamism, is the use of different machine learning techniques
that adapt to the changing topology of the network [12, 13]. This latest paradigm for
machine learning-based graph exploration has been enhanced by the incorporation
of advanced deep learning techniques [14].

Our research proposes a new strategy for network topology discovery using Markov
Decision Process (MDP) and complex network-based models. The novelty of this
research is to assume that there is no previous knowledge of the network and that
the stochastic process of finding network data is modeled by a MDP. This approach
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will allow network administrators or application providers to learn the topology of
an unknown network dynamically, automatically and at a low computational level.
This new strategy for the discovery of the topology of a network has 2 stages: in the
first stage, the definition of the MDP that defines the possible states in a node of the
topology graph is performed; in the second stage, a graph exploration algorithm is
applied to find new nodes in the hidden network. The results of this research, even in
their early stages, are relevant since the algorithm allows us to discover the topology
of the network by defining the way in which the malware navigates the network. This
proposed algorithm improves on the current state of the art as it is able to adapt and
learn as it moves through the network topology. This paper is organized as follows:
The details of our proposal are presented in Section 2. Section 3 presents three
simulations, the results of which validate the performance of the proposal. Finally,
Section 4 concludes the conducted research and proposes future lines of work.

2 Markov Decision Process

2.1 Preliminaries

An MDP is denoted by a tuple (𝑆, 𝐴, 𝑅, 𝑃, 𝑠0) where 𝑆 represents the state space,
𝐴 denotes for permitted actions, 𝑅 gathers rewards, 𝑃 stands for a state transition
matrix, and 𝑠0 is the initial state. Given a state 𝑠𝑡 = 𝑠 ∈ 𝑆 and an action 𝑎𝑡 = 𝑎 ∈ 𝐴

at time 𝑡, the probability of reaching state 𝑠′ at time 𝑡 + 1 is defined by the transition
matrix 𝑃(𝑠, 𝑎, 𝑠′), which denoted as

𝑃(𝑠, 𝑎, 𝑠′) = 𝑃(𝑆𝑡+1 = 𝑠
′ |𝑆𝑡 = 𝑠, 𝑎𝑡 = 𝑎) (1)

Given an initial state 𝑠0, the model runs continuously according to the dynamics of
the environment defined by eq. 1 up to the point where it reaches a goal state. An
MDP fulfills the Markov property, which essentially states that the future process
is independent of the past given the present. Two kinds of value functions exist in
MDPs, which are state value 𝑉 (𝑠) and state-action value 𝑄(𝑠, 𝑎). Actions that an
agent would take is a policy 𝜋, being a mapping from a state 𝑠 and an action 𝑎 to
the probability 𝜋(𝑎 |𝑠) of taking action 𝑎 in state 𝑠. Thus the value function of a
state 𝑠 following the policy 𝜋, denoted as 𝑉𝜋 (𝑠) can be taken as the expecting future
rewards, i.e.,

𝑉𝜋 (𝑠) = 𝐸𝜋

[
𝑘∑︁

𝑘=0
𝛾𝑘𝑅𝑡+𝑘+1 |𝑠𝑡 = 𝑠

]
(2)

where 𝛾 is a discount factor. The state-action value of picking an action 𝑎 at state 𝑠
by following policy 𝜋 is

𝑄 𝜋 (𝑠, 𝑎) = 𝐸𝜋

[
𝑘∑︁

𝑘=0
𝛾𝑘𝑅𝑡+𝑘+1 |𝑠𝑡 = 𝑠, 𝑎𝑡 = 𝑎

]
(3)
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There have been several algorithms for solving theMDP, i.e., for determining the opti-
mal policy, and the associated value functions, including theMonteCarlomethod, dy-
namic programming method or the Q-learning approach, to name just a few [15, 16].

2.2 MDP for finding information in complex networks

In this section, we will develop an MDP model for finding information in complex
networks with zero previous knowledge of the network.

2.2.1 States

In our model, 𝑠 = (𝑝𝑡 , 𝑙𝑡 , 𝑡) consist in three components, called, a graph position
𝑝 ∈ 𝑃 = {finite set of positions}, 𝑙 ∈ 𝐿 = {permission levels}, and 𝑡 ∈ 𝑇 the current
time. To determine what possibilities are once the exploratory malware arrives at
a certain node, we create a finite set of permission levels 𝐿 within the node itself,
regardless of the type of equipment it is. In this researchwehave designed the different
permission levels about the network that a user of a given computer connected to
the network has. The set of permission levels is defined as follows: In the first level,
which we will call base level, we assume that the equipment is simply reached and
we do not have any kind of permission beyond being able to interact with it; The
second level, which we will call guest level, assumes that we have guest level access
to the specific computer, this allows us to obtain very limited information about
it but it is an advance in terms of permissions over the previous level; The third
level, which we will call basic permissions level, we assume that we have certain
operational capacity within the equipment. This allows us to have access to certain
information such as the equipment’s network interfaces, IP addresses and network
masks. This allows us with the use of network level protocols such as ICMP to know
what other equipment exists within the topology; The last and fourth level, which
we will call root level, allows us to have global access to the whole computer. This
means having access to any type of command or to the use of network sniffers that
would allow us to know the global traffic existing in this equipment and consequently
those equipment that have direct communication with it. For example, 𝑠 = (3, 2, 5)
is a state which the malware is in 3𝑟𝑑 node, with the guest level when time 𝑡 = 5.

2.2.2 Actions

The set of allowed actions in this MDP is called 𝐴. These actions are variable
depending on the number of neighbor nodes of the current node. In this situation,
the agent has to choose between the neighbor nodes to move in. Notice that some of
the movements may be non-reachable, we thus add a huge penalty with the reward to
prevent the agent from taking the action which leads the agent to the non-reachable
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neighboring network. The allowedmovement is between two nodes linked by an edge.
When moving to a new node in the topology, the pentesting action is performed to
determine the permission status of that node. The pentesting consists of a set of tests
that allow to determine security flaws within the system and that can allow, among
other things, to reach a higher degree of privileges within the system. Notice that just
as pentesting can involve a higher level of privileges, it can be detected and either
expelled from the system or forced to reduce these privileges.

2.2.3 State transition

In this section we describe the state transition process that describes the states
evolution process in this MDP. We claim in section 2.2.1 that the states in our MDP
are a tuple 𝑠 = (𝑝𝑡 , 𝑙𝑡 , 𝑡), where 𝑝 is the position in the graph, 𝑙 is the permission level
and 𝑡 is the current time. Despite the fact that 𝑡 is changing following its own laws, 𝑝𝑡
and 𝑙𝑡 have some stochastic process in order to determine the next state. Although,
one can think that 𝑝𝑡 has an easy way to describe the state transition to 𝑝𝑡+1, under
no circumstances will we know anything about the next nodes in the graph before
we discover a new node. Since we reach a new node, we discover all of the new
nodes linked to the current node. In this situation, under the current limitations,
the state transition for 𝑝𝑡 to 𝑝𝑡+1 is controlled by the algorithm decisions. In the
other hand, states that are reached when pentesting is being performed, where the
probability of being in each state depends exclusively on the state in which it was in
the previous pentesting attempt. When a pentesting test is performed, the probability
of advancing in level decreases as the privileges of that level increase, and there is
also the probability of remaining in the same level or of being expelled from the
device, thus returning to the base level. Since the objective of the investigation is
the discovery of the network topology, it has been assumed that there is always a
probability of advancing from the base level to the level of maximum privileges.

2.2.4 Reward function

For RL based methods, blindness of exploration in unstructured environments is a
major problem. Therefore, path planning problems may be inefficient and weakly ro-
bust. [17]. To deal with this problem, we will design the reward function considering
all likely effects that will significantly affect the learning task of the algorithm. In
an unstructured environment, the agent has to discover all the nodes of an unknown
network. As a consequence, our reward function will include the number of nodes
yet unknown, whether a node has been visited more than once and the time that has
been spent since the start of the algorithm.

Inspired in the idea of the Kronecker delta, we design the number of unknown
nodes remaining in the network at time 𝑡. 𝑈𝑛 means the set of unknown nodes yet
undiscovered at time 𝑡, 𝑉𝑛 indicates the set visited nodes more than once and 𝑛𝑡
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means the new node at time 𝑡. This function is modeled as shown in (4).

𝑓𝑢𝑛𝑘𝑛𝑜𝑤𝑛 (𝑛𝑡 ,𝑈𝑛, 𝑉𝑛) =

100 𝑖 𝑓 𝑛𝑡 ∈ 𝑈𝑛

−10
√
𝑥 𝑖 𝑓 𝑛𝑡 ∉ 𝑈𝑛

(4)

where 𝑥 ∈ 𝑉𝑛 indicates the number of times that a node has been visited.

By combining unknown nodes and repeatedly visited nodes, we describe the re-
ward function as (5):

𝑅(𝑛𝑡 ,𝑈𝑛, 𝑉𝑛, 𝑡) = 𝑓𝑢𝑛𝑘𝑛𝑜𝑤𝑛 (𝑈𝑛) − 𝑡 (5)

We use time as a constraint, since we want to model the risk of being detected by
the network’s cyberdefenses according to the time that the malware remains in the
network discovering all its nodes.

2.2.5 Solving MDP

In the problem of discovering a network whose nodes are all unknown, the MDP
model is either unknown or uncertain, but the experience can be sampled. Therefore,
we can design a reinforcement learning algorithm with model free control approach.
This type of method is the most optimal when the MDP is unknown or uncertain. Let
𝑉 be the action value function and let 𝜋 be the policy, we will update the policy eval-
uationwithMonte Carlo policy evaluation, where𝑉 = 𝑣𝜋 . So, we have to estimate 𝑣𝜋 .

Since 𝑄(𝑠, 𝑎) is mode free, we face the estimation of 𝑣𝜋 with greedy policy im-
provement

𝜋‘ (𝑠) = 𝑎𝑟𝑔𝑚𝑎𝑥 𝑄(𝑠, 𝑎) 𝑤𝑖𝑡ℎ 𝑎 ∈ 𝐴, 𝑠 ∈ 𝑆 (6)

This problem is similar to solve the policy evaluationwithMonte Carlo (i.e.𝑄 = 𝑞𝜋).
Equivalently, starting from𝑄, 𝜋, with𝑄 = 𝑞𝜋 and 𝜋 = 𝜖−greedy, wewill reach 𝑞∗, 𝜋∗
the optimal 𝑞 and 𝜋. Every step, we use Greedy in the Limit with Infinite Exploration
(GLIE), where all action-state are explored many times

lim
𝑘−>∞

𝑁𝑘 (𝑠, 𝑎) = ∞ (7)

then the policy converges as

lim
𝑘−>∞

𝜋𝑘 (𝑎 |𝑠) = 1 (8)

with 𝑎 = 𝑎𝑟𝑔𝑚𝑎𝑥 𝑄𝑘 (𝑠, 𝑎‘).

We sample the 𝑘 𝑡ℎ episode using 𝜋 : {𝑆1, 𝐴1, 𝑅1, . . . } ∼ 𝜋. For each state 𝑆𝑡
and action 𝐴𝑡 in every episode,
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𝑁 (𝑆𝑡 , 𝐴𝑡 ) ← 𝑁 (𝑆𝑡 , 𝐴𝑡 ) + 1 (9)

𝑄(𝑆𝑡 , 𝐴𝑡 ) ← 𝑄(𝑆𝑡 , 𝐴𝑡 ) +
1

𝑁 (𝑆𝑡 , 𝐴𝑡 )
(𝐺𝑡 −𝑄(𝑆𝑡 , 𝐴𝑡 )) (10)

where 𝐺𝑡 is the accumulated reward, 𝜖 ← 1
𝑘
, 𝜋 ← 𝜖−greedy(𝑄).

Theorem 1 GLIE Monte-Carlo control converges to the optimal action-value func-
tion

lim
𝑡→∞

𝑄(𝑠, 𝑎) → 𝑞∗ (𝑠, 𝑎) (11)

Proof See [15]. □

3 Performance evaluation

In this section, we evaluate through an experimental case study the proposed method
for network topology discovery using reinforcement learning techniques and a
markov decision process to model the acquisition of information by the intelligent
agent at each node.

3.1 Case study description

For this purpose, we use a real network topology made up of several subnetworks
corresponding to a building to which we have had access for its study in order to be
able to propose conditions as close to reality as possible. To test the proposed model,
we have selected a non-trivial computer network of a real building. The chosen
building is the University of Salamanca’s R&D building and we have created a
virtual network based on the real one. In this network topology we have two different
types of computer equipment, on the one hand the routers and on the other hand any
device that connects and communicates with the rest of the network. In this regard,
it is important to note that the type of equipment has a significant influence when it
comes to obtaining new information once we are performing the pentesting inside
it. The network is constructed from the network topology formed by the different
connected equipment in a building. Thus, a graph is constructed in which the vertices
are different computers and the edges are the physical connections between them
(i.e., there is no alteration of the connection between two nodes connected by an
edge). An illustrative example of this graph can be found in figure 1, where the round
figures are the routers and the squares are the rest of the computer equipment. This
is how a network typology graph is constructed. This network will be considered
as a complex network and will be of undirected type. Since the algorithm does
not initially know this topology, it will build this adjacency matrix dynamically by
adding more nodes as they appear after each information discovery process.
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Fig. 1 Graph of the network used in the case study. In circles the routers and in squares the computer
equipment

3.2 Results

We will compare three selected iterations on the use case, where each of them is
different according to the initial selected node for discovering the whole network.
We compare the different results with the accumulated reward obtained during the
discovery process of the network as a metric. We can thus evaluate the performance
of the algorithm when starting on a certain computer rather than on another one.
Furthermore, whenever the algorithm does not find new information in any of the
nodes, it will automatically return to a visited node that is available from its current
node in order to navigate and discover the entire topology of the network. For the
simulations performed, we have chosen as initial nodes, node #14 belonging to the
subnetwork formed by devices #10 to #14 and router #4; node #20 belonging to
the subnetwork formed by devices #20 to #21 and router #5; and finally, node 6
belonging to the subnetwork formed by devices #6 to #9 and router #2. In this
way, any of the building subnetworks represented in the topology of this use case is
covered. In figure 2, we can see the comparative graph of the reward accumulated
by the agent when applying the Reinforcement Learning algorithm for each of the
three optimal simulations when starting at each node.
In table 1, we notice different statistics measurement calculated for the total

accumulated rewards obtained in each of the three optimal simulations performed.
In this way it is possible to compare whether or not there is a notable difference
between starting at a given node and starting at another node belonging to another
subnetwork.
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Fig. 2 Reward obtained in each of the three simulations carried out for each step.

Simulation Start Node Standard Deviation Total Reward Mean Reward Total Steps
1 14 66,85 810,99 13,74 59
2 20 65,44 855,37 14,25 60
3 6 66,26 836,35 13,93 60

Table 1 Statistical data collected from the three optimal simulations.

4 Conclusion

This paper has investigated the problem of discovering the whole nodes of a network
dynamically and automatically. Using our algorithm, it is possible to move through
the network topology and discover it by extracting new information from each
node making this process dynamic and efficient. Moreover, this algorithm makes it
possible to discover the network by previously defining how the agent has to identify
every node, which increases the efficiency in achieving specific objectives within
the network. On the other hand, we can conclude that we have found the optimal
solution to the problem with the reward we have chosen above. Future work will
focus on applying this algorithm to more complex networks consisting of more
differentiated device types. Moreover, we will test the efficiency of this algorithm by
applying new constraints to the network topology discovery and navigation process.
Also, we would also want to test more complex functions to try to model reality
more accurately. In future work, we want to test mathematical malware propagation
model since with this algorithm we find out partial or total information about the
network [18, 19, 20].
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Obfuscating LLVM Intermediate
Representation Source Code with NSGA-II

Juan Carlos de la Torre , José Miguel Aragón-Jurado , Javier Jareño , Sébastien
Varrette and Bernabé Dorronsoro

Abstract With the generalisation of distributed computing paradigms to sustain the
surging demands for massive processing and data-analytic capabilities, the protection
of the intellectual property tied to the executed programs transferred onto these
remote shared platforms becomes critical. A more and more popular solution to this
problem consists in applying obfuscating techniques, in particular at the source code
level. Informally, the goal of obfuscation is to conceal the purpose of a program
or its logic without altering its functionality, thus preventing reverse-engineering
on the program even with the help of computing resources. This allows to protect
software against plagiarism, tampering, or finding vulnerabilities that could be used
for different kinds of attacks. The many advantages of code obfuscation, together with
its low cost, makes it a popular technique. This paper proposes a novel methodology
for source code obfuscation relying on the reference LLVM compiler infrastructure
that can be used together with other traditional obfuscation techniques, making the
code more robust against reverse engineering attacks. The problem is defined as a
Multi-Objective Combinatorial Optimization (MOCO) problem, where the goal is
to find sequences of LLVM optimizations that lead to highly obfuscated versions
of the original code. These transformations are applied to the back-end pseudo-
assembly code (i.e., LLVM Intermediate Representation), thus avoiding any further
optimizations by the compiler. Three different problem flavours are defined and
solved with popular NSGA-II genetic algorithm. The promising results show the
potential of the proposed technique.
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1 Introduction

One of the major concerns for most organizations and companies nowadays is the
protection of their information and developments, which is particularly sensible with
the advent of distributed computing paradigms facilitating code sharing and remote
executions. Software protection is usually achieved through the implementation of
a number of security mechanisms at different levels in their information systems to
avoid unauthorized accesses, tampering, or any other kind of attack.

Moreover, software could be used to track and find flaws or vulnerabilities in
the exposed security system that could be used with malicious purposes. However,
securing a software against attacks is a complex and tedious task. With the gen-
eralisation of Cloud Computing services and the explosion of novel Web Services
developed over interpreted languages (such as Javascript, Python or Ruby), source
code is often directly exposed. Furthermore, compiled software is vulnerable too,
with more and more advanced reverse engineering techniques available to extract
its source code [21]. In order to protect the source code of software programs, it is
usual to rely on software obfuscation techniques. Informally, the goal of obfuscation
is to conceal the purpose of a program or its logic without altering its functionality,
thus preventing reverse-engineering on the program even with the help of computing
resources. An illegible code is more robust against plagiarism and possible attacks.
These issues, together with the fact that obfuscating a code is a relatively inexpen-
sive process, makes it a popular technique among software producers to protect their
codes. In practice, there is a large number of code obfuscation techniques in the
literature [16]. Among them, only a few works propose the use of techniques based
on Evolutionary Algorithms (EAs) for obfuscating code.

This work proposes a novel methodology for obfuscating code combining the
reference LLVM1 compiler infrastructure [22] and its Intermediate Representation
(IR) together with Genetic Algorithms (GAs) [13]. More specifically, LLVM IR is a
pseudo-assembly language that can be generated from a wide range of programming
language such as C/C++ and Objective C (through the Clang frontend), Python (via
the Numba JIT (Just In Time) compiler suite or the Python bindings for LLVM
provided by llvmpy) or Julia, among others. The proposed methodology is based
on the definition of the problem as a Multi-Objective Combinatorial Optimization
(MOCO) one. For that, we will make use of the modular and reusable toolchain
technologies featured within LLVM (in particular the set of optimization passes it
provides). The problem is then to find a sequence of such passes so that the resulting
code is as much obfuscated as possible, a concept which will be formalized later.
Because the proposed technique applies optimization transformations, different to
those typically used in obfuscation methods, it is complementary to the existing
ones, and it can be applied to their result in order to get an even more obfuscated
code. Therefore, the proposed method does not intend replacing existing obfuscation
techniques, but complementing them for further obfuscations. In order to effectively

1 Since December 2011, "LLVM" is officially no longer an acronym and simply a brand that applies
to the LLVM umbrella project. For more information, see www.llvm.org.
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guide the search of the GA towards obfuscated codes, we study different definitions
of the problem, based on several metrics that evaluate different aspects of the level
of obfuscation of a code, taken from [5]. The problem flavours proposed here also
consider the execution time of the resulting program under the assumption that
obfuscating a code should not negatively impact on the user experience.

The main contribution of this work is thus the design of a novel approach to
obfuscate software (in LLVM IR language) based on the application of source code
optimization transformations. In addition, this article provides (i) the mathematical
modelling of the problem of obfuscating software source code as a combinatorial op-
timization problem, (ii) the definition of three different muli-objective optimization
problems for source code obfuscation, and (iii) the resolution of the three prob-
lems with NSGA-II [11], a well-known multi-objective optimization algorithm. The
structure of the paper is as follows. Section 2 briefly presents the main techniques
for software obfuscation, as well as some outstanding related works. After that,
the problems proposed in this work are introduced in Section 3, and the technique
used to solve it is described in Section 4. The configuration of the experiments and
the obtained results are given in sections 5 and 6, respectively. Finally, the main
conclusions from this study are drawn in Section 7.

2 Background

A large number of applications for source code obfuscation transformations exists
in the literature [8, 3, 16]. They affect different aspects of a program structure and
can be classified into three main categories: (1) data obfuscation, composed of
all the operations that modify and obscure the data structures used in a program.
This includes the expansion of constants, consisting in replacing constant values
by arithmetic operations that give the same value, the encryption of variables and
constants, for instance by applying some homomorphic operations to change con-
stant values or arrays dimension, dead code insertion, the replacement of arithmetic
operations by others, more complex, with the same result, or renaming variables
and functions, among others; (2) layout obfuscation, embedding all the transforma-
tions changing the information induced by the code formatting. This includes for
example scrambling techniques for identifier names or for the code indentation; (3)
flow control obfuscation which affects the aggregation, ordering or computations
performed within the program control-flow and thus modifies the structure of the
software [18]. This includes operations as functions in- or out-lining, basic sequence
codes destruction, i.e., identifying basic blocks of instructions in the code and re-
place them by more complex ones, use of control instructions from the Operating
System, as Structured Exception Handler or Vectored Exception Handler (Windows)
or setjmp and longjmp (Linux), or the insertion of opaque predicates, for instance,
code sequences with conditionals that are always true (or false), but its value can
only be known in compilation time. Hybrid approaches exist and mix these different
categories [9, 18]. In all cases, only a few of the existing obfuscation techniques make
use of LLVM framework [22]. These works, such as Obfuscator-LLVM [18], benefit
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from the easiness of LLVM to implement code transformation patterns. However, the
present work follows a different approach, making use of the LLVM optimization
passes for the purpose of obfuscating code, different to that for which they were
conceived. This way, the method proposed here is complementary to the obfuscation
operations existing in the literature. With regards the mathematical modelling of soft-
ware source code obfuscation as an optimization problem, the literature is relatively
limited. In [20], the authors make use of GAs to protect the abstract data of control
flow. For that, they propose a novel metric to measure the control flow complexity,
based on entropy theory. A multi-objective Genetic Programming (GP) algorithm
was proposed for the obfuscation of C code in [6] and for JavaScript programs in [5].
GP makes arbitrary changes in the Abstract Syntax Tree (AST) of the source code, so
the method cannot guarantee that the obfuscated software keeps the semantics of the
original one. As objective functions, the authors analyze six different ones, three of
them are used in this work. Finally, Petke presents in [25] the idea of using Genetic
Improvement for code obfuscation, although it is not implemented. This is a similar
approach to the one just described above [5, 6], given that Genetic Improvement is
a kind of GP specially tailored for working with source codes.

The approach presented in this work considers a large number of transformations
in the code, unlike [20], focused on only control flow modifications, while it ensures
that the semantics of the program are unaltered, an important distinctive feature with
respect to the other two EA-based approaches [5, 25]. In addition, it is not limited
by the software size, as it is the case of the Genetic Programming based ones.

3 Problem Definition

Obfuscating a code is the art of modifying it to conceal its purpose or its logic without
altering its functionality, thus preventing the tampering or the reverse engineering
of the program [8]. It is a useful technique in order to protect the source code of a
program, limiting plagiarism, reducing the vulnerabilities discovery probability, or
securing sensible information, among others.

This work proposes the use of a set of generic code transformations to obfuscate
a source program 𝑃, which is defined as a Combinatorial Optimization problem.
Let 𝑇 = 𝑡1, ..., 𝑡𝑘 a set of generic source code transformations, which transform a
source program 𝑃 into a semantically equivalent one 𝑃′ having the same observable
behaviour [8]. More precisely, if 𝑃 fails to terminate or terminates with an error
condition, then 𝑃′ may or may not terminate, otherwise 𝑃′ must terminate and
produce the same output as 𝑃. The problem is defined as finding a sequence of
such transformations 𝑆 = [𝑠1, ..., 𝑠𝑁 ], 𝑠𝑖 ∈ 𝑇 , such that the defined obfuscation
quality of the source code is maximized. Every 𝑠𝑖 takes the value of the identifier
of a transformation, and the sequence 𝑆 defines the order in which the different
transformations must be applied. This order is important because it directly influences
the resulting output code. In addition, it is allowed for the same transformation to
be applied more than once (i.e., it can happen that 𝑠𝑖 = 𝑠 𝑗 , 𝑖 ≠ 𝑗) since, for most

https://www.llvm.org/
https://www.llvm.org/
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existing transformations, its repetitive application produces further changes in the
source code, specially when they are applied in combination with others [27].

There is not a single metric that is accepted to accurately measure the level of
obfuscation of a code [5, 24]. This work explores several metrics to measure different
aspects of the code obfuscation quality as fitness function in the optimization process:

1. Program Length (L): number of lines of the source code.
2. Cyclomatic Complexity (CC) [23]: it is a well-known metric to compute the

complexity of a software by measuring the number of predicates it contains. It is
computed on theControl Flow Graph (CFG) of the code as: 𝐶𝐶 = 𝑒 − 𝑛 + 2 · 𝑏,
where 𝑒 and 𝑛 are the number of edges and nodes of the CFG, respectively, and
𝑏 is the number of basic blocks in the program i.e., a code sequence with input
branches only at the entry and without branches out, apart from the exit.

3. Nesting Level Complexity (NLC) [14]: in the CFG, the nesting depth of a branch
node (representing a control structure) is defined as 1 plus the nesting depths of
its parent control structure nodes, if any.

In addition, it is also important that the user experience with the obfuscated code
is not worsened with respect to the original one. Therefore, we define the problem
as multi-objective, where one objective is one of the metrics defined below, and
the second one is the execution time. This way, solving the problem means finding
accurate trade-off solutions with high obfuscation levels and quick execution times.

4 Evolutionary Multi-objective Optimization

Evolutionary Multi-objective Optimization (EMO) is a field of evolutionary com-
putation where several conflicting objectives are to be optimized at the same time.
Two objectives are in conflict if, for a given optimal solution, improving one of the
objectives leads to worsening another one(s). The result of an EMO is not one single
solution but a set of trade-off ones, called the Pareto front [7, 10].

In this work, the Non-dominated Sorting Genetic Algorithm II [11], or NSGA-
II for short, is used to solve the proposed multi-objective problems. NSGA-II is
among the most well-known algorithms for multi-objective optimization, and it is
currently used in many different fields [2, 12, 15, 19, 26]. It extends the GA [13]
paradigm which work on a set of individuals, called the population. Individuals are
tentative solutions to the problem, therefore they encode the values of the problem
decision variables. GAs iterate over the population of individuals in order to evolve
it towards better solutions using the genetic operators: (i) selection of two parents
from the population, (ii) recombination of the information in these two parents
to generate some offspring solutions, (iii) mutation of the offsprings, consisting in
performing some slight change in the value of some variable(s), and (iv) replacement,
a mechanism that decides the individuals that will compose the population for the
next iteration (also called generation). In NSGA-II, an auxiliary population (with the
same size as the original one) is built in each generation by iteratively applying the
genetic operators. Then, both the current and the auxiliary populations are merged

https://www.llvm.org/


6 J. C. de la Torre et al.

into one single new population of the same size for the next generation. The Ranking
(an ordering of solutions in terms of how many other solutions they dominate) and
Crowding (more isolated solutions in the current Pareto front have better fitness)
processes are used to select the solutions for the next generation population.

5 Experimental Setup

This work makes use of the modular LLVM compiler infrastructure [22] and, specif-
ically, the source code transformations it provides among its tool chain technologies,
called passes. These passes are the set of available transformations 𝑇 , and it is com-
posed of 87 optimizations in LLVM 9.0.1, the version that was used in this work.
Before evaluating the quality of a solution, the sequence of transformations it con-
tains must be applied to the original source code of the program to obfuscate it. This
is done using the LLVM optimizer and analyzer (interfaced by the opt command).
The first step is to generate the LLVM IR, a pseudo-assembly language. Then, the
different transformations proposed by the solution under evaluation are applied on
the LLVM IR code, in the order established by the solution. The binary file is cre-
ated from LLVM IR code, and it is executed five times, and the median of these
measurements is taken as the execution time objective of the fitness function.

As mentioned before, NSGA-II [11] is used to find accurate solutions to the
different problem flavours defined. The selected implementation is the one provided
in the JMetalPy framework [4], and the genetic operators originally proposed by
the authors are used. After some preliminary experiments, we set the length of the
chromosome of individuals to 20, meaning that this will be the allowed number of
passes to apply, and the mutation and recombination probabilities were 0.2 and 0.8,
respectively. Population size was set to 50 individuals, randomly initialized, and the
termination condition is performing 10, 000 fitness function evaluations. As a case
of study, we chose three well known algorithms in computation2:

1. AVL tree [1]: an algorithm that performs an order relation of the data by building
a balanced binary tree, so that the difference between the depths of the left-most
and right-most branches is not higher than 1.

2. Hamiltonian cycle: given some graph, this algorithm finds a path that starts and
ends in the same node, traversing the other nodes exactly once.

3. Huffman coding [17]: a data compression algorithm that represents symbols using
binary codes of different lengths, in such a way that no code is the prefix of another.
The most frequent symbols are assigned to shorter codes.

Because of the stochastic nature of NSGA-II algorithm, we performed in this
paper five independent executions of the algorithm to obfuscate each of the three
studied programs. They were tested on an Intel Xeon CPU E5-2620 v2 server before
being performed on the Intel broadwell computing nodes featured by the Iris cluster
within the HPC facilities of the University of Luxembourg [28].

2 Available in: github.com/jctor/Obfuscating-LLVM-Intermediate-Representation-
Source-Code-with-NSGA-II—CISIS_2022

https://www.llvm.org/
https://www.llvm.org/
https://www.llvm.org/
https://llvm.org/docs/CommandGuide/opt.html
https://www.llvm.org/
https://www.llvm.org/
https://www.llvm.org/
https://github.com/jMetal/jMetalPy
https://github.com/jctor/Obfuscating-LLVM-Intermediate-Representation-Source-Code-with-NSGA-II---CISIS_2022
https://github.com/jctor/Obfuscating-LLVM-Intermediate-Representation-Source-Code-with-NSGA-II---CISIS_2022
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Fig. 1 Example of how the best tradeoff solutions from the Pareto fronts found in every independent
run (on the left-hand side) are compiled into a single Pareto front approximation (right-hand side).

6 Validation and Experimental Results

Five runs of NSGA-II algorithm are executed to obfuscate each of the studied
programs, considering the three problem flavours previously described in Section 3.
We build a Pareto front of the best tradeoff solutions by taking the best non-dominated
solutions from the obtained Pareto front approximations in every run [12]. This
process is represented in Fig. 1, where the plot on the left-hand side shows the Pareto
front approximations obtained in the five independent runs, in different colours, and
the non-dominated solutions out of these fronts are used to generate the Pareto front
approximation shown on the right. In this front, the first solution (from left to right)
belongs to the black front, the second to the purple one, the two next ones are from
the red front, and the last one is obtained from the blue front.

In practice, the best non-dominated solutions found in the five independent runs
of the algorithm carried out in every case are shown in Fig. 2. As it can be seen,
the number of non-dominated solutions is low in all cases, ranging from 7 solutions
(optimization of runtime and nesting complexity on Huffman coding program) to
only 1 (optimization of the same two objectives as before, but on Hamiltonian cycle
program). The values of the metrics for the original programs are shown in Table 1.

The proposed methodology finds obfuscated programs outperforming the orig-
inal one in most cases (except for cyclomatic complexity metric on AVL Tree and
Huffman Coding). The Nesting Level Complexity (NLC) metric within the obtained
obfuscated programs was enhanced by as much as 345% in the best case (for Hamil-
tonian Cycle program), while the obtained improvements are 22,62% and 30,77%

Table 1 Characteristics of the original studied programs selected for the obfuscation process.

Case Study (original) Program Cyclomatic Nesting Level Runtime
Length (L) Complexity (CC) Complexity (NLC) (ms)

AVL Tree [1] 2,860 146 84 7
Hamiltonian Cycle 6,049 282 100 7
Huffman Coding [17] 2,611 138 26 6

https://www.llvm.org/
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Fig. 2 Best tradeoff solutions found for every program and metric after the five independent runs.

for AVL Tree and Huffman Coding, respectively. The high number of nested loops
and conditional branches present in the source code of Hamiltonian Cycle is the
reason for the major increase on its nesting complexity. This outstanding solution
could outperform all other solutions found during the experimentation. However,
the problem seems to be multi-objective, as evidenced for the other programs. How-
ever, the method shows good performance for this metric, considerably improving
the nesting complexity of AVL Tree program, despite the fact that it does not have
nested conditional branches.

Regarding the program length metric (L), our methodology finds versions of
the problem with 33, 203 and 53 more lines than the original ones, for AVL Tree,
Hamiltonian Cycle and Huffman Coding, respectively, representing an increase of
1,14%, 3,37%, and 2,03% on their number of lines. The proposed method finds
difficulties to improve the Cyclomatic Complexity (CC) of the different programs,
being only able to improve it for Hamiltonian Cycle, for which a solution was found
with a value of 289 for this metric, 7 units higher (i.e., a 3% increase) than the value
of the original program. For the other two programs, the most obfuscated codes kept
the same cyclomatic complexity as their original counterparts. Finally, the runtimes
of the obtained obfuscated programs are in general longer with respect to the original
programs, but they are below 0.04 seconds in all cases. Some additional experiments
confirmed that the time increase observed in solutions from the Pareto front is due
to the parallel executions the genetic algorithm is performing to evaluate solutions.
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7 Conclusions and Future Work

This work presents a novel methodology for software code obfuscation which can
be used together with other obfuscation methods to achieve highly obfuscated pro-
grams. The method relies on the LLVM compiler infrastructure and exploits the
LLVM Intermediate Representation (IR) pseudo-assembly code generated from the
input program, avoiding this way any further out-of-control code transformations
performed at compilation time. The problem is defined as a multi-objective combina-
torial optimization one, and it consists on finding sequences of LLVM optimizations
(called passes) that lead to highly obfuscated codes. Three different metrics have
been studied to measure the quality of the code obfuscation (i.e., the number of lines,
the cyclomatic complexity, and the nesting complexity), and three flavours of the
problem are defined, each using one of these metrics together with the obfuscated
program execution time. They are solved with the well-known NSGA-II algorithm.
Results show how the proposed method is able to significantly improve the number
of lines and the nesting complexity of the programs for the three cases of study, but
the cyclomatic complexity could only be improved for one of them. Regarding the
computation time, they increased for the obfuscated programs in the Pareto fronts,
but they were always under 0.04 seconds. Additional experimentation confirmed that
this increase is due to the parallel executions made by the genetic algorithm.

As future work, we plan to study how the proposed method can be combined with
other obfuscation techniques to improve the quality of the resulting code, as well as
evaluating its impact on the result after applying reverse engineering techniques. In
addition, it is important to investigate on more meaningful metrics that better quantify
the level of obfuscation of the code. Finally, it will be interesting to study the impact
of the proposed methodology on other more complex and longer programs than the
studied ones in this paper, and to enhance the methodology for improving the results
on the cyclomatic complexity if they remain marginal on the larger programs too.
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Abstract The number of connected devices to Internet is growing every year, ma-
king almost everything in touch. However, this scenario increase the probability of
systems and communications of suffering security attacks since the attack surface
increases proportionally. To counteract against security attacks and threats Network
Intrusion Detection Systems (NIDSs) are one of the most used security defenses
nowadays. They rely on the use of predefined dataset’s for their training and evalua-
tion. However, datasets inner characteristics directly affect the robustness, reliability
and performance of NIDSs. In this work, we propose the use of a Variational Au-
toencoder (VAE) to accurately generate network topologies. For that, we consider
the IP addresses as a categorical information to generate them. Previous works avoid
to use IPs to generate synthetic network samples thus losing relevant contextual
information for NIDSs. Results show the feasibility of the proposed system to mimic
the Neris Botnet behavior and characterizing its node roles.
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1 Introduction

The Cisco Annual Internet Report (2018–2023) [6] forecast a huge increment of
the number of connected devices to Internet. It foresees more than 29 billions of
connected devices, more than three times the global population. Moreover, it is
expected to be boosted by the real deployment of new communications technologies
e.g., 5G, allowing heterogeneous devices from Internet of Things (IoT) ecosystems
for an easy and affordable Internet access. This scenario produces huge volumes
of heterogeneous network traffic with high rates. Despite of the benefits of such a
hyper-connectivity bring to the society, it is also a two-edged sword. From the point
of view of the security, this scenario increments the attack surface also increasing
the risk of suffering attacks. According to the ENISA Threat Landscape 2020 report
(ETL) [9], the sophistication of threat capabilities seriously increased in 2019, having
detected over 200,000 daily new variants of malware targeting diverse objectives.
Because of the previous reasons, additional security measures are needed to deal
with all kinds of security threats both known and unknown (zero-day attacks).
For this purpose, traditionally, Intrusion Detection Systems supported by different
technologies, techniques and algorithms have been used [16]. IDSs rely on the use of
previously gathered datasets for training, validating and testing them. In particular,
NIDSs rely on the use of network traffic datasets for different purposes like attack
classification or anomaly detection. However, the main drawback of these systems,
mainly based on Machine Learning (ML) techniques, is that they require adequate
and reliable datasets for their training, in which the existence of notable differences
between the distribution of the positive class, attack traffic, and the negative class,
background traffic, the latter following a normal behavior. This fact, together with
the use of unsuitable datasets most of them outdated, synthetically generated and
with not enough duration [16], have a notable impact on the performance and limits
the practical application deployment of NIDSs.
One of the main performance issues in classification systems in general and

NIDSs in particular is the class imbalance problem seem in network datasets used
to fit and validate these kind of systems. Moreover, ML-based models should be
robust enough to, first, be able to detect unknown attack samples and, second, to
avoid attack targeting them. These issues has been tackled by authors in the research
literature for model enhancement [21] mainly focusing on the new traffic samples
generation from only continuous features, leaving apart categorical features which
are, on one hand, very interesting in the intrusion detection problem and, on the other
hand, difficult to correctly generate it. For instance, the synthetically generation of
IP addresses needs of considering the network topology and IP prefixes which is not
trivial. Here is where the Deep Learning (DL)-based approaches could be useful. In
this work we propose a DL-based network attack topology generation through the
use of VAE [12] approaches. By means of this technique we are not only able to
generate the network topology of the attacks but node roles and their relationships are
also accurately generated. In particular, we successfully mimic a hierarchical botnet
topology and its node roles and behavior from network samples of the well-known
Neris Botnet [13].
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The rest of the document is structured as follows. First, the state of the art will
be introduced in Section 2 and then the used dataset. The proposed methodology in
Section 3 will be described. After that, we introduce and describe the experimental
environment of the study in Section 4 followed by the results we have obtained in
Section 5. Later we will complete the document with the conclusions reached and
future work lines in Section 6.

2 Background

The SyntheticMinority Oversampling Technique (SMOTE) algorithm [5], alongside
other derived algorithms like [11, 4], have been the most used oversampling methods
for enriching imbalanced datasets. Briefly, SMOTE algorithm selects one instance
from the minority class and computes which are its nearest neighbors. Then, it
interpolates synthetic samples between the selected instance and its neighbors.
As a result of the irruption of DL paradigm during the last years, different

authors started using these techniques trying to solve the synthetic data generation
problem. For example, Vu et al. [20] proposed the application of deep generative
adversarial models to the Network Information Management and Security Group
(NIMS) dataset [2]. They improve the classification performance over SMOTE
derived algorithms. Afterwards, Engelmann et al. [8] introduced a more robust
generative adversarial model architecture ready to work with categorical features. To
achieve that, they applied pre-processing techniques such as the one-hot encoding.
This technique creates a representation of each categorical feature with a low value
(represented as 0) or a high value (represented as 1). It is worth mentioning that
this kind of models, alongside VAEs, are being widely used for synthetic image
generation [10].
Another interesting methodology is proposed in [14, 7]. In this work, the dataset’s

samples are encoded into a latent space, afterwards, SMOTE or other derived algo-
rithm, are applied. This over-sampled latent space is subsequently decoded into the
original feature space for the synthetically generated samples.
Graph based approaches have been widely applied in many fields and context.

One of them is the computer networks that can be directly represented as graphs, as
it is shown in multiple studies for evaluating physical and logical network topolo-
gies [18]. Also very specialized topology generation tools, such as Boston university
Representative Internet Topology gEnerator (BRITE) [17] have been devised and
tested. Despite their good performance generating synthetic network topologies these
tools are not designed to generate complete network traces. In our work, we pro-
pose a methodology that, theoretically, could mimic whichever network topology
represented in network datasets to robust ML-based NIDSs.
All the previously mentioned solutions behave appropriately with continuous

features but they cannot be applied in problems where high dimensional categorical
data is involved. It is, for instance, the IP addresses in network traffic datasets. In this
context the use of pre-processing techniques like one-hot encoding is very limited.
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We propose in this work the use of VAE approaches due to their capacity to generate
synthetic samples in some other context of use e.g., image generation. Because of
that, we can obtain synthetic network traffic data for managing categorical data, i.e.
nodes (IP) and their connections. As a result, new synthetic network topologies will
be created from existing network traffic samples following similar distributions but
slightly different from the original.

3 Network topology generation with deep learning

This section firtsly introduces the dataset used in this work. After that, the methodol-
ogy we followed for the synthetic network traffic data generation with VAEs is also
described.

3.1 UGR’16 Dataset: the Neris botnet

TheUGR’16 dataset [15] contains real anonymizedNetFlow traffic samples captured
in a tier-3 ISP for 4 months. This data is divided into two partitions, calibration set
and test set. The calibration set contains 3 months of captured normal real network
traffic and one month for the test set. Additionally, the latter contains synthetically
generated attacks. They are low-rate DoS, high-rate DoS, Port Scanning and Botnet.
Apart from that, anomalous traffic detected by three well-known network IDSs were
also labeled as UDP port scan, SSH scan and spam campaigns.
In this work, we will focus on the Botnet attack because it is one of the most

complex attack kind found in the UGR’16 dataset. It allows us to test our proposal
to mimic really hard to reproduce attacks. The nearly 2 million network samples
used for the Botnet attack generation belongs to the behavior and topology of the
famous Neris Botnet. Neris has a hierarchical structure where there are a botmaster,
the command and control (C&C) servers and the bots. A C&C server communicate
to bots by Hyper Text Transfer Protocol (HTTP) to command them in some way.
In this case, the are commanded for sending spam emails to perform click fraud.
Interested readers are kindly referenced to the work for a more detail ed explanation.

3.2 Proposed methodology

In Fig. 1 the architecture of the proposed solution can be shown. There two modules
are clearly distinguished. The first one defines an initial feature engineering stage. It
transforms the original features (𝑃) into a new ones (𝐵) following a binary encoding
approach having a derived dataset of 𝑋 = 𝑁 × 𝐵 dimension, with 𝐵 > 𝑃, as input of
the VAE module.
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Fig. 1 Proposed methodology. It is composed by an initial feature engineering process followed by
a VAE with LSTM based layers for encoding and decoding.

In regards to the second module, a VAE, modeled with Long Short-TermMemory
(LSTM) [3] layers, is also shown. It is in charge of encoding the original samples into
a variable latent space. This latent space follows aGaussian distribution characterized
by its mean, the 𝑍𝑀𝑒𝑎𝑛, and its standard deviation, the 𝑍𝐿𝑜𝑔𝑉𝑎𝑟. Choosing and
decoding new values (𝑍) of this distribution, allows us to generate new synthetic
samples. By means of the use of LSTM layers, the model is able to generate the
underlying network topology seem from the original network samples but taking
into account the context of them and their temporal relationships. It allows us to
accurately mimic, no matter the network dataset used, how a network nodes interact,
the network topology, the node characteristics and roles that characterize the behavior
of the different attacks. It is useful for training of NIDSs, making them more robust
against unseen attacks (zero-day attacks).

4 Experimental design

This section describes the experimental environment, as well as the configuration of
the experiments to evaluate their behavior later.
The implementation of the model has been carried out using the Tensorflow

library [1]. Moreover, the model has been configured with three LSTM layers in
both the encoder and the decoder with a learning rate of 1e-5 for a total of 10 epochs.
The type and dimension of the involved layers are shown in Table 1. For fitting the
model, the 70% of the data has been used leaving the rest of the dataset samples for
testing it.
To accurately obtain the temporal relation among samples, batches of 75 obser-

vations were chosen. This parameter is likely to be optimized in some way since it
is expected to have a significant impact on the performance of the model. It should
be studied in detail in a future work.
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Table 1 Detail of the autoencoding layers.

Encoder Layers shape

Dense 1 75x214
LSTM 1 75x214
LSTM 2 75x164
LSTM 3 75x104

Decoder Layers shape

LSTM 1 75x104
LSTM 2 75x164
LSTM 3 75x214
Dense 1 75x214

All the experiments run in a Linux based operating system, with an Intel Xeon
Silver 4208 CPU (2.10GHz and 32 cores) with 32 GB of RAMmemory. Three 12GB
Nvidia RTX 2080ti GPUs were used to reduce the model training elapsed time.

5 Results and discussion

To evaluate the performance of the proposed system, a numerical and visual analysis
has been carried out from the perspective of graph theory. A comparison between the
mean node degrees of original topology and the generated one is shown in Fig. 2. In

0 2 4 6 8 10 12 14 16

Mean indegree

Mean outdegree

Mean degree

Generated Samples
Original Samples

Fig. 2 Mean degree of network nodes both from the original topology and from the generated one.

comparison with the original topology, the node degree of the generated topology is
lower in general. Visually, the original and generated topology are shown in Figs. 3
and 4 respectively. In these figures, the size of the nodes is proportional to their
degree. They mainly differ in the number of generated nodes though the node roles
are almost all represented according to the ones found in the Neris Botnet network
samples.
This fact is observed in detail in Figs. 5 and 6 for the original topology and the

generated one, respectively. In these figures, a botmaster node can be found (green
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Fig. 3 An overall view of the original Neris Botnet topology.
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color) which is surrounded by and connected to the C&C servers (red color). Bots
are the smaller ones (gray color) due to their low degree.
From the previous results, it can be concluded the reliability of the system in

characterizing the three main actors found in the Neris botnet: bots, C&C servers
and the botmasters. However,muchmorework should be done to accurately represent
both the network dimension, in terms of the number of different generated nodes,
and the connections among them.
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6 Conclusions and Future work

Nowadays, devices, things and people are sharing information making them prone to
be attacked due to the continuously increasing attack surface. This way, intelligent,
robust and automatic ML-based solutions must be devised to counteract known and
unknown security attacks. However, they rely on the use of predefined datasets which
most of them are obsolete, unrealistic or with enough duration to accurately represent
the context of use.
In this work we proposed a VAE based solution to accurately mimicking to a

great extent the structure and topology of the network samples. In particular, the
Neris Botnet behavior has been reproduced in which the involved node roles are well
characterized too. In comparison with state-of-the-art solutions, our work smartly
managed the IPs, as categorical variables, usually avoided in the literature. Eluding to
use categorical information of network datasets reduces the environment contextual
data useful for reliable and robust NIDSs.
As future work, further experimentation should be performed to firmly conclude

the relevance of using VAE or some other DL-based techniques to accurately mimic
network topologies. Moreover, we will work on to generate complete network ob-
servations that include all the original variables and not only those that define the
network topology such as IP addresses. This way, the application of more sophisti-
cated Deep Learning models would also be interesting, i.e.DLwith attention relying
on the use of transformers [19]. Finally, the impact of the generated synthetic data
generation on the performance, robustness and reliability of NIDS systems will be
evaluated.
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Abstract Websites are an appealing target for attackers due to the large number
of users that make use of them, resulting in a massive exchange of information.
Different types of vulnerabilities and anomalies can be present in this context, such
as SQL Injection or DDoS attacks. To cope with all this, different types of Compu-
tational Intelligence-based techniques, capable of detecting these undesired events,
are used. To this end, feature selection methods allow a dimensionality reduction that
subsequently helps classification algorithms to achieve high performance results. In
the present paper, both feature selection methods and classifiers are evaluated on an
open dataset called CSIC2010 v2. Furthermore, a deep study of the features within
this dataset has been carried out with the aim of extracting as much information
as possible, generating two alternative datasets with this information that are em-
ployed for comparison purposes in this research. The interesting results that have
been obtained contributes to an improvement on the detection of web attacks.
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1 Introduction and previous work

Nowadays, the Internet is a daily-used tool for personal, institutional or governmental
purposes, among many others. The classic scenario of having internal and exclusive
networks for trusted users and/or collaborators is not more a reality. Instead, the use
of Internet implies the accessibility to tons of information and data to millions of
people, most of them anonymous, around the world. In this sense, many threats and
unknown vulnerability issues, like SQL Injection [16] or DDoS attacks [15], could be
exploited by malicious actors who may want to damage any digital system or benefit
from the access they may achieve to them [5]. As occur in many other areas such as
Healthcare [6], Bioinformatics [19] or Industry [20], Artificial Intelligence (AI), and
particularly Machine Learning (ML), arises as a powerful tool to address difficult
and unsolved problems in cybersecurity based on traffic and/or access data generated
by communications throughout time [13, 14], such as intrusion detection [9].
More precisely, an accurate detection of anomalies and vulnerabilities in website

traffic could potentially have a positive impact in terms of the network performance,
the quality of the service provided and the users’ experience with the corresponding
website application. To this end, there exists some well-known datasets, such as
CSIC2010 [7] (that some of the authors has previously work with) or CSE-CIC-
IDS2018 [17], that have been employed to develop AI/ML-based solutions in order
to detect a given outcome of interest. Particularly, the former dataset consists of thou-
sands of web requests automatically generated at the “Information Security Institute”
of the Spanish Research National Council for an e-commerce website application.
On the one hand, unsupervised learning techniques were applied to this dataset to
provide an overview of HTTP traffic and to identify anomalous situations, conclud-
ing the difficulties found to clearly differentiate among both categories of instances
with the models tested [1]. On the other hand, supervised learning techniques have
also been used to discriminate among normal and anomalous traffic based on this
dataset. For instance, in [8] several well-knownMLmodels were trained over features
obtained from a unsupervised language representation model for embedding HTTP
requests, and, more recently, a deep learning-based approach was presented in [2]
showing how these kind of models can effectively predict the traffic of visiting web-
sites. Furthermore, an ensemble of three deep learning models trained to detect web
attacks separately is presented in [12] achieving a lower false positive and negative
rates, and another deep learning-based approach employed a Convolutional Neural
Network (CNN) to automatically extract semantic features that are used to train a
Support Vector Machine classifier, achieving state-of-the-art performance [21].
Although these previous works have shown the benefits of using AI/ML-based

approaches to address the problem of accurately predicting normal or anomalous
traffic on the CSIC2010 dataset, the authors of this work consider that some its
original features, such as the full URL request or the payload, contain rich information
to improve the discrimination performed by ML models and have not been fully and
properly exploited before, at the same time that existing work do not provide enough
detail of how they processed these kind of features to feed and train ML classifiers.
In this sense, authors aim at further preprocessing the original features of this dataset

https://orcid.org/0000-0003-2662-798X
https://orcid.org/0000-0001-7289-4689
https://orcid.org/0000-0001-9257-595X
https://orcid.org/0000-0002-2444-5384
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to extract new and relevant ones that may increase the predicting performance of
ML models. Besides, and due to the increase on the number of input variables, there
might be a need of using feature selection techniques to select only those relevant
features, among the whole set of variables, which have direct impact on the target
outcome, a stepwhich is commonly performedwhen developingML-based solutions
where samples are at least described by several dozens or a few dozens of variables
and that, to the best of authors knowledge, has not been previously considered over
this dataset.
Therefore, this paper aims at evaluating the performance of ML-based solutions

by proposing to use new and richer CSIC2010 dataset instances. For this purpose,
two new instances, 𝐷1 and 𝐷2, are generated as a result of further preprocessing
the payload feature within the original dataset (𝐷1), and this one together with the
full URL request field (𝐷2). Both datasets are used to develop three well-known
classifiers (a linear model like the Least Absolute Shrinkage and Selection Operator,
LASSO, as baseline, and two more sophisticated ones like k-Nearest Neighbours
and Support Vector Machines) in order to accurately predict normal and anomalous
traffic. Furthermore, this work evaluates the impact of using two well-known feature
selection techniques (information gain as a filtering method and the LASSO as an
embedded one) to choose a subset of relevant features prior to building the above-
mentioned classifiers.
The rest of the paper is organized as follows. Section 2 presents the ML methods

used as classifiers, as well as the feature selection methods employed in the com-
parison. Next, the CSIC2010 dataset and the feature extraction step performed to
generate two new and richer instances are described in detail in Section 3. Then,
the results of the evaluation carried out in this work are presented and analyzed in
Section 4. Finally, Section 5 contains some conclusions and future work.

2 Applied methods

Thiswork employs threewell-known and standardMLmethods as classifiers, and two
well-known feature selection techniques. Concerning the ML methods used, authors
chose a simple linear classifier, such as LASSO, to be the baseline model in the
study. Secondly, two other methods which allow capturing non-linear relationships
in the data were chosen with the goal of outperforming the baseline model: one
distanced-based method like k-Nearest Neighbour, and one kernel-based one like
Support Vector Machines. Overall, these three chosen methods approach the given
problem from different perspectives, thus providing a good evaluation framework
from the ML point of view. Similarly, two standard feature selection algorithms,
such as Information Gain and LASSO, were chosen to retain relevant features and
train the above-mentioned classifiers, since these two algorithms have been recently
employed in related problems [10, 13].
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2.1 Information Gain

The Information Gain (IG) algorithm [11] aims at entropy reduction to carry out
the transformation of the dataset. Within this study, it is used as a feature selection
method, establishing the gain of each variable 𝑿𝒋 with respect to the class label 𝒚,
where the H is referred to the entropy value, this is depicted in Equation 1:

𝐼𝐺 (𝒚, 𝑿𝒋) = 𝐻 (𝒚) + 𝐻 (𝑿𝒋) − 𝐻 (𝒚, 𝑿𝒋) (1)

2.2 The LASSO

It is a simple and widely used classifier which models the dependent variable as
a linear combination of the independent variables [3]. For a binary classification
problem, Equation 2 depicts how the binary outcome (i.e., 𝑦𝑖 ∈ [0, 1] and 𝑖 = 1..𝑁
samples) is modelled as a function of the input variables and the parameters’ vector
𝜷:

𝑦𝑖 = 𝑓 (𝛽0 + 𝛽1𝑥𝑖1 + 𝛽2𝑥𝑖2 + ... + 𝛽𝑝𝑥𝑖 𝑝) , (2)

where 𝑓 (·) is the logistic or sigmoid function. The parameters’ vector 𝜷 is learned by
solving a minimization problem very similar to the one solved for logistic regression,
although LASSO adds a 𝐿1-regularization term to the error term in order to control
overfitting issues by pushing as many 𝜷 coefficients as possible to zero if these
are not relevant to predict the target outcome. Equation 3 shows the minimization
problem solved by LASSO:

�̂�_ = argmin
𝜷

| |𝒚 − 𝑓 (𝜷𝑋𝑇 ) | |22 + _ | |𝜷| |1 , (3)

where _ is a hyper-parameter of the model that controls the strength of the regular-
ization (i.e., the higher the value of _, the more 𝜷 coefficients will be pushed to zero).
Therefore, LASSO can also be employed as a feature selection method which retains
relevant features associated to the target outcome. Once a LASSO model is fitted to
data, the subset of selected features would be those for which their corresponding
𝜷 coefficient is distinct from zero (otherwise, it will imply that the feature does not
contribute to the target outcome).

2.3 Support Vector Machines

The Support Vector Machines (SVM) [4] is one of the most widely used classifiers,
it is based on Statistical Learning Theory. This machine learning model aims to
identify a hyperplane that is able to maximize the margins of separation of the
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different classes that have the data (in this research 2), in the training set. In this way,
universalizing the archetype can distinguish between classes in the new instances
(test set). One of the characteristics of this model is its great sensitivity to the
modification of the kernel used, its corresponding hyper-parameters and cost. In this
study, a well-known kernel function, such as the Radial Basis Function (RBF) which
has been shown to perform well in a wide variety of problems and that only has one
single hyper-parameter 𝛾, has been used. This kernel function is defined as follow
in Equation 4:

𝐾 (𝑿, 𝑿 ′) = 𝑒𝑥𝑝(−𝛾 | |𝑿 − 𝑿 ′ | |2) (4)

2.4 k-Nearest Neighbour

The k-Nearest Neighbour (kNN) algorithm is capable to detect intrusion attacks
establishing the distance between the different instances. This is accomplished by
generating the local density of a test element 𝑿𝒊 , by implementing a hyper-sphere
containing its k-th nearest neighbors, establishing that number. Later, if this calcu-
lated density is lower than an established limit, the anomaly is detected; on the other
hand, if it is high, is determined that it belongs to the target set [18].

3 Dataset on Web Attacks

This dataset was designed for the simulation of attacks produced in HTTP queries.
It was developed by the Spanish Research National Council (CSIC) in 2010 and
simulates the access of users to an e-Commerce web application, where purchases
are made through the use of a shopping cart and providing different personal data.
The set comprises a size of 223, 585 samples and 18 features, where each sample is
labeled either as normal or anomalous traffic.
A lot of preprocessing work has been done to this original dataset, where samples

belonging to the same session (i.e., those that have the same session ID in the cookie
variable) are grouped together in order to obtain the full payload for that give HTTP
request, thus finally resulting in 𝑁 = 13, 569 samples. In addition, an in-depth study
has been carried out in the following variables with aim of extracting new possibly
relevant features:

• method: This variable originally contains three types of methods: “PUT”,
“POST” and “GET”. They have been discretized into three new variables.

• payload: It contains the useful information of the data in the form of several
Key=Value pairs, where the header and the metadata are excluded. With the aim
of realizing a large study, the keys within this payload have been extracted taking
as reference the word prior to the “=” sign, resulting in a total of 19 keys (e.g.,
“ID”, “password” or “DNI”, among others). With this information, 19 binary
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variables were generated to indicate whether that session includes the key in its
payload or not. On the other hand, the value assigned to a given key (everything
after the “=” symbol) was processed and transformed to its length. This way, 38
new variables are generated, in total, using the keys and their corresponding val-
ues identified within the payload. Additionally, two more variables were added:
“total.length” which sums up the size of all keys’ values within the session, and
“num.keys” that sums the different keys present in the session. An example of the
original payload variable in the same session is next shown:

modoA=insertar precio=1764 B1=Pasar+por+caja

where in our preprocessing step, 3 out of the 19 possibles keys would be identified
(i.e., modoA, precio and B1) and, consequently, their associated binary features
created by this step will be set to one. Besides, their corresponding variables
measuring the length of their value will be set to 8, 4 and 14, respectively. The
remaining 32 variables are, therefore, set to 0.

• url: The processing of this variable has been done in a similar way to the payload.
Firstly, the path of theURLwas analyzed and validated if it accomplished that this
path always started with “http://localhost:8080/”. Then, the path is subsequently
divided by their different directories, using the symbol “/” as the split character.
With the objective of extracting the file extension of the resource accessed in
the given path (24 extensions like “.jsp”, “.gif” or “.jpg” were identified across
the dataset), each one of those extensions were included as new binary variables.
Furthermore, 4 more variables are generated, “isNotValidURLPath”, which is
extracted in the first step of the study, and when it takes a TRUE value, the rest of
the above-mentioned variables associated to the URL of this session will be set to
0. The other variables are “numDir”, which counts the number of the directories
accessed in the path (it is a number between 0 and 4), “lengthDir” which sums
the total length of the several directories identified in the path, and “lengthFich”
which is the sum of the filenames accessed. An example of the original URL
variable is:

http://localhost:8080/tienda1/publico/autenticar.jsp

Table 1 shows a summary of the number of samples and variables present in the
original and the two new generated datasets instances (𝐷1 and 𝐷2). Particularly, 𝐷1
only includes features extracted from the payload variable, while 𝐷2 adds on top
the ones extracted from the url variable with the goal of analyzing the impact of the
extra set of features provided with 𝐷2 in the classifers’ performance. Besides, the
class distribution within each dataset instance is also shown. The higher presence of
anomaly samples can be explained due to the higher chance of finding anomalies in
smaller and more isolated sessions in contrast to normal traffic.
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Table 1: Summary of the CSIC dataset version.

ID Samples Features Normal Class Anomaly Class

Original 223585 18 104000 119585
𝑫1 13569 50 4303 9266
𝑫2 13569 78 4303 9266

4 Results

Themethodology carried out deals with the comparison of the different classification
methods, using feature selection techniques on both datasets. For the validation of
the results, all methods described in Section 2 have been executed using a stratified
10-fold cross-validation strategy, which performs a total of 10 executions. This
strategy divides the dataset in 10 partitions of equal size and keeping the original
class distribution within each partition. Then, 9 partitions (known as train set) are
used to fit the models and the remaining one (known as test set) to measure their
performance in new unseen data, changing iteratively the train and test sets on each
of the 10 executions.
Different widely-usedmetrics have been calculated tomeasure the performance of

each model trained: Precision, Recall, F1Score, g-mean, Area Under the ROC Curve
(AUC) and Accuracy. Due to the space limitation of the paper and the characteristics
of the data, authors decided to show only the Accuracy and AUC figures in this
section.
Concerning feature selection methods, a specific criteria was established to de-

termine which features are selected. In the case of LASSO, those features with their
corresponding 𝛽 𝑗 coefficient greater than 0.0001, in absolute values, were selected
(i.e., those with a zero or extremely low value are discarded). On the other hand, the
criterion used for IG is that, given a set of gain values for each variable computed by
the method, only those with a value higher than the arithmetic mean will be retained.
Given the great sensitivity of SVMs, where a small modification of their param-

eters can lead to large changes in the performance metrics, a study was carried out
in order to empirically choose a value for its gamma hyper-parameter, resulting in a
pseudo-optimal value of 0.015. Therefore, only the cost hyper-parameter was varied
to train different SVMs and test their performance in new unseen data.
Following the above, first the results returned by the classifiers on both datasets

are analyzed without performing any feature selection. In this sense, Table 2 shows
the values reached for Accuracy and AUC. For the first metric, the best result is
achieved by a SVMwith a cost of 3000 and over the 𝐷2 dataset (0.736). On the other
hand, using the smaller version of the dataset (feature-wise) does present similar
performance values, although the other two classifiers (LASSO and kNN) slightly
improves by using 𝐷1. In the case of AUC, there are little differences between both
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Table 2: 10-fold cross-validation average performance for the different classifiers
analyzed and with no feature selection performed.

𝑫1 (50 features) 𝑫2 (78 features)

Classifier Accuracy AUC Accuracy AUC

LASSO 0.719 0.796 0.718 0.797
kNN (k=10) 0.725 0.806 0.718 0.798

SVM (cost=3000) 0.734 0.866 0.736 0.866

datasets, where kNN works better for 𝐷1 and in both datasets the SVM achieves the
highest value (0.866).
Additionally, a new comparison that includes the use of feature selection tech-

niques is presented in Table 3. To this end, a new column has been added indicating,
for each given method, the average number of selected features across the iterations
of the evaluation strategy employed.

Table 3: 10-fold cross-validation average performance for the different classifiers
and the two feature selection methods analyzed.

𝑫1 (50 features) 𝑫2 (78 features)

FS method Classifier # Features Accuracy AUC # Features Accuracy AUC

IG
LASSO

27.2
0.715 0.789

29
0.715 0.789

kNN (k=10) 0.723 0.801 0.716 0.793
SVM (cost=3000) 0.704 0.828 0.704 0.828

LASSO
LASSO

21.8
0.719 0.796

35.1
0.716 0.796

kNN (k-=10) 0.724 0.803 0.719 0.797
SVM (cost=3000) 0.700 0.829 0.700 0.829

A great fit is observed in the features of both datasets, where IG leaves a close
number in both cases (27.2 and 29), while LASSO retains a lower number of features
in the case of 𝐷1 (21.8), but a higher number than IG in 𝐷2 (35.1). This difference
in features results in a significant improvement in execution time.
In order to continue with a homogeneity of results in this table, the same parame-

ters have been selected for the classifiers as in the previously mentioned table. It can
be seen that LASSO and SVM get similar results in both datasets, although kNN
achieves a greater improvement in terms of Accuracy and AUC when 𝐷1 is used
instead of 𝐷2. In general and regarding the results obtained, kNN could be said that

https://orcid.org/0000-0003-2662-798X
https://orcid.org/0000-0001-7289-4689
https://orcid.org/0000-0001-9257-595X
https://orcid.org/0000-0002-2444-5384


Evaluating Classifiers’ Performance to Detect Attacks in Website Traffic 9

is the best classifiers in terms of Accuracy, while SVM is the one if we focus in the
AUC metric.
Finally, the results analysed from the different perspectives to be taken into account

in this research are shown in radar plots (Figure 1), where all the calculated metrics
can be found.

(a) Radar Plot per Classification
Methods

(b)Radar Plot per SelectionMethods

(c) Radar Plot per data sets

Fig. 1: Radar plot diagrams showing all the calculated performance metrics for the
different approaches.

Figure 1a shows the results per classifier, in which kNN stands out over the
others, achieving higher values in every metric except AUC, where SVM stands
out. Regarding LASSO, although it achieves better values than SVM in some cases,
in none of them is it better than kNN. Secondly, in the representation of features
selection methods shown in Figure 1b, Normal corresponds to the classifiers trained
without using feature selection techniques. There are small differences between IG
and LASSO, and both of them improve the Normal runs in all metrics except for
the AUC, in which the Normal runs clearly stand out. The general trend between
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the two selection techniques shows that IG performs slightly better than the others.
Finally, in the comparison between the two datasets shown in Figure 1c, there is a
very strong similarity, although it can be seen that the use of 𝐷1 allows all methods
to, in general, achieve a slight improvement in most metrics rather than using 𝐷2.

5 Conclusions and Future Work

This paper presents an evaluation of different strategies to accurately detect vul-
nerabilities or anomalies in website traffic based on new dataset versions generated
from the well-known CSIC2010 v2 dataset. Concerning the generation of the two
new dataset versions considered in the analysis, a thorough work has been carried
out for pre-processing the original version of the dataset, carefully analyzing and
understanding its features. More specifically, great attention has been payed to the
payload and URL features in the original dataset, which contain rich information.
Thus, the two new datasets have been used for the evaluation purpose in this work,
which also takes into account the use of several feature selection techniques (IG and
LASSO) and classification models (LASSO, kNN and SVM).
In general terms, it can be concluded that feature selection techniques have allowed

to reduce the dimensionality of the problem, which leads to a less complex problem
to be solved by ML techniques with no significant loss in terms of performance of
the classifiers. Among the classification methods, the values achieved by SVM in
terms of AUC stand out, making clear the capability of this algorithm to distinguish
between anomaly and normal website traffic. On the other hand, kNN has shown a
performance improvement with a lower dimensionality (i.e., by using 𝐷1), standing
out over LASSO in all executions.
These results suggest the use of other more advanced feature selection techniques

which may potentially help to improve classification performance as future work.
Likewise, the use of new andmore advanced classification techniques, such as neural
network-based models or ensembles, may be interesting in the development of new
research in order to help achieving better performance rates.
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Abstract With the arrival of Industry 4.0, the use of robots in the workplace has in-
creased and, therefore, the demand for specialized personnel, capable of integrating 
robotic applications. When a new robot arrives at a company, it should be running at 
full capacity in a short time. However, many companies lack staff with the necessary 
training and skills to do so, and new employees require a quick and efficient learning 
process. However, it is not easy to adapt training courses to today's changing flexible 
production processes. Self-directed training can be a useful alternative in these situa-
tions, as long as it is carried out with well-prepared teaching materials, organized con-
tent and self-assessing tasks. Therefore, in this work, an interactive guide for Robotics 
self-learning is proposed and evaluated. This training action helps ensure that training 
procedures can be adjusted and synchronized with the demands of the rapidly evolving 
manufacturing processes. This interactive and autonomous learning makes easier en-
tering the labor force. 
Keywords self-learning, interactive guide, robotics. 

1 Introduction 

The arrival of Industry 4.0 has increased the incorporation of robots in industries, and 
therefore, the demand for people capable of implementing robotic applications [1-2]. 
In fact, when a new robot arrives at a company, it needs to be set up and be ready to 
work with maximum efficiency in a very short time. However, many companies do not 
have the staff with the necessary specialized knowledge, and thus a learning process is 
necessary to train them for this task. 

There are at least two alternatives to do it. On the one hand, you can use the manual 
and try to figure out by yourself how the robot works. This way is often too long and 
tedious because the manuals contain information that is not always well structured, is  
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too general, and it may be difficult to find the relevant information you are looking 
for quickly. On the other hand, it is possible to attend a training course on the robot. 
This option is usually easier but much more expensive, takes time, needs to be sched-
uled, and a trainer may not be always available. Another drawback is that normally the 
worker needs to leave the company for a while during the training course and produc-
tion can be affected. 

In these cases, when the students already have a certain professional maturity and 
perhaps work experience, self-directed training can be a good option if there are ade-
quately prepared teaching tools [3-4], with structured content and self-assessing exer-
cises that allow knowing if the skills and competences have been acquired correctly. 
This allows the training to adapt and synchronize with the demands of the rapidly 
changing production processes and makes easier entering the labor force. 

Some previous works have developed tools to facilitate the self-learning methods in 
the engineering fields. To mention a few examples, Santos et al. designed a computer 
learning assisted tool called ISETL (Integrated System for Electronics Technology 
Learning) to facilitate the Electronics fundamentals understanding [5]. Augmented re-
ality is introduced in classroom for teaching practice of electrical engineering to im-
prove the student’s autonomy and self-ability [6]. Diaz et al. present an interactive tool 
to obtain the root locus of a system as part of the control engineering training [7]. In [8] 
a simulator of a submarine connected to the cloud is used as a learning tool. 

In this work we develop a proposal to address this type of practical learning. The 
creation of an interactive guide for rapid self-learning of robotics applications is pre-
sented. The guide is structured by functionalities instead of by components, in order to 
speed up the information search and the training process. To do so, we have considered 
the most common operations with a robotic arm. Each section of the guide provides a 
step-by-step procedure, a video example, and a self-assessment exercise. The guide has 
been experimentally evaluated, showing that it allows users with no previous experi-
ence with robots to acquire solid training in a short time. This approach could be applied 
to other complex engineering systems such as wind turbines [9] or mobile robots [10-
11]. 

The rest of the paper is structured as follows. The interactive guide is described in 
section 2. Section 3 details the experiments carried out to evaluate the usefulness of the 
guide. The paper ends with the conclusions and future work lines. 

2 Interactive guide for robotics self-learning 

Before developing the interactive guide about how to use a robot arm, a comparative 
study was carried out of the manuals from three big robot manufacturers: ABB [12], 
Fanuc [13] and Yaskawa [14]. In this study it was observed that there were great simi-
larities in the handling of robotics application although with different robots. 

 The robot programming of each company is carried out through a very similar con-
sole in all cases, with the same buttons for the movement of the robot arm and its 
operation. As a sample, all of them include, among others, the dead man's button. 
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 The definition of the movements is done in the same way, with all three having the 
same types of movements, MOVJ, MOVL and MOVC. 

 The three manufacturers allow programming in different coordinate systems, thus 
facilitating the work of the programmer. These coordinates are also the same for the 
three brands, axis-to-axis coordinates, cartesian coordinates and tool coordinates. 

 The creation of tool control points (TCP) is quite similar for all of them. 
 All of them allow the input of variables in almost the same way. 

The hypothesis here is that we can unify the learning of the operation of almost any 
robotic arm. This could speed up the process of starting up robots in industries. Thus, 
this work presents an interactive guide to train industrial programmers to work with 
robot-arms with six degrees of freedom. 

The main goal is that a new user with no robot experience should be able to learn to 
operate a robot quickly, autonomously, and interactively using only the guide and the 
robot. Therefore, the guide should include videos and self-assessment exercises to fa-
cilitate the self-learning, it should be interactive, and it must present the information in 
a structured way to accelerate the learning process. In addition, the guide should be 
applicable in different devices such as computers, tablets, mobiles, regardless the oper-
ative system. 

The objective of this guide is not to replace the manual of the robot but rather it is a 
complement to this manual. With the guide we describe the basic functions of the robot 
and how to work with them. The guide provides autonomous, interactive, entertaining, 
and dynamic learning, without the need to attend training courses. 

As the guide must work for any kind of device with any operative system, it was 
developed as an interactive document in PDF format with hyperlinks to videos specif-
ically prepared for the learning. The videos are a fundamental pillar since they allow a 
much faster learning experience by showing step-by-step the involved processes. The 
guide is divided into sections by functionalities. Each section considers an essential 
function of the robotic arm and is fully developed in only one page.  
All sections share the same layout: the step-by-step procedure is located on the left, a 
video example is presented on the middle of the page, and a self-assessment exercise 
on the right. Fig. 1 shows the layout of one of the sections. 
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Fig. 1. Example of layout of the sections 

In this figure it is possible to observe how each section contains a designed exercise to 
put into practice that specific functionality. This exercise complements the explanation 
and allows the students to check if they have acquired the required knowledge. The 
solution of each exercise is further explained with a video to facilitate the self-learning. 

2.1 Didactic objectives 

The guide was defined to achieve a list of didactic objectives. Some examples are given 
below although each teacher can propose a different approach. 

 To know the functions of the console or Teach Pendant 
 To know how to work with a robotic arm in manual mode and in automatic mode 
 To know how to move between different points at different speeds, using different 

types of coordinate systems. 
 To know how to define points by using the console and using them to create a pro-

gram for the correct use of the robot. 
 To include variables in the programs, thus being able to design programs to perform 

different applications 

 

 

Step-by-step procedure Video example Self-assessment exercise X X X
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2.2 Sections 

Most manuals have the information related to the robot arm structured by components 
or elements, instead of by functionalities. This makes it more complicated and slows 
down the search of information and the self-learning, especially for people without pre-
vious experience. Accordingly, this guide has been split into sections by considering 
the most common functionalities. 

 S1. To move the robot in manual mode by using different types of coordinates 
 S2. To move the robot in manual mode at different velocities  
 S3. To define a TCP 
 S4. To execute a program 
 S5. To use the command MovJ 
 S6. To use the command MovL 
 S7. To use the command MovC 
 S8. To define a program with different movements 
 S9. To execute a program cyclically 
 S10. To modify a program 
 S11. To adjust a target position in a program 
 S12. To define a user coordinate system 

3 Results 

To assess the feasibility and usefulness of the self-learning guide, a pilot study was 
carried out with 20 people. The target population was divided into three age groups: 
18-35 years old, 35-45 years old, and 45-60 years old, and two different categories: 
with and without knowledge on robotics. In the study a GP25 robotic arm of Yaskawa 
was used [14]. Fig. 2 shows a couple of pictures that were taken during the experiments. 
In the background, it is possible to see the industrial robot arm mounted on a trailer 
with wheels to facilitate its transport. 

During the experiment, each person followed the entire guide, step by step, carrying 
out all proposed self-evaluation exercises. For each trainee who participated in the ex-
periment the following quantitative and qualitative information was recorded: 

 Time required to complete each section of the guide (quantitative) 
 Valuation of user-friendliness (quantitative) 
 Satisfaction level (quantitative) 
 Strengths points (qualitative) 
 Weak points (qualitative) 
 Possible improvements (qualitative) 
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Fig. 2. Experimental study. 

Fig. 3 shows the average time (minutes) required to complete each of the 12 sections 
the guide is divided into (Section 2.2). Each bar represents a section, from S1 to S12. 
The section that was the fastest in being completed is number 8, where the user learns 
how to execute a program cyclically, a very agile operation that demands short time. 
On the contrary, section 7 was the longest one, where the trainee learns how to program 
different types of movements of the robot arm. In addition, recording all the points and 
the movements from one point to another takes time. This explains the different times 
required by some sections. In any case, all times required by each section are reasonable 
and short enough to be easily handled during the training. 

 

Fig. 3. Average time (minutes) to complete each section of the guide. 

Fig. 4 shows the average time required to complete the guide, considering the age range 
and the level of knowledge on robotics. As expected, older people need more time as 
they are not so familiar with technology. The people within the range of 45-60 years 
old requires an approximately 50% more time than the younger ones. This difference 
is not so noticeable when we consider the previous experience with robots. Of course, 
people without knowledge require always longer times, no matter the age, but in this 
case the difference is only 14%, that is, 1.4 hours instead of 1.6 hours. In any case, the 
time required to complete the guide is short, which proves its usefulness. 
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Fig. 4. Average time (hours) to complete the guide classified by age range (left) and previous 
knowledge (right) 

Fig. 5 shows the global value assigned by users to each section of the guide. In general, 
the guide receives a very positive satisfaction level, being the minimum 7 and the max-
imum 9.5, with an average satisfaction mark of 8. 
 

 

Fig. 5. User satisfaction level per section 

In addition to the quantitative results, qualitative information about the user experience 
was collected. The main strengths highlighted by the users were: 

 Very visual guide, simple to understand, you can find the information you are look-
ing for quite easily. 

 The support of the videos is a great tool for a more dynamic learning, making easy 
to follow each step in a clearer way. 

 It has an adequate extension for a medium-advanced learning of the use of the robot 
arm. 

 The hyperlinks of the dynamic guide makes learning faster and more comfortable 
when going through the different elements of the Guide. 

 Having a self-evaluation makes each person aware of its learning progress. 

A possible identified improvement was to include more examples of use. Accordingly, 
it has been included as future works. 
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4 Conclusions and future works 

In this work, we propose and evaluate an interactive handbook for industrial robotic 
arms self-learning. To speed up the search for specific information and the training 
process, the guide is organized by functionalities rather than by components. This 
makes it easier to learn the most standard robotic arm procedures. The guide includes 
a step-by-step approach, a video demo, and a self-assessment activity for each section. 
The guide has been tested in the lab by users with different background and age range. 
It has proved to be an efficient and friendly tool to provide quick instruction to people 
who have no prior knowledge with those robotic devices. 

As future works, we plan to carry out the evaluation with a larger amount of people, 
perform a quantitative and qualitative comparison with other tools, and incorporate the 
recommendations proposed by some users as: to include more video examples, translate 
the content to other languages, and to include sections to program the robot in a higher-
level programming language. In addition, other robotic arm brands examples will be 
included in the guide.  
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Gamifying the classroom for the acquisition of
skills associated with Machine Learning: a
two-year case study

Antonio M. Durán-Rosal, David Guijo-Rubio, Víctor M. Vargas, Antonio M.
Gómez-Orellana, Pedro A. Gutiérrez, Juan C. Fernández

Abstract Machine learning (ML) is the field of science that combines knowledge
from artificial intelligence, statistics and mathematics intending to give computers
the ability to learn from data without being explicitly programmed to do so. It falls
under the umbrella of Data Science and is usually developed by Computer Engineers
becoming what is known as Data Scientists. Developing the necessary competences
in this field is not a trivial task, and applying innovative methodologies such as
gamification can smooth the initial learning curve. In this context, communities
offering platforms for open competitions such as Kaggle can be used as a motivating
element. The main objective of this work is to gamify the classroom with the idea
of providing students with valuable hands-on experience by means of addressing a
real problem, as well as the possibility to cooperate and compete simultaneously
to acquire ML competences. The innovative teaching experience carried out during
two years meant a great motivation, an improvement of the learning capacity and a
continuous recycling of knowledge to which Computer Engineers are faced to.
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1 Introduction

Machine Learning (ML) [2] allows computers to learn from data without having
to be programmed to do so. This area, which combines knowledge of statistics,
mathematics and artificial intelligence, is part of what is known as Data Science
(DS) [1]. DS is based on developing scientific methods, processes and systems to
extract knowledge from existing datasets to identify, analyse, understand or even
improve current processes in these fields. DS and ML are gaining special interest
in recent years due to their great interdisciplinarity. Numerous fields are benefiting
from the advances in these areas, such as meteorology [13] or renewable energies
[11], among others. Furthermore, it is common to find organisational processes in
any sector and industry applying these techniques [4]. Moreover, governments have
moved toward creating governmental strategies around Artificial Intelligence (AI).
It is not difficult to find promising numbers on DS and ML collected by different
organisations, e.g. LinkedIn [9], Glassdoor [16], the US Bureau of Labor Statistics
[5] or IBM [20].

A person who works with DS and ML models is known as a Data Scientist.
Their main objective is to understand and analyse the fundamental phenomena that
happen, using techniques and theories drawn from various fields. Specifically, the
Data Scientist profile is related to knowledge inmathematics, statistics, programming
languages, and practical experience in analysing real data and elaborating predictive
models. Until now, this discipline has been developed through different professional
profiles, such as mathematicians or statisticians, although in recent years, the profile
of Computer Engineer has been the most appropriate, given the knowledge and skills
in the aforementioned areas.

The critical interdisciplinarity and the need for automatic and efficient information
processing make the profession of Data Scientist one of the most sought-after jobs
today. However, as it is a theoretical and practical area at the same time, it is a
handicap for students to acquire the necessary competences at the university stage.
Hence, universities must provide not only theoretical but also practical knowledge,
which is difficult due to the breadth of knowledge to be satisfied in the BSc in
Computer Engineering. Recently, one of the ways to make lessons more practical
and entertaining is gamification. It is defined as the use of game design elements in
non-game contexts [10]. Furthermore, it has received increased attention and interest
in academia and practice due to its motivational power [26]. Competitions between
students, including points, leader-boards, rewards and prizes, are considered one of
the ways to include gamification in the classroom. In this context, platforms such as
Kaggle1, founded in 2010, have emerged with the primary objective of connecting
companies whose main function is to provide data to solve a given problem through
competitions, with researchers and Data Scientists, who bring solutions to these
problems through existing techniques in DS and, more specifically, ML.

Motivated by previous works of teaching DS and ML to students of the BSc
Computer Engineering [3, 25, 15, 22], themajor objective pursuedwith thisworkwas

1 https://www.kaggle.com
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to complement the knowledge, mainly theoretical, taught in the different subjects of
this Degree, with a completely practical experience, repeating the process during two
years in order to extract more consistent conclusions.With such practical experience,
the students of the different subjects benefited from professionals trained in this type
of task, given that this is the field of research of the professors associated with
these subjects [17]. In this way, the students could apply a wide range of techniques
presented during the development of the subjects and, thus, face the complexity of a
real problem. Besides, and transversely to the project, another competence developed
was the ability to work remotely.

For the reasons above, Kaggle was used as an Information and Communication
Technologies (ICT) tool in two subjects of the BSc in Computer Engineering offered
by the University of Córdoba (Spain). In this way, the primary theoretical learning
received during the BSc is complemented and applied to an eminently practical
problem through a competition via Kaggle. The underlying idea was that compe-
tition, considered an element of gamification [18, 6], would increase the students’
motivation to find the best solution to the proposed problem. Hence, the students
would face the standard workflow that is carried out when tackling a problem of this
type, consisting of preprocessing of the databases, design and training of the models,
validation of the models obtained, adjustment of parameters, and finally, evaluation
of the predictive models. This innovation experience was part of the development of
two Teaching Innovation Projects (TIPs) developed by the authors of this work. Both
TIPs were awarded by the University of Córdoba according to one of the priority
lines of action established in the modality: transfer of theoretical knowledge into
practice.

Before the Kaggle competition, the teaching staff associated with the subject
tutored lent their experience in the field of ML and DS to address a real problem and
provided guidance on how to tackle the competition. The main objective of these
workshops was to provide specific training, on the python2 programming language
and the scikit-learn library [23]. It is important to highlight the use of these tools
in ML: python is the most widely used language for these tasks due to its enormous
versatility, learning curve, and ease of use, among other characteristics [27]. In
addition, the students used only free software throughout the TIPs, joining the line
of action in favour of it set by the Conference of Rectors of Spanish Universities and
with the support and collaboration of the Free Software Group3 of the University
of Córdoba. On the other hand, InClass Competitions service in Kaggle was used.
This service is offered free to the teaching and research community for its use with
students. Its main objective is to make it easier for DS faculty to run a competition
exclusively for students so that the level is tailored to them, and the remainder of
the Kaggle community does not have access. The results of the competitions were
very satisfactory, not only because of the increase in knowledge on the part of the
students but also because of the high level of motivation with which they attended the

2 https://www.python.org
3 https://www.uco.es/aulasoftwarelibre/
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workshops. Besides, the level and rate of participation in the competitions increased
during the second year.

2 Gamification in Data Science and Machine Learning

As mentioned above, gamification includes game elements in non-game contexts.
This supports motivation and performance in skills such as problem-solving, collab-
oration and communication, which are essential competencies in the Data Scientist
profession. In the last decade, gamification has supported learning in many applica-
tion areas. Of particular interest are ML and DS [19], being Computer Engineering
one of the areas with the most prominent application of gamification [21].

Points, leaderships, avatars, prizes and rewards are the most common elements
in gamification experiences, so competitions are the ultimate way to bring all these
components together. In this regard, a game-based competition for teaching artificial
intelligence was proposed in [7]. For this purpose, the Nine Men’s Morris game
was selected to develop an artificial player using heuristic search, optimisation and
ML concepts. The competition consisted of a round-robin tournament where each
player had to play against the others. The results confirmed that the experience was
a success. The students reported an improvement in their skills and declared an
increased interest in the course topics, and in AI in general. The effectiveness of the
learning approaches adopted was also confirmed.

More important, and as aforementioned, Kaggle is the platform par excellence for
carrying outML problem-solving competitions. Related to this point, a methodology
for teaching ML using a game-like Kaggle competition to make the learning more
engaging and fun was proposed in [8]. Specifically, the methodology consisted of
seven steps, including 1) teaching knowledge, 2) briefing competition guidelines,
3) giving sample solutions, 4) registering for the competition, 5) submitting and
discussing the results, 6) reflecting on the learning experience, and 7) scoring the
teams. As a result, students were motivated to look for different ways to solve
problems using ML techniques, and also to improve their understanding on how to
apply the theoretical concepts and algorithms to real-world problems.

In [24], the authors conducted a study to determine whether the use of Kaggle
InClass enhances problem learning in DS and ML. Sixty-one students were divided
into two groups for regression and classification problems, building prediction mod-
els individually for 16 days, and forming groups for other 7 days. The students that
participated in the competition performed better in the exam. Moreover, they found
the competition exciting and valuable for their learning in the course.

More recently, García-Algarra [12] proposed a methodology for teaching ML
concepts in non-STEM (Science, Technology, Engineering and Maths) areas. The
course went through different phases to teach a group of people without experience
in this field or programming about related concepts. In the last phase of the course,
there was a Kaggle-like competition forming groups between people who did not
know each other, which was worth 10% of the course grade, with the winning group
getting an additional 10%. This provoked a high degree of interest and effort, which
contributed to improve the understanding of the concepts taught regarding ML.
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3 Development of the innovation experience

This work was focused on the subjects “Introduction to Machine Learning” and
“Introduction to Computational Modelling” of the 3rd and 4th year of the BSc Com-
puter Engineering of the University of Córdoba, respectively, during the academic
years 2017/2018 and 2018/2019.

3.1 Objectives

The main objectives associated with the implementation of the two TIPs were the
following:

1. To improve the acquisition of practical aspects of the specific competences be-
longing to the Data Scientist professional profile.

2. To instruct students in the use of the Kaggle platform as a tool to learn the
applicability of ML concepts in a fun and entertaining way.

3. To broaden the knowledge of programming languages and DS.
4. To combine a cooperative and competitive environment for problem-solving.
5. To foster an atmosphere of cooperation and competitiveness at the same time

among the students.
6. To confront students with the complexity of solving real-world problems using

ML techniques.

3.2 Materials and methods

The above objectives were carried out through the activities described below, which
were common to the two TIPs.

Activity 1. Development of the competition. The first step was to find a real-
world problem resulting attractive for the students. For this, a real significant wave
height prediction problem in the Gulf of Alaska (United States) was selected. This
problem, focused on the need to anticipate events in the natural environment and
in the field of renewable energies, had been previously tackled by members of the
research group, thus, its difficulty could be adapted to be affordable by the students of
the subjects. The dataset was built using 18 input variables related to meteorological
observations, which were both obtained from sensors installed on buoys and also
from a reanalysis model. For the significant wave height prediction, the continuous
variable was discretised into 4 categories according to the significant wave height:
low, medium, moderate and very high. Then, the problem was adapted according to
theKaggle platform, which requires three datasets: 1) the training dataset for building
the models, 2) the public testing dataset to validate them, and 3) the private testing
dataset to check the fairness of the public validation. For these two validations, the
students had to upload the predictions obtained by their developed models to the
Kaggle platform, which automatically generates a public and a private ranking. Note
that the private ranking on a previously unseen testing dataset is only displayed at
the end of the competition.
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Activity 2. Multi-session practice. In order to introduce the students to the
Kaggle platform, a 3-session practice was carried out. In these sessions, it was
explained how the platform works and the real problem they were going to tackle.
For this, the dataset detailed in Activity 1 is considered as well as several case studies
were proposed as examples, providing their source code, so that they could test and
practice with different ML methods, favouring the understanding of each of them.

Furthermore, the work performed by the students in this Activity was going
to be evaluated using the following criteria: 40% of the mark was scored based
on the private ranking as it measures the quality of the developed model, and the
remaining 60% was scored according to the workflow implemented by the students
to obtain the models: preprocessing and visualisation of the data, analysis of data
(outliers, extreme values and correlated variables), feature’s selection, etc. After the
first session, the competition was launched, closing one week after the last practical
session.

Activity 3.Working team for tackling complex competitions. In order to tackle
complex competitions on Kaggle, a working team was established between teachers
and students. The main goal of this working team was to cooperate for the benefit
of the team and to compete against other teams. Meetings were planned frequently
during tutoring hours, both face-to-face and virtually.

Activity 4. ML training. Apart from the multi-session practice, a series of
workshops onMLwere given by the teachers in collaboration with the Free Software
Group of the University of Córdoba. The main objective was to complement the
training received by the multi-session practice (Activity 2). Up to now, the students
were instructed to create predictive models usingWeka [14]. Therefore, it was a good
opportunity to teach the python programming language together with the scikit-learn
library. Two sessions were held each year4.

Activity 5. Evaluation of the TIPs. For assessing the practical knowledge ac-
quired by the students of both subjects, two voluntary test-type questionnaires were
carried out: the first one before the start of the multi-session practice, and the sec-
ond one after the end of the competition. Both questionnaires included the same 20
questions: 16 for assessing the students’ level regarding ML, and the remaining 4
regarding self-assessment questions, on a Likert scale, about the Kaggle platform,
python and scikit-learn.

4 Results

In this section, the results of both TIPs are presented, compared and discussed.
These results are divided between those obtained through Activity 5, reflecting the
evaluation of the TIPs through the questionnaires completed by the students, and
those obtained from the teaching innovation experience, through the considerations
of the work team.

4 Please, check the agenda of each tutorial in the GitHub repositories
https://github.com/ayrna/tutorial-scikit-learn-asl and https://github.com/ayrna/taller-sklearn-
asl-2019, for the first and the second TIP, respectively.
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4.1 Assessment questionnaires

The forms were completed in two phases, before carrying out the set of activities and
after their completion. Moreover, the form was divided into two parts, the first part,
consisted of 16 multiple-choice questions, to obtain the students’ level and 4 self-
assessment Likert scale questions focused on the main tools used in the project. First,
the results of the multiple-choice questions are analysed before and after the activity
for both years considered. After that, the self-assessment results are presented, again
for both years and before and after the sessions.
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Fig. 1 Results obtained in the multiple-choice questions before and after the sessions for the first
(left) and the second (right) years. Outer values represent the total score obtained (from 1 to 16)
and the inner values indicate the number of students who obtained each of these scores.

In the first year, a total of 19 students took part in the questionnaires. While all
of them did the initial tests, only a small part of them completed the final test. The
completion of the test form before the sessions allowed us to know the initial level
of the students in relation to ML and DS tasks. Each of the questions of the first part
where evaluated with 1 point, thus reaching a maximum of 16 points. The average
score obtained by the students before the sessions was 7.9 out of 16, which is 4.9
out of 10. Regarding the test performed at the end of the workshops, the average
score raised to 14.5 out of 16, which is 9 out of 10. Also, the range of scores went
from 3-12 to 13-16. These results are shown in a graphical way in the left chart of
Fig. 1, where the outer values represent the total score obtained (from 1 to 16) and
the inner values indicate the number of students who obtained each of these scores.
For instance, two students obtained a score of 11 in the questionnaire carried out
before the sessions, whereas one student obtained a score of 15 in the questionnaire
performed after the sessions.

In the second year, the total number of students that took part in the activity raised
to 26. The evaluation method was the same as the one described for the first year.
For the first part, the average score obtained by the students before taking part in this
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project was 8.4 out of 16, which is 5.3 out of 10. Then, after their participation in the
organised sessions, their average score raised to 10.6 out of 16, which is 6.6 out of
10. Also, the interval of scores was shifted to the upper part of the ratings, given that
in the initial test it was 4-12 and, in the end, it was 7-14. These results, which show
that the students improved their knowledge and ML skills, are graphically shown in
the right chart of Fig. 1.

Both charts represented in Fig. 1 show that the scores of the questionnaires taken
before the activity are concentrated on the low-medium part of the rating range while,
those taken after the sessions, they are mostly located on the medium-high part. In
fact, in the first year, there is no overlapping between both scores, given that the
final results are only in the 13-16 range, i.e. the 4 students obtained excellent scores.
For the case of the second year, there is an important overlapping between both sets
of scores, but the scores obtained after the activity are clearly biased towards the
highest scores.

python
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Machine
learning
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0 0.5 1 1.5 2 2.5 3 3.5
python

scikit-learn

Machine
learning

kaggle

0 0.5 1 1.5 2 2.5 3 3.5

Before
After

Fig. 2 Results obtained in the self-assessment questions before and after the sessions for the first
(left) and the second (right) years. The magnitude of the chart represents the mean score obtained
by the students on each of the skills (outer values) following the Likert scale (from 0 to 4.

Concerning the second part of the assessment questionnaires, which is related to
the self-assessment questions, the results for both years are shown in Fig. 2. The left
chart shows the results for the first year while the second is related to the second year.
On each of the charts, the results before and after the activity are shown. In this case,
the magnitude represented by the chart is the average value obtained, following the
Likert scale (from 0 to 4), by the students on each of the skills (outer values). It is
worth noting that, in both years, the polygon related to the skills before the activity
is contained in the polygon obtained with the final results. This fact shows that the
students have improved their knowledge related to all the technologies considered.
The results for both years are quite similar, but the improvement achieved in the
second year was more obvious than the one obtained in the first.

To sum up, we can obtain some general conclusions related to the obtained results
for both years:
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• The students improved their general knowledge about ML and DS tasks.
• The individual results on each of the topics or technologies have also been im-

proved and the students are aware of the improvement, as was shown by the
self-assessment results.

• The level of interest and participation on the second year was higher than in the
first one.

4.2 Results of the teaching innovation experience

The results obtained from this teaching innovation experience are as follows:

• The students were made aware of the importance and interest that the professional
profile of Data Scientist has nowadays, as well as the growing demand that exists
around this figure, becoming a successful professional career for the students of
the BSc in Computer Engineering.

• The students were introduced to the various tasks performed by the Data Scientist,
including knowledge of mathematical and statistical notions of the models used.

• The students were introduced to a series of professional and current technologies
for modelling real problems using ML techniques, such as python and the scikit-
learn library.

• It ensured that students were able to contribute and receive new practical knowl-
edge from the large community on the Kaggle platform, made up of well-
established researchers and Data Scientists from a wide range of fields.

• The use of ICT in the classroom was encouraged and good participation in the
workshops, which increased in the second year, was achieved.

• Group work was promoted by encouraging cooperation between participants in
the same group and healthy competition between groups, so that the feedback and
relationships between them culminated in improved knowledge for all.

• The students’ self-confidence to get involved in real problems where they can
apply their theoretical and practical knowledge to provide a tangible solution was
increased.

• Carrying out the same type of workshop in two different years helped reinforce
the robustness of the results achieved with them, given that, in both years, the
results were similar and in both cases were quite positive.

5 Conclusions

After analysing the results, we believe that this kind of TIPs substantially improve
the student’s ability to face a real work situation after finishing their degree. In this
sense, we worked with the Data Scientist profile, one of the most demanded profiles
in today’s society, having a great impact worldwide. The projects developed across
two different years provided students with themotivation and capacity for continuous
learning and recycling of knowledge that graduates in Computer Engineering must
undergo.
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Undoubtedly, the degree of participation and interest of the students in both years
was very high, especially in the second year, where a higher number of students took
part in the workshops. They spent a lot of time working on the activities that were
prepared for these projects due to the difficulty and the study of a novel field that
has not been approached by them so far. As a result of these experiences in Kaggle,
several students became interested in carrying out Final Degree Projects related to
research, ML and DS.

It is worth noting that the effort made by the organiser team that worked on
the TIPs was notable. It was necessary to adapt all the workshop material and the
proposed work for the activity to the level of the students. Nevertheless, the level of
satisfaction achieved made it enormously worthwhile. In the future, new editions are
expected to be held to increase the knowledge of this job profile, which is currently
in demand and growing during the last years.
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Hackathon in teaching: applying machine
learning to Life Sciences tasks

David Guijo-Rubio, Víctor M. Vargas, Javier Barbero-Gómez, Jose V. Die, Pablo
González-Moreno

Abstract Programming has traditionally been an engineering competence, but re-
cently it is acquiring significant importance in several areas, such as Life Sciences,
where it is considered to be essential for problem solving based on data analysis.
Therefore, students in these areas need to improve their programming skills related
to the data analysis process. Similarly, engineering students with proven techni-
cal ability may lack the biological background which is likewise fundamental for
problem-solving. Using hackathon and teamwork-based tools, students from both
disciplines were challenged with a series of problems in the area of Life Sciences.
To solve these problems, we established work teams that were trained before the be-
ginning of the competition. Their results were assessed in relation to their approach
in obtaining the data, performing the analysis and finally interpreting and presenting
the results to solve the challenges. The project succeeded, meaning students solved
the proposed problems and achieved the goals of the activity. This would have been
difficult to address with teamsmade from the same field of study. The hackathon suc-
ceeded in generating a shared learning and a multidisciplinary experience for their
professional training, being highly rewarding for both students and faculty members.

Key words: professional experience; interdisciplinarity; artificial intelligence; pro-
fessional profile

1 Introduction

Learning programming languages has become established in recent years in disci-
plines beyond the traditional ones related to Computer Sciences. These tools are
used widely across all STEM (Science, Technology, Engineering and Mathematics)
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areas in general and in the field of Life Sciences in particular. This last field has
benefited from the advantages of solving current procedures without entailing an
excessive workload [10, 11]. This new scenario requires universities to incorporate
the learning of programming languages and the work in multidisciplinary teams as
transversal competencies.

With this aim, a Teaching Innovation Project was granted by the University of
Cordoba for the academic year 2020/2021. This Project made an approach to this new
scenario including students and faculty from different areas of knowledge (forestry
engineering, computer science, genetics and agronomy), applying innovative teach-
ing tools such as the hackathon [9, 14]. The Project consisted of a series of work
sessions where real Life Sciences problems were presented to teams built by students
from both fields (Data Science and Life Sciences), sharing knowledge throughout the
whole work process. This hackathon tool also contributed to developing other skills,
such as teamwork between different areas, interdisciplinarity and learning first-hand
about a professional profile. More specifically, the profile of the data analyst, with
enormous importance today and great future projection, both in the area of Computer
Science [4] and in those related to Life Sciences [3, 13, 8].

The Project was mainly based on the resolution of two challenges: 1) the visual-
isation task associated with a problem in the area of Biotechnology and Genetics,
and 2) the predictive analysis task, in the area of Agroforestry Engineering. In both
challenges, real problems were considered being of interest to students and the scien-
tific community. After the different work sessions, the results obtained were highly
satisfactory, achieving many of the objectives set by the project and encouraging the
students to carry out complementary curricular university training.

2 Development of the innovation experience

The Teaching Innovation Project was focused on the following subjects belonging to
the University of Córdoba (Spain): 1) Introduction to Computational Modelling (4th
year - BSc Computer Engineering), 2) Mathematical Foundations of Programming
(1st year - MSc Remote Sensing and Spatial Models applied to Forest Management)
and 3) Analysis and Interpretation of Genomes (1st year - MSc Biotechnology).

2.1 Objectives

The main objectives associated with the implementation of the Teaching Innovation
Project were the following:

1. To improve the acquisition of practical aspects related to machine learning.
2. To broaden knowledge of programming languages and the basic concepts and

notions associated with the Life and Natural Sciences.
3. To use competition dynamics for teaching purposes to solve problems.
4. To create an atmosphere of cooperation and competitiveness at the same time

among the students, with the aim of progressing and achieving the best results in
the resolution of both problems (visualisation and massive data modelling).



Hackathon in teaching: applying machine learning to Life Sciences tasks 3

5. To confront students with the real complexity of the two problems from a multi-
disciplinary point of view.

6. To develop presentation skills in front of specialised and non-specialised audi-
ences.

2.2 Materials and methods

The above objectives were carried out through the activities described below.:
Activity 1. Communication system of the event. For the broadcasting of the

event and as a central hub for the event material and resources, a public website1
was created with all the information related to the Project activities. A total of 20
students formalised their enrolment in the teaching activity.

Activity 2. Training guides and presentation of the challenges. Aiming to
generate basic knowledge in the area not related to each participant’s training, two
“Data Science Guides” were produced, for the programming languages in which the
students are most fluent, Python and R, using the Google Collaboratory platform.
In these guides, the basic notions of data loading, preprocessing and modelling
were presented for developing solutions for the following problems: 1) Information
visualisation andmolecular feature extraction. This problem, associatedwith the area
of Biotechnology andGenetics, consisted on analysing from a graphical point of view
the main features of gene ontology in the process of functional gene annotation. And
2)ObtainingMachineLearning andDataMiningmodels. This problem, related to the
area of Agroforestry Engineering, consisted on carrying out a predictive analysis and
study of the forest biodiversity of Andalusia (South Spain). In addition, explanatory
videos were provided with the theoretical contents of each challenge. After the
informative sessions, a collaborative and competitive dynamic was proposed to the
students to solve both challenges.

Activity 3. Challenge 1: pre-processing of databases and data visualisation
in datasets with biological information. The main objective of this activity was
to become familiar with the pre-processing, one of the most important preliminary
phases in Data Analysis. For this first challenge, a topic related to the area of
Biotechnology andGeneticswas selected. The problemwas focused on the functional
annotation of molecular stress signalling in Arabidopsis [2]. The aim of this activity
was twofold. On the biological side, the aim was to determine whether there are
quantitative/qualitative differences in transcriptional activation in putrescine- and
thermospermin-treated plants. On the computational side, it was required to generate
automatic functional annotation analysis tools based on the standard gene ontology
vocabulary [1]. The second objective of this activity was to visualise the data by
means of various plots. There are numerous techniques in this area, which have
generated enormous interest due to the numerous advantages they provide, serving
as an initial phase in the analysis of a specific problem. Among other techniques,
students were shown how to carry out a visual analysis of the distribution of the data,
finding out if there was any error in them or what type of distribution was present in

1 https://biodatauco.github.io/ (in Spanish).
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the data. On the other hand, visualisation is also of great interest for the analysis of
the results, so that we can analyse the results of the different models or how accurate
the prediction of each model has been and its fit with reality. In this sense, they
were presented with a proposal to address the challenge, consisting of two sections,
a descriptive one, where a principal component analysis [7] or cluster analysis [6]
could be used, and a functional one, where the functional annotation itself would be
carried out.

Activity 4. Challenge 2: generation and evaluation of Machine Learning
and Data Mining models. This activity was the second challenge presented to the
students. The topic of this second problem was more focused on discovering the
secret patterns of plant diversity in Andalusia (Spain). For this purpose, the students
were provided with a database with the inventories of vegetation in natural areas of
Andalusia as well as the number of woody plant species that exist [5]. This database
is unique in Andalusia, containing approximately 50, 000 vegetation inventories to
describe all the environmental variability of Andalusia. The objective of this activity
was also dual, on the side of Forestry Engineering, the aim was to carry out an
analysis of the richness of woody plants existing in the region of Andalusia. On the
Computer Engineering side, the aim was to obtain a predictive model [12] of plant
diversity as accurately as possible. In the second phase of the predictive analytics
challenge, students were encouraged to interpret the results obtained in the model
evaluation phase. The main idea was, given a model and a prediction obtained, to
understand the fundamentals behind the methodology, as well as to interpret the
results and generate knowledge from them.

3 Results

The results of the project were evaluated both quantitatively and qualitatively. On
a quantitative level, questionnaires were carried out for students to self-evaluate
their knowledge before and after the activities. A qualitative analysis of the results
was also carried out, with special emphasis on the objectives achieved and future
improvements.

3.1 Knowledge assessment questionnaires

Two questionnaires were carried out using Google Forms. The first one was carried
out prior to the start of the Project, with the aim of ascertaining the students’ prior
knowledge in the three areas of knowledge. For this purpose, a total of 15 questions
were used (5 per area including data science, genetics and agroforestry) in which
the students were asked about their basic knowledge. With this questionnaire, we
were able to find out the starting point and which area needed to be emphasised the
most. As expected, students in one discipline might have no prior knowledge of the
other disciplines, so it was interesting to apply the questionnaire to see the level of
knowledge in these disciplines. The results of the level questionnaire, carried out for
a total of 14 students before the activity, showed that the average score obtained was
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10.57 points out of 15 and the individual scores ranged from 8 to 14 points (graph
on the left of Figure 1).

Similarly, the same questionnaire was done at the end of all the activities of the
Project. It is important to note that after the completion of the first questionnaire
the answers to any of the questions were not revealed, but only the basic concepts
needed during the completion of the questions were explained. The main purpose
of repeating the same questions was to see whether the students had consolidated
the concepts they already had and improved those related to the other disciplines. In
this case, we did expect the results of the questionnaire to improve. In particular, the
average score rose to 11.93 out of 15 points, while the maximum of individual scores
increased up to 15 points (graph on the right of Figure 1). Therefore, a noticeable
improvement can be perceived with respect to the results obtained in the initial
questionnaire.

Fig. 1 Results of the initial (left) and final (right) questionnaires.

3.2 Self-assessment

In order to self-assess their knowledge of the three disciplines, another questionnaire
was carried out, also using Google Forms (4 questions on Data Science, 4 questions
on genetics and 3 questions on agroforestry) before and after the teaching activity.
The purpose of this self-assessment was to identify to what extent the students were
aware of the knowledge they had from their perception. In these questionnaires there
were not right or wrong answers, they simply evaluated their knowledge from their
perspective. Figure 2 shows the results of the self-assessment forms.

The students rated each of the above aspects with a value from 1 to 4, with 1
being the lowest level of knowledge or mastery of the topic and 4 being the highest.
The initial results reflected that most students indicated that they did not have much
overall mastery of the hackathon topics (Figure 2 shows one question of each area).
For most of the questions, the results were concentrated in option 1. On the other
hand, the number of results in option 4 was minimal in all questions.

At the end of all the Project activities, the self-assessment questionnaire was
carried out again. Similarly, the questions were the same as in the previous self-
assessment so that a comprehensive comparison of their vision could be made. The
results of the final self-assessment were on average higher than those of the initial
one (Figure 3 shows the same questions chosen in Figure 2). In the previous case,
most of the values were concentrated at 1, whereas in this case they were more
spread out and there were a few values at level 4, indicating that some students
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Fig. 2 Results of the initial self-assessment questionnaire.

felt that they gained some knowledge during the activity. In general, most of the
values were concentrated in levels 2 and 3, indicating that most students did not
consider themselves experts in all subjects after the activity (which is normal due to
the duration of the activity), but they did recognise that they had a certain degree of
knowledge about all the topics covered. Thus, the results were considered to be quite
satisfactory.

Fig. 3 Results of the final self-assessment.

3.3 Qualitative analysis

From a qualitative perspective, the teaching staff also carried out an evaluation of
the Project through the following two activities.

3.3.1 Presentation of the results obtained by the working groups

In these presentations, the students, divided into groups, made a presentation of the
solutions proposed for each of the two tasks carried out. These presentations allowed
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us to check in detail the work done by each group, the way they had analysed the
problem and the method they had used to solve it. They were also of great interest
because they allowed other students to see different solutions to the same problem
and to detect elements that they had overlooked during their work.

3.3.2 Qualitative analysis of students’ feelings

At the end of the last activity, a more informal survey was carried out using the Men-
timeter tool2, with the aim of reflecting the students’ feelings during their participa-
tion in the hackathon. Specifically, this Mentimeter asked three different questions
(Figures 4 and 5). A total of 13 students participated in this final questionnaire.

The positive aspects on which most of the students agreed were collaboration
and learning (left side of Figure 4). This is quite satisfactory as it reflects two of the
objectives that we most wanted to reinforce in the Project. Moreover, the right side
of Figure 4 shows the aspects that could be improved according to the hackathon
participants. Themain aspect pointed out is the lack of time to solve the challenges. In
the future, an attemptwill bemade to spend less time on the introduction/presentation
of the challenges so that the groups have more time to work.

Fig. 4 Mentimenter: (left) What did you like most about the hackathon? and (right) What aspects
would you improve? Bigger words were more repeated by the students in the questionnaire.

Finally, Figure 5 shows the average values of the self-evaluations made by each
participant on their level of participation in the group and the improvement in their
knowledge as a result of carrying out this activity. As can be seen, the level of
participation of the participants within their group was very high, so we can confirm
that the way in which the groups were created and the size of the groups was
appropriate and correct.

3.4 Results of the teaching innovation experience

This section describes the results achieved during the realisation of the activity,
as well as those that could not be fulfilled or were not achieved to the degree of

2 https://www.mentimeter.com/
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Fig. 5 Mentimeter: Self-assessment of certain personal aspects such as their level of participation
or the improvement they have seen in their knowledge thanks to the activity.

satisfaction expected. Firstly, the objectives (Section 2.1) that are considered to be
achieved in view of the results obtained and described in Section 3 are presented:

• The students’ ability to tackle real problems using machine learning techniques
was improved, including an initial analysis of the data available to them, their
visualisation, the necessary preprocessing required to work with them and the
generation of models that allow predictions to be made on the basis of the data
available to them.

• Theoretical and practical concepts related to genetics and forest diversity were
acquired by solving problems related to these areas. In order to be able to undertake
them, expert knowledge on the subject of the problem was necessary.

• Knowledge of data analysis and programming languages was improved through
the guides and videos provided by the activity’s teaching staff.

• Cooperation between members of different groups and disciplines was fostered,
as well as healthy competition between groups in order to achieve the best results.
Competitions for teaching purposes proved to motivate students, in this case, to
try to find the best solution to the proposed problems.

• Students tackled real problems with the difficulty that they entail and, moreover,
it was done in a limited time, so that multidisciplinary cooperation within each
group was essential in order to solve the problems presented.

• The students developed their ability to explain the results of their work in public,
so that people from different areas could understand the results they reached and
how they achieved them. In addition, they were also able to explain the difficulties
they encountered in arriving at a solution and the way in which they were able to
solve them.

On the other hand, we describe the objectives we consider that have not been
achieved during the implementation of this Project:

• The groups were designed seeking the presence of at least one profile from each
discipline. However, in some cases, not all participants were able to attend all the
sessions.
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• In some cases the challenges presented were not fully met, mainly due to lack of
time. In a way, this was expected as the challenges were of a certain complexity
and the time given to solve them was quite limited.

3.5 Strengths and weaknesses of the project

This section indicates the main strengths of the project carried out, as well as the
main weaknesses that will be addressed for future activities of a similar nature.

Strengths:
• The activity carried out was of great interest to the participating students for two

reasons: 1) participants who were somewhat familiar with Data Science had the
opportunity to work on real problems of some interest and complexity, and 2)
the participants belonging to the disciplines to which the problems posed were
related, have learned Data Science techniques to work with these data, analyse
them and obtain models from them.

• The project team was made up of people from different disciplines, making it
easier to work in a multidisciplinary activity.

• The students in the activity had extra motivation thanks to the competition for
teaching purposes that was carried out and which encouraged them to study the
problem in greater depth to find the best possible solution.

Weaknesses:
• Difficulty of coordination and group work due to the fact that it was carried out

via videoconference rather than face-to-face due to the COVID-19 pandemic.
• Difficulty in establishing the initial level of knowledge, due to the fact that the

participants belonged to different disciplines.

4 Conclusions
Having analysed the results obtained from the forms, the qualitative analysis and
the teachers’ perception, we believe that experiences such as the one promoted in
the innovation teaching project presented here encourages the students’ interest in
the search for new knowledge. In relation to participation, we consider it was highly
satisfactory, not only because of the number of students who decided to take part
in a fully voluntary activity that had no direct academic benefit for them, but also
because it was complementary to their curricular training.

It is remarkable that using current techniques and tools generates more interest in
participation. In this case, we used the hackathon tool, very popular in Data Science,
which allowed us to motivate the continuous learning and recycling of knowledge
that students must undergo nowadays. The hackathon consisted of working on two
different challenges that teams of students tried to solve by competition for teaching
purposes. The activity managed to encourage cooperation between people from the
same group with different degrees (collaboration was vital to achieve a good result
in both challenges), and healthy competition between groups (it was very important
to achieve the best solution).

As it is an activity with a certain research connotation, several participants were
interested in this novel area, either in the completion of Final Degree Projects, or
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in the application for Research Projects derived from the degrees in Life Sciences,
where interest in Data Science has increased significantly in recent years.
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Digital platforms for education. The case of 

e4you 

Javier Parra-Domínguez, Sergio Manzano, Susana Herrero and Pablo Chamoso1 

Abstract At present, there are various developments in Information and 

Communication Technologies (ICTs) and their importance for the advancement of 

society. One of the most representative developments has to do with the 

population's education.  Their consonance gives the significance of ICTs with 

digital transformation, and it is in this sense, that digital platforms emerge as 

facilitators of education in digital environments. This paper aims to present the 

e4you digital platform and, through an in-depth study of it, provide insight into the 

benefits of working in education on this type of platform. It is demonstrated that the 

platform fulfils its functioning with flexibility and ubiquity, collaborative 

environments, efficiency and effectiveness of student learning, multifunctionality, 

motivation and personalisation. 
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1 Introduction 

The advance in Information and Communication Technologies is undeniable 

nowadays. The ways of relating in society and training have advanced in a clear 

and determined way thanks to ICTs [1]. 

According to the United Nations and according to the data published in the 

report "Digital 2021. Global Overview Report", the world population at the 

beginning of the year 2021 was 7.83 million inhabitants, of which some 4.66 

billion declared themselves to be Internet users, representing 59.5% of the world's 

The report also shows that the majority of the world's population is characterised 

by the constant use and availability of mobile phones and social networking 

environments. In addition, it is essential to add that users spend an average of 

seven hours per year using the internet in terms of the aggregate of their devices. 

Based on these figures, it can be seen how the field of ICTs and their interaction 

with human beings the subject of different disciplines is such as communication, 

philosophy, neuroscience, pedagogy and engineering [2, 3]. 

It is essential to point out that communication as a favourable element at a 

pedagogical level in the digital environment is, in the current times, within the 5.0 

paradigm [4], where factors such as sensations or emotionality are primordial since 

this is how users' emotions are identified and categorised using different devices, 

products and services [5]. In the current era, the development of artificial 

intelligence in deepening sensory reality based on "one device in one" is also 

remarkable. 

From all of the above, there is no doubt that the path is marked by society's 

need to communicate and be communicated through the empowerment of digital 

environments. The education practised in this type of environment and its charge 

through the promotion of communication is relevant. Many authors make it clear 

that the digital environment and its development in educational environments will 

accompany society for a long time [6, 7, 8], especially highlighting accelerators of 

the process such as the current syndemic consequence of the health crisis imposed 

by COVID-19. All of the above is refuted by the evidence that most schools and 

universities were forced to close their physical spaces and classrooms [9]. 

The advance in the use of ICTs in specific educational environments is not 

something new; it is a constantly evolving process that, in the last 20 years, has 

gone from an education based on web 1.0 where the student had little power of 

participation to a mere receiver of content [10] to participate in web 2. 0 and 3.0 

education in which students and teachers have an active and dynamic interaction 

with the use of virtual campuses, forums, blogs, [11] as well as digital platforms 

such as the case study included in this report [12]. Undoubtedly, the importance of 

the human factor and social interaction in developing ICT focused on education is 

evident. 
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Within the development of training on digital platforms, it is worth highlighting 

the configuration of these to encompass virtual teaching, online training, distance 

learning [13] (known as "eLearning"), hybrid blended learning [14] (known as 

"blended-learning" or "bLearning") and the use of mobile devices for learning that 

takes place both outside and inside the classroom [15] (known as "Mobile 

Learning" or "mLearning"). Concerning the three learning methodologies 

mentioned above, it should be noted that the basis of the training offered in the 

case study of this report, the e4you digital training platform, is to be found in the 

eLearning platform [14]: 

• The training activity is carried out via an Internet connection 

("eLearning") 

• It is delivered through ICT. ("eLearning") 

• This type of learning promotes learner-centered activities ("eLearning") 

• Combination of virtual (asynchronous) and face-to-face (synchronous) 

("bLearning", which will be implemented with face-to-face activities 

such as the Cybersecurity conference) 

• Use of mobile devices ("mLearning") 

• The benefits of the use of digital platforms for the development of ICTs 

are as follows:  

• Flexibility and ubiquity. Access to learning is possible at any time and 

from any place 

• Flexible and collaborative learning environment 

• It improves the effectiveness and efficiency of student learning 

• Multifunctionality. Multiple tasks can be performed in various contexts, 

interacting with others or creating and sharing content 

• Motivation 

• Personalisation 

 It should be noted that all of the above is linked to the fact that the success of 

the initiative in the form of a digital platform is given and determined by the fact 

that it can deepen the motivation of the student and the teacher and that they are 

receptive [16] as well as possessing positive and proactive attitudes towards this 

infrastructure, in addition to having knowledge and a clear command of new 

technologies [17]. 

It is important to note that in the digital educational environment, there is still a 

difference between the way of communicating in this environment and 

communication established in a context not mediated by digital devices [18]. At 

this point, it is essential to point out that the effect of showing oneself differently 

by individual student profiles to make a particular impression on others to achieve, 

for example, greater recognition is something that is outside the scope of the 

digital platform so as not to have biases, for instance, in terms of grades.  

The work presented here presents the functioning of the e4you digital platform 

as a success story and the connotations that must be considered when 

implementing this system to comply with the precepts set out in this introduction. 

In addition to the introductory section, the development of the work will include a 

sub-section in the introduction itself where the platform will be described, and then 
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move on to a second section where the relevant milestones of interaction on the 

platform will be established. The third section will introduce the main results of 

educational interaction and will end with the fourth section of conclusions. 

 

 

2 Materials and Methods 

2.1 The e4you plataform 

The e4you platform was born as a project of the BISITE Research Group2 of 

the University of Salamanca, the General Foundation of the University of 

Salamanca3, the University of Salamanca4 itself and the IoT Digital Innovation 

Hub5. All of them, as partners and/or collaborators, develop this platform that is 

configured as an educational tool open to all where the primary motivation is the 

promotion and development, as well as research on the application of disruptive 

technologies such as Blockchain and its combination with others such as Artificial 

Intelligence to provide solutions to the challenges of the present and future 

education. 

As shown in figure 1, the project facilitates educational processes through 

technology, particularly those related to personalisation or specific attention to the 

training needs of each person. 

 

 

 

 

 

 

 

 

 

 

 

(1) 

 

Fig. 1 The figure is e4you platform homepage 

When creating MOOCs with the e4you platform, there are three main verticals: 

• Universities and other educational institutions - The focus is on solutions 

for universities or higher education institutions, but also perfect for schools, 

training centres or academies. 

 
2 https://bisite.usal.es/en 
3 https://fundacion.usal.es/es/?jjj=1654077325281 
4 https://usal.es/ 
5 https://innovationhub.es/ 
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• Enterprises - Where the focus is on the provision of specific skills or 

certified pathways to boost the capacity of teams. 

• Governments - Where citizens are offered flexible training experiences 

tailored to people's needs. 

 

3 Teacher-student interaction. The environment  

In this section, we introduce the content layout of the e4you digital platform as 

well as the training dynamics that allow the platform to be aligned with the 

precepts in the form of benefits of this type of platform; as we saw beforehand, 

these are none other than flexibility and ubiquity, creation of collaborative 

environments, efficiency and effectiveness of student learning, the existence of 

multi- functionality, motivation and personalisation. 

Next, we incorporate figures that establish, firstly, the interaction of the teacher 

with the platform and, secondly, the student's interaction with the platform. 

 

3.1 Teacher-plataform interaction 

As shown in figure 2, the teacher can interact with the collaborative space. In 

addition to this overview, it is essential to highlight the aspects related to the 

editing action by the teacher (figure 3) and the possible actions to be performed 

within the MOOC (figure 4) and, in an operational way, the creation of new 

categories, the management of courses and categories, the aggregation of 

questionnaires or the creation of a question bank for an exam. 

 

 

 

 

(2) 
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(4) 

 

 

Fig. 2 The figure is MOOC Interface 

Fig. 3 The figure is editing action by the teacher  

Fig. 4 The figure is actions to be carried out within the MOOC. Resources   

 

 

 

 

3.2 Learner-plataform interaction 

The second part that motivates the benefits that, at least as basic, a digital 

educational platform should have is related to the interaction between the learner 

and the platform. In aggregate terms, it is vitally important that the learner feels 

supported by the preliminary work to the course and the availability of the material 

at all times. On the other hand, the provision of a forum for participation and exams 

and the possibility of acquiring a certificate (Figures 5, 6 and 7) are also essential in 

operational terms.  
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 (7) 

 

 

Fig. 5 The figure is forum 

Fig. 6 The figure is certificates 

Fig. 7 The figure is sample exam question 
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4 Main results of educacional interacion 

As indicated in the introduction and convergence with the development of the 

e4you project, the primary motivation of digital platforms is the easy access to 

education and the provision of education in the sense of taking advantage of the 

necessary teacher-platform-student interactions, considering the new 5.0 paradigm 

related to the use of new sensory and emotional universes. 

With the development of the e4you project, which is presented as a platform in 

this study, it is possible to meet the main benefits demanded by the educational 

paradigm that takes advantage of digital platforms. 

One of the first benefits is flexibility and ubiquity, which is achieved by 

allowing alternative navigation at all times. On the other hand, the configuration as 

a collaborative environment is a maxim that is transferred with the most 

significant relevance offered to spaces such as the forum or even to interactions 

attended at all times through social networks. The importance of efficiency and 

effectiveness in learning is motivated by the concern for the platform's design, 

which, through the use of white backgrounds, for example, tries to avoid any hint 

of distraction, reducing the time students spend studying and preventing the 

emergence of slow time. The configuration as a multifunctional platform is a 

premise that every digital platform that promotes education must consider since 

the facilitation of different functions such as interaction with other users, with the 

teacher, or with other roles is vital to replicate the physical environment far as 

possible. Motivation, through care with the teacher-platform-student relationship, 

is evident in the continuous monitoring of processes by platform administrators 

and personalisation, which is key to making students feel unique and better attend 

to the lessons offered. 

  

5  Conclusions 

Today, the advance of ICTs is manifest and socially necessary and indisputable. 

While the first ten years of the century have generally focused on the advancement 

of ICTs, from 2010 to 2020, it has been characterised by digital transformation, a 

process that continues today. This characterisation has enabled the development of 

the 5.0 paradigm, whose access to emotionality and sensation has, to a large 

extent, allowed access to education from digital platforms. 

In this paper, we present the e4you platform dedicated to training broadly. As 

can be seen, there are different processes that the platform can address to provide 

adequate training in digital environments. The experience has allowed and 

continues to enable us to attend to the benefits that digital media must-have, which 

are: 

 • Flexibility and ubiquity. Access to learning is possible at any time and 

from any place. 

• Flexible and collaborative learning environment 
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• It improves the effectiveness and efficiency of student learning 

• Multifunctionality. Multiple tasks can be performed in various contexts, 

interacting with others or creating and sharing content 

• Motivation 

• Personalisation 

• Acknowledgements 

It is essential to highlight that we have also managed to combine what is known 

as eLearning, bLearning and mLearning, considering the main characteristics 

without them being mutually exclusive. 
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3D Virtual Laboratory for Control Engineering
using Blended Learning Methodology

Francisco Zayas-Gato, Álvaro Michelena, Esteban Jove, José-Luis Casteleiro-Roca,
Héctor Quintián, Elena Arce and José Luis Calvo-Rolle

Abstract The combination of face-to-face experiences with online technology
(Blended Learning) represents an effective approach in today’s educational context.
The Blended Learning methodology offers the possibility of maintaining face-to-
face teaching, reducing the number of students in classroom taking advantage of both
modalities. Thus, in terms of laboratory practice, a realistic 3D virtual lab experi-
ence as a complementary method to a physical lab can constitute an useful solution
to overcome these challenges. The main objective of this proposal is the emulation
of a physical level control plant from the laboratories of the Polytechnic School of
Engineering of Ferrol (University of A Coruña). In this case, three software tools
are combined to build a virtual laboratory, as an alternative to the real one. This
modern simulation environment provides students an online working tool, suitable
for applying control engineering concepts through a novel approach.

1 Introduction

The Blended Learning (BL) methodology, also termed as hybrid or mixed learn-
ing [23] involves the online-offline teaching-learning combination [9]. One of the
advantages of this methodology is the flexibility provided to students in terms of
time planning. Furthermore, BL fosters personalized training, meeting the needs
of students learning [22]. The methodology provides students with an easy way
to develop their work, focusing on the information and skills needed. BL also im-
plies an interesting collaborative environment for students and instructors. However,
the dependence on Information Technologies (IT) represents a disadvantage of this

Francisco Zayas-Gato, Álvaro Michelena, Esteban Jove, José-Luis Casteleiro-Roca, Héctor Quin-
tián, Elena Arce and José Luis Calvo-Rolle
University of A Coruña, CTC, CITIC, Department of Industrial Engineering, Ferrol, A Coruña,
Spain; e-mail: {f.zayas.gato, alvaro.michelena, esteban.jove, jose.luis.casteleiro, hector.quintian,
elena.arce, jlcalvo}@udc.es
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method. The lack of knowledge on technology may result in a waste of resources
[21, 14, 16].
On the other hand, laboratory practice in engineering education complements

theory lessons in most subjects. This approach promotes collaborative and project-
based learning [12]. In this sense, scientific experiments provide students valuable
experience in several techniques and helps to develop important skills for their
future career [25]. Generally, laboratories are equippedwith sophisticated equipment
[8, 11, 10]. However, in some cases, students must organize themselves into working
groups in order to practicewith the availablematerial. Thus, an interesting alternative
to real labs is the design and implementation of virtual labs [7].
3D models can bring users an immersive experience close to conventional real

experiments [24, 18, 17]. In this sense, the simulation of laboratory experiments
represents an attractive alternative [15]. Simulations are not only feasible involving
a large number of simultaneous users but also can be implemented with minimal
resources.
Contributions like [13] propose the development of schematic diagram-based 2D

virtual hydraulic circuits and 3D virtual hydraulic equipment. In [19], an experience
supported by a virtual turningmachine is proposed as a platform to improve students’
understanding ofmachine behaviour and increase their competence level in this topic.
Other works like [5], use CyclePad as a virtual laboratory for designing and analyzing
thermodynamics cycles in several educational contexts.
Latest technological advances in terms of computing and digitalization simplify

the implementation of virtual scenarios [25, 20] and also help to create BL expe-
riences [21]. In this sense, this work proposes the combination of three modern
software tools: Factory I/O, KEPServerEX® and Matlab®/Simulink, for creating a
virtual plant similar to a physical one from the Laboratories of the Politechnic School
of Engineering (EPEF), at the University of A Coruña (UDC). Then, this scenario is
proposed as a platform for a BL experience involving Control Engineering students.
The paper is structured as follows: after the present introduction, the materials and

methods of this work are described. Section 3 exposes the experiments and results.
Finally, the conclusions and future works are listed.

2 Materials and Methods

2.1 Background

The EPEF laboratories host several real industrial scale plants emulating industry
processes such as speed, pitch or level control, among others. These platforms are
mainly used in control and automation subjects. Thus, they are useful for teaching
several disciplines within Electronics and Automation Engineering degrees context.
In this sense, students can benefit from these plants to support them in their future
careers.
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One of the laboratory plants is the level control plant. The most common exper-
iment performed with this plant is the liquid level control in one of its tanks. As
shown in Figure 1, the level plant is built from two tanks. Tank A in which water level
is maintained and tank B that feeds tank A. Tank A water level is measured through
an ultrasonic sensor (orange rectangle) installed on top of the tank. To protect the
pump and to prevent tank B from running out of water, tank B tank is slightly larger
than tank A. A pump is used to fill tank A (pink oval). The speed of the pump is
controlled by a Variable Frequency Drive (VFD, red rectangle). The upper tank can
be emptied in three ways. Through the upper pipe, if liquid level is equal to or higher
than tank’s capacity, by using manual or solenoid valve (green rectangle) or by the
pump itself.

Fig. 1 Real Level Control Plant

On the other hand, a control system is implemented on a desktop PC to develop
level control experiments. These control experiments based on Proportional Integral
Derivative (PID) controllers are performed usingMatlab®/Simulink software. In this
sense, the signal exchange between plant and control system is done through a data
acquisition card (blue rectangle). The exchanged signals are:

• Ultrasonic sensor measured level: plant to control system.
• Level Set Point: control system to plant.
• Control Signal sent to VFD: control system to plant.
• Control Signal to solenoid drain valve: control system to plant.

It should be noted that the number of plants is limited. In addition, it should be
taken into account that some students follow the master’s degree online and cannot
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attend the laboratory physically. Hence, it is necessary an alternative to these real
plants to propose a BL approach.

2.2 Virtual Plant with Factory I/O

An interesting solution to meet the needs of both teaching modes (face-to-face and
online) is the use of two level control plants. On the one hand the real plant and on
the other hand a virtual plant that emulates the behavior of the real one. For this
purpose, the software Factory I/O represents a very useful resource.
Factory I/O is capable to emulate large-scale industrial applications to be used at

the classroom [1]. In this sense, students can take advantage from a vast library of
industrial parts to configure their own training scenario. Hence, users can turn their
computer into a PLC training kit avoiding the risk of damaging any physical equip-
ment. Moreover, it works with almost any Programmable Logic Controller (PLC)
equipped with industrial communication protocols such as Modbus or OPC, among
others. Not only PLCs but any software application loaded with such communication
drivers, can be used as the main platform to control Factory I/O scenes.

2.3 OPC Server with KEPServerEX

KEPServerEX® is an OPC UA server based on OPC technology for connecting
multiple devices and applications, from plant control systems to business manage-
ment systems [2]. KEPServerEX® has been designed to quickly and easily establish
communication with almost any device, regardless of the driver used. In addition, it
centralizes all the acquired data in a single application and serves all the information
from the same access point, minimizing the effort required to work with it.
In this case, an effective approach can be applied by using KEPServerEX® as a

data exchange gateway between Factory I/O and another software tool. This provides
flexibility for choosing the best control tool for the scenes depending on the degree’s
subject being taught.

2.4 PID Controller with Matlab/Simulink

Matlab® is a well known programming platform for numerical computing widely
used in science and industry [3]. Some of Matlab® features include data analytics,
algorithm and application development, or hardware connection, among others. In
this sense, it provides toolboxes with proven functionality as well as an independent
module called Simulink for design and simulation.
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Simulink is a block diagram programming environment commonly used to create,
simulate and deploy multi-domain systems [4]. More specifically, it also provides
control engineering tools, from plant modelling to control algorithm design and
tuning. Aswith the real level control plant, Simulink is proposed as themain platform
to design and execute a closed-loop simulation based on a PID controller.
The fundamental PID control law is still present on most continuous process

controllers [26]. Furthermore, The PID algorithm has been employed in many con-
texts, achieving very good results due to its simplicity [6]. Figure 2, shows the basic
scheme of a closed-loop control system with PID control. It has three main blocks:
PID, plant and plant response signal conditioning. Each of them with its own input
and output signals. The set point represents the desired water level for tank A and
the process value is the water level measured with the ultrasonic sensor. The error
signal is the subtraction of the process value and the set point, and then sent to the
PID input. Finally, the control signal is computed by the PID controller and sent to
the plant.

Fig. 2 Closed-loop control system scheme

On the other hand, given this configuration, the control law from a mathematical
point of view can be described through Equation 1. Where:

𝑢(𝑡) = 𝐾
[
𝑒(𝑡) + 1

𝑇𝑖
·
∫ 𝑡

0
𝑒(𝑡)𝑑𝑡 + 𝑇𝑑 · 𝑑

𝑑𝑡
𝑒(𝑡)

]
(1)

• 𝑢(𝑡): control signal (PID output).
• 𝑒(𝑡): error signal (PID input).
• 𝐾: proportional gain.
• 𝑇𝑖: integral time.
• 𝑇𝑑: derivative time.

In this case, the closed-loop configuration, involving the PID controller, can be
implemented by using specific Simulink blocks. Therefore, this is one of the proposed
goals for this BL experience.
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2.5 Proposal for students

An experimental practice is proposed for Industrial Engineering master’s degree
students of the University of A Coruña. This practice is planned for groups of two
or three students, so active participation is ensured. In addition, students within
the group assume different roles depending on the practice stage in which they are
involved.
The main goals of this practice are the PID tuning in a closed-loop configuration

applying different strategies and a comparative analysis of the obtained results. More
specifically, the minimum requirements to successfully complete the practice are:

• Virtual scenario creationwith Factory I/O through the existing level control scene,
modifying the required parameters.

• OPC server configuration and deployment.
• Closed-loop control system design using Simulink.
• Interface configuration between applications.
• Empirical tuning of the PID controller.
• Proposal of different PID tuning parameters.
• Test the control system applying three different set point levels.
• Comparative analysis of the specifications: peak time, settling time, response time
and overshoot time.

• Justification report of practice’s results.

3 Experiments and Results

3.1 Virtual Lab implementation

The process of building the virtual laboratory by interconnecting the proposed
applications can be summarized through Figure 3.

Fig. 3 Virtual lab implementation through app interconnection
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On the left side, it can be noticed the Simulink block diagram implementing
the main closed-loop blocks: PID controller, plant response signal conditioning and
error signal management. In addition, the necessary OPC communication blocks
(configuration, read and write) for the OPC server connection with Simulink are
incorporated. Moreover, a real time scope for plant’s time response visualization is
integrated.
The central part illustrates the data exchange carried out by the OPC Server. Once

configured, the OPC Server is completely transparent to the user, allowing students
to focus on the main goals of the practice.
The right side, shows the virtual plant built with Factory I/O, emulating the real

level control plant’s behaviour. In this sense, students can benefit from the realistic
3D experience with real sound emulating the filling and discharging of the tank. This
scene also includes some manual controls to force the filling and discharging valves,
as well as monitoring the current liquid level measured by the virtual instrument.

3.2 Surveys

After the report submission deadline, a feedback survey (Table 1) was provided to
the students.

ID Statement
Q1 How likely would you recommend the teacher to continue proposing the Factory I/O and

Matlab®/Simulink methodology to a friend or colleague?
Q2 In which aspects should practices with Factory I/O and Matlab®/Simulink be improved?
Q3 If you feel the project instructions were insufficient, how would you improve them?
Q4 If you consider that this work methodology is not suitable for the Control Systems Technology

subject, which method do you think is better?

Table 1 Feedback survey for the virtual lab experience

In this case, twenty students participated in this survey by expressing their opinion.
Regarding Q1, students were classified according to their answers as promoters,
passives and detractors. It should be noted that the survey has achieved good results
(Table 2).

Q1 Results
Promoters 11
Passives 11
Detractors 6

Table 2 Q1 Results
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On the other hand, the following shows some examples for Q2 answers:

• "I found the classes quite good, maybe they could go a little deeper into Factory
I/O’s environment but I have no objection with the teaching methodology".

• "I would appreciate further explanation on how KEPServerEX® works and the
features the other software provide, rather than following a guide to configure
them".

• "It would be better to teach Simulink contents from the beginning of the academic
program. There are students who have never worked with Simulink, thus, everyone
could do it by himself as subject’s intensity increases instead of working alone
from scratch".

Regarding Q3, listed below are some of students’ answers:

• "There are some aspects left to student’s choice, perhaps it would be better to
clarify them to avoid confusion".

• "I think it would be helpful to provide a short video to understand how the control
system blocks interact with each other before getting into practice".

Finally, some of Q4 answers are shown below:

• "It is a good methodology, it makes it interesting in comparison to other subjects".
• "More face-to-face workload, since some people are more disinterested to learn

concepts following the online mode".

Conclusions and Future Works

In this paper, a BL experience based on a realistic 3D industrial scenario is proposed.
In this sense, the integration of three modern software tools has achieved good
results and stands as a powerful tool to overcome the lack of physical laboratory
plants. Moreover, it allows to combine face-to-face and online teaching, improving
students’ experience.
Future works could propose different virtual plants such as production line au-

tomation or speed control with virtual motors. In addition, this methodology can be
applied in other subjects like Embedded Systems or Industrial Automation, among
others.
Finally, the survey model can be applied in future academic programs to perform

a comparative or statistical analysis of the results. Furthermore, surveys could be
improved and/or modified considering obtained results and expected performance.
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